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Preface

DISC, the International Symposium on Distributed Computing, is an annual
forum for presentation of research on all facets of distributed computing, includ-
ing the theory, design, analysis, implementation, and application of distributed
systems and networks. The nineteenth edition of DISC was held on September
26-29, 2005, in Cracow, Poland.

There were 162 fifteen-page-long (in LNCS format) extended abstracts sub-
mitted to DISC this year, and this volume contains the 32 contributions selected
by the Program Committee among these 162 submissions. All submitted papers
were read and evaluated by at least three Program Committee members, assisted
by external reviewers. The final decision regarding every paper was taken during
the Program Committee meeting, which took place in Paris, July 1-2, 2005.

The Best Student Award was split and given to two papers: the paper “Gen-
eral Compact Labeling Schemes for Dynamic Trees”, authored by Amos Kor-
man, and the paper “Space and Step Complexity Efficient Adaptive Collect”,
co-authored by Yaron De Levie and Yehuda Afek.

The proceedings also include 14 two-page-long brief announcements (BA).
These BAs are presentations of ongoing works for which full papers are not ready
yet, or of recent results whose full description will be soon or has been recently
presented in other conferences. Researchers use the brief announcement track
to quickly draw the attention of the community to their experiences, insights
and results from ongoing distributed computing research and projects. The BAs
included in this proceedings were selected among 30 BA submissions.

DISC 2005 was organized in cooperation with Warsaw University and Jagiel-
lonian University. The support of the University of Liverpool, INRIA, CNRS,
and the University of Paris Sud (LRI) is also gratefully acknowledged. The review
process and the preparation of this volume were done using CyberChairPRO.

July 2005 Pierre Fraigniaud
DISC 2005 Program Chair
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Digital Fountains and Their Application
to Informed Content Delivery
over Adaptive Overlay Networks
(Invited Talk)

Michael Mitzenmacher

Division of Engineering and Applied Sciences,
Harvard University,
USA

Abstract. We study how to optimize throughput of large transfers
across richly connected, adaptive overlay networks, focusing on the po-
tential of collaborative transfers between peers to supplement ongoing
downloads. First, we make the case for an erasure-resilient encoding of
the content, using the digital fountain paradigm. Such an approach af-
fords reliability and a substantial degree of application-level flexibility,
as it seamlessly accommodates connection migration and parallel trans-
fers while providing resilience to packet loss. We explain the history of
this paradigm, focusing on recent advances in coding that allow efficient
implementations of digital fountains. We also describe our previous work
showing the effectiveness of digital fountains for reliable multicast and
parallel downloading.

In the setting of collaborative transfers on overlay networks, there is
an additional consideration since sets of encoded symbols acquired by
peers during downloads may overlap substantially. We describe a collec-
tion of useful algorithmic tools for efficient estimation, summarization,
and approximate reconciliation of sets of symbols between pairs of collab-
orating peers, all of which keep messaging complexity and computation
to a minimum. Through simulations and experiments on a prototype im-
plementation, we demonstrate the performance benefits of our informed
content delivery mechanisms.

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, p. 1, 2005.
© Springer-Verlag Berlin Heidelberg 2005



Securing the Net:
Challenges, Failures and Directions
(Invited Talk)

Amir Herzberg

Department of Computer Science,
Bar Ilan University,
Israel

Abstract. The Internet is infamously insecure (fraudulent and spoofed
sites, phishing and spam e-mail, viruses and Trojans, Denial of Service
attacks, etc.) in spite of extensive efforts, standards, tools, and research.
We will discuss the problems and the pitfalls, and outline solutions and
directions for future applied and analytical research.

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, p. 2, 2005.
© Springer-Verlag Berlin Heidelberg 2005



Coterie Availability in Sites

Flavio Junqueira and Keith Marzullo

Department of Computer Science and Engineering,
University of California, San Diego
{flavio, marzullo}@cs.ucsd.edu

Abstract. In this paper, we explore new failure models for multi-site systems,
which are systems characterized by a collection of sites spread across a wide area
network, each site formed by a set of computing nodes running processes. In par-
ticular, we introduce two failure models that allow sites to fail, and we use them to
derive coteries. We argue that these coteries have better availability than quorums
formed by a majority of processes, which are known for having best availabil-
ity when process failures are independent and identically distributed. To motivate
introducing site failures explicitly into a failure model, we present availability
data from a production multi-site system, showing that sites are frequently un-
available. We then discuss the implementability of our abstract models, showing
possibilities for obtaining these models in practice. Finally, we present evaluation
results from running an implementation of the Paxos algorithm on PlanetLab us-
ing different quorum constructions. The results show that our constructions have
substantially better availability and response time compared to majority coteries.

1 Introduction

There has been a proliferation of large distributed systems that support a diverse set
of applications such as sensor nets, data grids, and large simulations. Such systems
consist of multiple sites connected by a wide area network, where a site is a collection
of computing nodes running one or more processes. The sites are often managed by
different organizations, and the systems are large enough that site and process failures
are common facts of life rather than rare events.

Critical services in such systems can be made highly available using replication.
In data grids, for example, data sets are the most important assets, and having them
available under failures of sites is very desirable. To improve availability, the well-
known quorum update technique can be used. This technique consists of implementing
a mutual exclusion mechanism by reading and writing to sets of processes that intersect
(quorums) [[7]. As another example, the Paxos protocol [16] enables the implementation
of fault-tolerant state machines for asynchronous systems. Paxos is a popular choice be-
cause of its ability to produce results when a majority of replicas survive, for its feature
of not producing erroneous results when failures of more than a majority (indeed, up
to a complete failure) occur, and its very weak assumptions about the environment.
Underlying Paxos (and other similar protocols) is the same quorum update technique.

This paper considers quorum constructions for multi-site systems. The problem area
of quorums for multi-site systems is large and not well studied. We address a set of

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, pp. 3-[I7] 2005.
(© Springer-Verlag Berlin Heidelberg 2005



4 F. Junqueira and K. Marzullo

problems from this area as an early foray. We first give a failure model for multi-site
systems that is simple and has intuitive appeal, and then give a second failure model
that has less intuitive appeal but theoretical and practical interest. Because sites can fail,
the failures of processes are not independent, and so an IID (independent, identically
distributed) model is not appropriate. We define a new metric for availability that is
suitable to non-IID failures, and give optimal quorum constructions for both models.
We discuss the implementability of the two failure models, and discuss an experiment
of running Paxos on PlanetLab that gives some validation of our results.

Related work. Quorum systems have been studied for over two decades. The first al-
gorithms based on quorums use voting [8]. Garcia-Molina and Barbara generalized
the notion of voting mechanisms, and proposed the use of minimal collections of in-
tersecting sets, or coteries [[]. Most of the following work (such as [T5I18120]) has
concentrated on how quorums can be constructed to give good availability, load and
capacity assuming relatively simple system properties (such as identical processes and
independent failures) [2/3I19]. Only recently the problem of choosing quorums accord-
ing to properties of the system (such as location) has attracted some attention [9U14]].
Of particular interest to our current work are the constructions of and [6]]. In [13],
Kumar proposed, to the best of our knowledge, the first hierarchical quorum construc-
tion, and showed that by doing so one can have smaller quorums. The analysis in [13],
however, assumes IID failures. The work by Busca ef al. assumes a multi-site system
similar to what we assume here, and their quorum construction [6] is very similar to
our Qsite construction. Their focus, however, was on performance. If one considers the
distribution of response times from a quorum system, performance is often measured
using the average or median, while availability is a property of the tail of the distribu-
tion. Thus, high performance does not necessarily imply high availability. Availability
in quorum systems has been studied before [2/3119]], but we argue here that the previous
metrics are not suitable for multi-site systems. A notable exception is the work by Amir
and Wool []], which evaluates several existing quorum constructions in the context of
a small, real network.

A network partition is a failure event that leads to one set of non-faulty processes
being unable to communicate with another set of non-faulty processes (and, often, vice
versa). Quorum systems are asynchronous, and so a network partition is treated identi-
cally to slow-to-respond processes. Long-lasting network partitions can make it impos-
sible to obtain a quorum. A recent paper by Yu presents a probabilistic construction that
does increase availability in the face of partitions, but it assumes a uniform distribution
of servers across the network [24]. In comparison, our constructions are deterministic
and make no assumption about distributions of sites.

2 System Model

We consider a system of a set P of processes. The processes are partitioned into sites
B = {By,Bs,..., By}, and between each pair of processes there is a bidirectional
communication channel. Processes can fail by crashing, and a crashed process can re-
cover. Similarly, a site can fail and recover. A site failure represents the loss of a key
resource used by the processes in the site (such as network, power, or a storage server)
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or some event that causes physical damage to the equipment on the site (such as loss of
A/C); the processes in the site are all effectively crashed while the site is faulty.

Let £ represent the executions of the system. Each execution E € £ is a sequence
of system states. Each state s € E of an execution has an associated failure pattern
F(s,E) C P, which is the set of processes that are faulty in s. If site B; is faulty in
s, then all of the processes in B; are in F'(s, E). We use NF(E,s) = P\ F(FE,s) to
denote the set of non-faulty processes in s. We say that a failure pattern f is valid iff
dEeé:3seE: f=F(E,s).

We use survivor sets to express valid failure patterns. Survivor sets were introduced
in [[T1]] to provide a more expressive model of process failures. Informally, a survivor set
is a minimal subset of non-faulty processes. There are different ways to define survivor
sets more formally: we have used probabilities [11]] and have used the complement of
maximal failure patterns [13]]. We use the second one here. This definition does not
rely on probabilities directly, although failure probabilities can be used to determine
survivor sets; we discuss this point later in this paper. The definition is:

Definition 1. Given a set of processes P, a set S is a survivor set if and only szl

ANSCP
AIE €& :3s€ E: S =NF(E,s)
AVpe S:VEe€&:Vse E: S\ p+#NF(E,s)

We use Sp to denote the set of survivor sets of P, and we call a pair (P,Sp) a
system profile.

We now repeat a few definitions that have appeared elsewhere and that we use in this
paper. A coterie Q is a set of subsets of P that satisfies the following two properties [[7]:
DVQi,Q; € Q:QiNQ; # 0;2)VQi,Q; € Q,Qi # Q; : Qi  Q; ANQ; ¢ Qi. The
first property is called 2-Intersection [[13]], and it says that quorums in a coterie pairwise
intersect. This property guarantees mutual exclusion when executing operations on quo-
rums, such as reads and writes, as every pair of quorums must have at least one process
in common. The second property states that all quorums are minimal. A coterie Q is
dominated if there is a coterie @' such that: 1) @ # Q;2)vQ € ©:3Q € Q' : Q' C Q.
If no coterie dominates a coterie Q, then we say that Q in non-dominated.

A transversal of a coterie is a subset of processes that intersects every quorum in
the coterie. We use 7 (Q) to denote the set of transversals of the coterie Q. Transversals
are useful for defining the availability of a coterie: a coterie Q is available in a step s of
some execution E if and only if F(s, E) ¢ T(Q).

3 Computing Availability

The availability of coteries can be computed in various ways. One metric is node vul-
nerability which is the minimum number of nodes that, if removed, make it impossible

' We use the “bulleted conjunction” and the “bulleted disjunction” notation list invented in
TLA™ [17]. In Definition [l the list corresponds to the conjunction of the statements to the
right of the “/A” marks.
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to obtain a quorum [3]]. A similar metric, edge vulnerability, counts the minimum num-
ber of channels whose removal makes it impossible to obtain a quorum (no connected
component contains a quorum). Both of these metrics are appropriate when failures are
independent and identically distributed (IID) because they measure the minimum num-
ber of failures necessary to halt the system. They are not necessarily good metrics for
multi-site systems. Consider the following three-site system in which a survivor set is
the union of majorities of processes in a site for some majority of sitesfl

P :{a1,a2,a3,b1,b2,b3,01,02,03}

B = {a1a2a3,b1b2b3,010203}

Sp={aiajbiby : i,5,l,m € {1,2,3} A i # j AL #m}
U {aiajacem 1 i,5,l,m € {1,2,3} A i Aj AL #m}
U {bibjciem 1 4,5,L,m € {1,2,3} A i £jAL#m}

From our system model, processes are pairwise connected. According to the results
in [3], the best strategy for both node and edge vulnerability is then to use quorums
formed of majorities, which for this system is any subset of five processes. By definition,
forevery S € Sp, there is some step s of some execution F' € & such that S = F(s, F),
where £ is the set of executions of (P,Sp). As P contains nine processes and every
S € Sp contains four processes, there are five faulty processes in such a step, and
hence no majority quorum can be obtained. If one uses Sp as a coterie, however, then
there is one quorum available in every step, by construction. Sp has therefore better
availability than the majority construction.

An alternative to node and edge vulnerability is, given probabilities of failures, to
directly compute the probability of the most likely failure patterns that make it impossi-
ble to obtain a quorum. Probability models, however, can become quite complex when
failures are not IID. To avoid such complexity, we use a different counting metric: the
number of survivor sets that allow a quorum to be obtained. More carefully,

Definition 2. Let (P, Sp) be a system profile and Q be a coterie over P. The availabil-
ity of Q is given by: A(Q) =|{S:5e€Sp NS &T(Q)}

A coterie Q covers a survivor set S if there is a quorum @ € Q such that Q C S.
By the definition, A(Q) is hence the number of survivor sets that Q covers.

This is a good metric because in every step s of an execution F, there is at least
one survivor set in Sp that does not intersect F'(F, s). If a coterie allows a quorum to
be obtained for more survivor sets, then this coterie is available during more steps. As
node vulnerability and edge vulnerability, .A() is a deterministic metric and as such has
a similar limitation with respect to probabilities. If we assign probabilities of failure to
subsets of processes, then our metric may lead to wrong conclusions, as there might
be higher available coteries that include discarded survivor sets. For the constructions
and examples we discuss in this paper, however, using this metric gives us coteries with
optimal availability.

If a coterie Q is dominated, then by definition there is some other coterie Q' that
dominates Q. Under reasonable assumptions, the availability of Q’ is at least as high as

2 We use £1Z2 . . . T, as a short notation for the set {z1,22,...,xn}.
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the availability of Q. Thus, we use domination to break ties between coteries that cover
the same number of survivor sets. We say that @ <, Q' iff:

VAQ) > AQ)
V(A(Q') = A(Q)) A Q dominates Q

In Section 3] we give quorum constructions that are optimal with respect to this
metric without the tiebreaker rule. We do not discuss how to construct non-dominated
coteries from dominated ones; possible ways to do so are discussed in [4]] and [[7].

4 Failure Models

In this section, we present two failure models that we use to derive quorum construc-
tions. Both models are specific to multi-site systems, and although they both model site
failures, they model different system properties as we discuss in Section

4.1 The Multi-site Hierarchical Model

The first model, which we call the multi-site hierarchical model, decouples site failures
from process failures. The failure model has two components: F;, which characterizes
the failures of sites, and F,,, which characterizes failures within a site. More specifically,
Fs is a set of maximal subsets of sites that can fail simultaneously, |Fs| > 0. F, is
an array with one entry for each site, where F,[i] is the set of maximal subsets of
processes that can be simultaneously faulty in site B; when B; is not faulty, |, [i]| > 0,
i € {1,...,|B]}. Given an instance of this model, a set S; C P is in Sp if and only if:

JFS € Fs . /\VB]'EB\FS:HFPGfp[ﬂ ZB]'ﬁSi:B]'\FP
/\\V/BjEFS:SiﬂBjI(Z)

The multi-site threshold model proposed in [14] is a threshold-based version of this
model: fs is the maximum number of sites that fail simultaneously, and F),[i] is the
maximum number of processes that fail simultaneously in site B;.

4.2 The Bimodal Model

The bimodal model is similar to the multi-site hierarchical model: it also has two com-
ponents F, and F,,. In general, this model represents settings in which there are multiple
sites (|B] > 1), all sites can fail but one, and if only one site is not faulty, then all pro-
cesses in it are correct. Thus, each site is a survivor set. If multiple sites are non-faulty,
then the non-faulty sites can have faulty processes. We describe these process failures
with F, and F,. Finally, we assume that there exists at least one site B; such that
B, & FS for every FS € F;. Although B; is not in any element of Fy, it can still fail
in the case that there is one non-faulty site B; with no faulty processes, and j # 7. This
assumption is necessary to derive an optimal construction, as we explain in Section[3.2]

The bimodal model contains the same failure patterns as the multi-site hierarchi-
cal model for the same components F and F,, but it contains |5| additional failure
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patterns, one for each site B;. More specifically, a set S; C P is a survivor set for an
instance of this model if and only if:

\/ 3FS € F,:A\VB; € B\ FS:3FP € F,[j] : B;NS; = B; \ FP
/\VB]' GFS:SiﬂBj =10
VHBjGB:Si:B]'

To construct a proper set of survivor sets, we need to impose the following con-
straint: VFS € F, : ([B\FS| > 1) A (VB; € FS : Fp[i] # {0}). Without this constraint, the
set of survivor sets might not be minimal, violating minimality.

The bimodal model does not have the intuitive appeal of the multi-site hierarchi-
cal model. Nonetheless, we argue in Section [6] that for at least two-site systems, it is
practical. In addition, it has theoretical interest, which we describe in Section

5 Quorum Constructions

In this section, we use the failure models described to derive quorum constructions that
are optimal with respect to the metric .A(). The first construction covers all survivor
sets in Sp by using Sp itself. We provide a necessary and sufficient condition for this
to hold. The other construction is for systems in which it is not possible to cover all
survivor sets. This is important when survivor sets do not pairwise intersect. This con-
struction is also optimal with respect to the metric .A() except that the resulting coterie
may be dominated.

5.1 Achieving Optimal Availability

Let (P,Sp) be a system profile, and suppose that we use the multi-site hierarchical
model to determine Sp. To cover all survivor sets in Sp, it is necessary and sufficient
that F, and F,, satisfy the following property:

VFS,FS' € Fs: 3B; € B: \B; ¢ FS
N\ B; € FS'
AN VFP,FP' € Foli]: 3p€ B :p € FPAp ¢ FP

In words, we require that there is at least one site shared between any two survivor
sets, and within that site there is at least one process that is shared between the two
survivor sets. To show that this property is necessary, suppose that this property is vi-
olated. That is, there are FS, FS’ in F, such that, for every B; € B, at least one of
the following holds: 1) B; € FS; 2) B; € FS'; 3) there are FP,FP' € F,[i] such that
for every p € B, either p € FP or p € FP'. This implies that there are at least two
disjoint survivor sets S and S’ in Sp. Now suppose by way of contradiction that there
is a coterie Q that covers all survivor sets in Sp, i.e., A(Q) = |Sp|. We then have that
there is a quorum @ € Q such that Q C S. Similarly, there is a quorum ' € Q such
that Q" C 5’. Thus, if SN S’ = 0, then Q N Q" = (. We conclude that Q cannot be a
coterie because it violates the 2—Intersection property.

To see that the property is sufficient is straightforward: by the definition of survivor
sets, no survivor set is strictly contained in another, and the intersection property is
guaranteed by assumption.
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If we use Sp as a coterie, then we have achieved the best possible value for our
availability metric because it covers all the survivor sets (i.e., A(Sp) has the maximum
value of |Sp|). Using all the sites in the system, however, may be unnecessary. For
example, if the system satisfies k—Intersection for some k£ > 2, then we may be able to
construct a coterie over fewer sites. [l We illustrate this point with a threshold version
of the multi-site hierarchical model. Suppose that every set F'S € F; has the same size
fs > 0, and that for every B, € B and every FP € Fp[i], we have that |FP| = ¢ for
some nonnegative integer t. Then, if |B| > 2f, + 1, we only need to select a subset
B’ C Bof2fs + 1 sites. For each site B; € BB/, we select 2t + 1 processes from B;. A
quorum is obtained by selecting a majority of processes from a majority of sites in 3.

We call this construction QOsite. As an example, suppose that |B| = 4, f = 1, and
for each site B;, we have that |B;| = 4 and ¢t = 1. We then use 3 sites, as 2fs + 1 = 3,
and 3 processes from each site, as 2t + 1 = 3. From the construction, a quorum in Q is
hence composed of four processes, two from a site B; and two from a site Bj, ¢ # j.
This system has nine processes, and so a majority would consist of five processes. For
both majority and Qsite, the coterie is available as long as there are fs + 1 = 2 non-
faulty sites. Majority, however, not only requires that two sites are non-faulty, but also
that at least one of the sites contains no faulty processes. A coterie generated by Qsite
does not have this same constraint, and it is available as long as there are two non-faulty
sites, each non-faulty site containing two non-faulty processes. This happens because
majority uses larger quorums, and it tolerates fewer process failures.

It is not hard to see that Qsite requires fewer processes compared to majority coter-
ies, and that the difference increases with the value of f, (see [14]] for details). Using
fewer processes in each quorum reduces the load handled by any particular process, if
quorums are uniformly selected, and increases the total capacity of the system .

5.2 The Bimodal Construction

It may be the case that the set of survivor sets do not satisfy 2—Intersection, and so can
not be used as a coterie. For example, in the bimodal model, for each site B;, B; is a
survivor set, and since sites are disjoint, Sp is not a coterie.

One can construct a coterie from any Sp, though, by simply discarding survivor sets
until remaining sets satisfy 2-Intersection. This procedure clearly will terminate with a
coterie since a single set is a coterie of one quorum. To obtain a coterie that is optimal
with respect to .A(), we need to determine the minimal set S C Sp such that Sp \ S is
a coterie. The problem of computing the minimum number of survivor sets that have to
be removed from Sp to obtain a coterie, however, is in general NP-Complete [12]].

Under the bimodal model, it is simple to determine which survivor sets to discard.
Consider the following intersection property that we call k-bimodal Intersection, k > 1:

V distinct S1, Sa, ..., Sk+2 € Sp: \/ Ji,j € [1, k] : S; nS; # 0
V Sk1 N Sk #0

Assume (P, Sp) follows the bimodal failure model. According to the model, it con-
tains |B| survivor sets that are disjoint, one for each site B; € B. Also by the failure

3 k—Intersection generalizes 2-Intersection, and states that all subsets of k quorums intersect.



10 F. Junqueira and K. Marzullo

model, there is a site B; such that B; /&S, for every FS € F;. Let S; be the survivor
set consisting of the processes of B;. If (P, Sp) also satisfies k-bimodal Intersection,
k = |B|, then we know that any two survivor sets S,, Sy, in Sp \ {51, So, ... Sk} inter-
sect, and that S; NS, /=9 and S; NS, /=4. Since this is true for any S, and Sy, the set
Qr ={S;}U(Sp\ {51, 52,...5k}) is acoterie, and A(Qy) = |Sp| — (k — 1). This is
clearly optimal, since all of the remaining & — 1 survivor sets do not intersect .5;. Also,
if (P,Sp) does not satisfy k-bimodal Intersection, then there is no coterie that covers
|Sp| — (k — 1) survivor sets, as there is no subset of Sp of size |Sp| — (k — 1) that
pairwise intersect. We call this construction Bsite.

6 Failure Models in Practice

The failure models presented in Section 4 are abstract views of failures in a multi-
site system. In this section, we present probabilistic models that we use to extract the
parameters of our failure models. First, we use data from a real system to argue why we
believe site failures are common in multi-site systems. In the remainder of the section,
we discuss process failures for the two models we propose in this paper. For each model,
we discuss a framework based on a Markov chain and illustrate with an example.

6.1 Site Failures

To understand how sites fail in a multi-site system, we studied the failure data of a
particular system, the BIRN Grid [5/14]. We obtained monthly availability data for
15 BIRN sites from January 2004 through August 2004 ] According to this data, a site
becoming unavailable is surprisingly common. On average, each site did not have 100%
availability during five of the eight months, and in any given month several sites had
unplanned outages and became unavailable.
Figure [f] summarizes the avail-
ability of sites. For each month, we 12
count the number of sites that had |
. oy 10 + J
availability below some value «, for
different values of ov. We then com-
pute the average across the eight
months for each value. This average
is what we plot in Figure I} From the
figure, on average over ten sites do not |
have 100% availability in a month. 4[—’—[—‘
In trying to determine what causes 0 : ‘ ‘ : ;
. . J . <100 <99.8 <99 <98 <97
low monthly site availability, we iden- Monthly availability  c)
tified a few reasons for a site to be
unavailable, observed in BIRN sites,  Fig. 1. Number of sites with availability below cv.
in TeraGrid sites [23]], and in a local ~ The error bars correspond to the standard error.
computer cluster. They are (in no par-
ticular order): Software problems; Power outages; Failure of shared resources (e.g. stor-
age); Flooding resulting from broken pipes; Local campus network problems; Loss of
air-conditioning. We are currently attempting to further quantify these failures.

Average number of sites
[}
_—

* This data is consistently collected by the BIRN staff, and made available through their web
page. Availability figures are based on active probing (via ping) and on notifications generated
by the Storage Resource Broker (SRB) service.
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6.2 Obtaining the Multi-site Hierarchical Model

The multi-site hierarchical model has two components: F that describes sites failures,
and F,, that describes the failures of processes within a site. We can determine Fj
using, for example, data such as described in Section To determine F;,, we need
a model of failures within a site. Even when sites are not faulty, individual processes
can fail due to, for example, hardware faults. In many multi-site systems, hardware and
software platforms are the same across the computing nodes (where processes run) of
a site because of the difficulty in managing a heterogeneous environment. We hence
assume that the reliability of processes within a site is uniform and independent. Of
course, this assumption may be violated by viruses and worms [[10]], but their effects are
outside the scope of this work.

We can model failures in sites using a Markov chain [22)]. Instead of modeling the
whole system, we have chosen to model sites individually. We assume that sites operate
independently, and that outside of expected message communication the operation of a
process at a site has little or no influence on the operation of a process at another site.
As a consequence, sites change their failure states concurrently.

As process failures are independent, states of the model correspond to the number
of faulty processes in a site, and the probability of undergoing a transition from a state
with f faulty processes to a state with f 4 1 process is p. Repair transitions (from f + 1
to f), however, may have probabilities that change with the value of f. For example,
resources to repair processes can be progressively allocated as more processes fail. As
a result, the repair probability remains constant or even increases with the value of f.

Figure [2| depicts the chain we just described.

Assuming that no transition probability is zero,

p p PP
we have that this chain is irreducible and ergodic. < \C’D
According to the model, processes fail indepen- @ e
dently, but the probability of repair (undergoing a \ro/ B P IJ )
transition from state f + 1 to f) may change with

the value of f. In our model, we use 7y to denote  Fig, 2. Model for a single site with n
the probability that the site undergoes a transition  process

from state f + 1 to state f.

Repairs in different sites happen independently, and hence the probability of a re-
pair transition does not increase with failures in different sites. That is, if a process
fails in site BB; and another in site B;, ¢ # j, they do not mutually affect their repair
probabilities.

Using this model, we can easily compute a threshold on the number of failures
for each site. First, we need to determine a target degree of reliability p, which is the
probability that the number of simultaneous process failures in any site is higher than
expected. Because our model is an irreducible ergodic Markov chain, we can compute
the limiting probabilities of all states [22]]. That is, the probability of being at a state j
after a long time has elapsed, independent of the initial state ¢ (7; = lim,, oo P[]L) Us-
ing these limiting probabilities, we can determine a threshold for each site: the threshold
for a site S; is the number of failures associated to the first state that has a limiting prob-
ability smaller than p. This is implies that any state with failures above the threshold
has probability lower than p.
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To illustrate the process of obtaining a threshold for a site, we give an example. Let
B be a collection of sites such that each site has three processes. Suppose that the prob-
abilities of failure and repair are the same across all the sites. These probabilities are as
follows: p = 0.01, 7o = 0.3, 71 = 0.4, and ro = 0.5. Computing the limiting prob-
abilities, we have the following: 79 = 0.96695, 7 = 0.03223, 1 = 0.00080, 713 =
0.00002. If p is 0.001, for instance, we have that the threshold is one for every site, and
Fp is as follows: Fp[i] = {a; : a; € B;},VB; € B.

Note that the reverse order is also possible: choose a value for ¢ and compute the
corresponding probability of violating this threshold. Using one method or the other
depends on design constraints.

6.3 Obtaining the Bimodal Model

From the description of the bimodal model in Section @] when k — 1 sites fail, the
remaining site has no faulty processes. This means that the processes of each site com-
prise a survivor set. At the same time, it is possible that all available sites have faulty
processes. We model this with a framework based on a Markov chain. Due to the com-
plexity of this model, our framework is only meant to give a more practical view rather
than serve as a general framework.

As in the previous section, the basic idea consists in determining probabilities for
the possible states of the system, and to use a degree of reliability (a value p € [0, 1]) to
determine the states that we consider as normal states. Compared to the chain from the
previous section, a state corresponds to failures across all the sites. We then label states
with counters, one for each site. That is, we have one state for each possible value of
the string f1 - fa-...- fi, where 0 < f; < |B;| and B; € B. Using a directed graph as a
way of visualizing the model, we have that the states are represented by nodes, and the
transitions by edges, where each edge has a weight that is the transition probability. In
this model, we have three types of edges: site-failure edges, process-failure edges, and
repair edges. A site-failure edge corresponds to the transition from a state in which a
given site has one or more available processes to one in which all processes in this site
are faulty. Using probability notation, let X be the random variable representing the
state at step s. We then have that:

Pri{Xsi1 = f1--|Bi| - fixr - il Xs = fr--- fi- fixr-- fr} =ps, fi <|Bi] =1

Pri{Xst1=fi-|Bi| - fix1-- fulXs = f1---|Bil =1+ fix1 - fu}=pr+ps, [i
— B -1

where p; is the probability of a process failure, and p, is the probability of a site failure.
As a simplifying assumption, we have that p, and py are constant across the sites. A
process-failure edge is a transition from a state in which some site B; has f; faulty
processes to a state in which B; has f;+1 faulty processes, f; < | B;|. Using probability
notation, we have:

Pr{Xe1i=fi--fi+ 1 fulXe=fr-- fi--- [} = ps, fi <|Bil
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Finally, we call a repair edge a transition from a state in which f; 4+ 1 processes of
some site B; are faulty to a state in which f; processes of B; are faulty. That is:

PT{X.9+1:fl"'fi"'fk‘Xs:fl"'fi+1"'fk}:pr(fl"'fi+1"'fk)7fiZO

where p..() is a repair probability mapping. Different from p, and py, we assume that
the repair probability may differ for different states. In fact, this control over repair
probabilities is what we use to guarantee that the properties of the bimodal model hold.
An additional assumption that completes the model is that all other possible transitions
have zero probability.

Figure [3illustrates a model for two iden-
tical sites By and By of n processes each. In
the figure, we mark the undesirable states by
including them in a gray region. These states
are the ones that violate the Bsite construc-
tion, and therefore must have low probability.
To determine the probability of a state, we use
also limiting probabilities.

In this model, we assume that probabili-
ties of failure are constant, and they cannot
be changed as the system changes states. We
assume, however, that we are able to have dif-
ferent repair probabilities for different states.
As a physical explanation, repair probabilities Fig. 3. Model for two sites
change as the effort spent to repair the system
changes. Thus, we can increase the repair probability for an undesirable state, thereby
decreasing the probability of being in this state. In practice, this means that the amount
of physical resources used to repair processes must increase with the number of failures
in the system. It is then necessary to be able to detect failures. A failure detector for this
application, however, can be unreliable as the only side-effect is to have more resources
used to repair processes unnecessarily. Having an unreliable failure detector implies that
the repair probabilities have to take into account false positives. We therefore assume
that it is possible to bound and estimate the frequency with which the failure detector
makes mistakes.

As an example, suppose that n = 3, p; = 0.004, py = 0.001, and p,-(f1 - f2) = 0.1,
if f1 - f4 is outside the gray region, and p,.(f1 - f2) = 0.4, if f1 - fo is inside the
gray region. We have chosen these values using the following guidelines. First, as we
observed in Section site failures are common. We then assume that the probability
of a site failure is higher than of a process failure, although we kept them in the same
order of magnitude. Second, we assume that repair probabilities are much higher than
the failure probabilities.

One still needs to choose a value for ¢, as repair probabilities depend upon this value.
For such a small system, this choice is constrained to be either ¢t = Qort = 1. If ¢ is
greater than 1, then the 2-bimodal intersection property cannot be satisfied, and we are
not able to construct a coterie using the technique proposed in Section |3} We therefore
assume that ¢ = 1, and we have the following limiting probabilities:
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0.7815 0.0391 0.0332 0.0344
0.0391 0.0020 0.0004 0.0004
0.0332 0.0004 0.0003 0.0004
0.0344 0.0004 0.0004 0.0004

where M|[f1 + 1, fo + 1] is the limiting probability of state f - fo. More specifically,
we have that m¢,.r, = M[f1 + 1, fo +1].

Suppose now that a1, as, ag are the processes on one site, by, ba, b3 are the processes
on the other site, and 4 x 107* < p < 2 x 1073, We have that: 1) F, = {0}; 2)
Fpll] = {a; : a; € B1};3) Fp[2] = {b; : b; € Bz}. The set of survivor sets is as
follows:

Sp = {a1a2a3,b1b2b3} U {aiajblbm 11,5, L,m € {1, 2,3} A1 7& INL 5£ m}
and from the Bsite construction, we have, for example, the following coterie:
Q = {ai1azas} U{aiajbiby, 1 i,5,l,m € {1,2,3} A i # j AL #m}
which is dominated by:
Ql = {(11&2&3} U {aib]‘bl : i,j,l S {1, 2, 3} A J 75 l}

and we have by definition that @ <, Q’. From the matrix M, observe that Q' is un-
available only in state 30, considering only allowed states (states that have probability
greater than the degree of reliability). This is optimal as there is no coterie that is avail-
able for both states 30 and 03.

Although the system of the example is a simple one, it illustrates well that the bi-
modal model is implementable. We believe that the results can be generalized for two-
site systems with more processes, but it is an open question whether there is a practical
implementation for systems with more than two sites.

7 Evaluating Coteries on PlanetLab

To evaluate the different choices for quorums in a multi-site system, we conducted an
experiment on PlanetLab using an implementation of the Paxos algorithm [16]]. In brief,
Paxos assumes that processes have one or more of the three following roles: Proposer,
Acceptor, and Learner. Proposers propose ballots that are accepted by Acceptors. To
propose, a Proposer has to read from and write to a quorum of Acceptors. Once an
Acceptor accepts a ballot, it notifies the set of Learners. A Learner decides upon a value
once it receives notifications from a quorum of Acceptors.

In our experiment, we have three settings. In all settings, one single host (a UCSD
host) has the roles of both a Proposer and a Learner, whereas the Acceptors are Planet-
Lab hosts spread across three sites (UC Davis, UT Austin, Duke). The settings are:

3Sites: One host from each site. A quorum consists of any set of two hosts. This is the
Qsite construction, for f; = 1, and t = 0;

3SitesMaj: Three hosts from each site. A quorum consists of majorities of hosts from
two sites, and it has size four. This is the Qsite construction for f; = 1,and t = 1;

SimpleMaj: Three hosts from each site. A quorum consists of any simple majority of
sites. That is, any subset of five Acceptors.
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For each setting, we have the Proposer issuing a new ballot every 15 minutes, and
we log the time it takes to decide upon a value on this ballot. To implement a reliable
channel, we create a new thread for every message sent, and this thread tries to send
the message through a TCP connection until it succeeds. As a consequence, we have
that every message sent by one process to another is eventually received, as long as the
receiving process eventually recovers if it fails.

To register failures, every time 1

establishing a TCP connection to

another host times out, we log it to T 0997

a file. A failure in this case is the g

inability to reach the Acceptor, not 5 0.98 |

necessarily implying that the host g

has crashed. That is, the unavail- § 097 ¢

ability of a host may be caused by %

a network partition. ® 0%y B v —
We had these three settings run- 0.95 e ‘ S‘impleMa} e

ning in parallel for 27 days in April 0 05 1 15 2 25 3 35 4

2005. Figure @l shows part of the cu- Latency in seconds

mulative distribution function for
the latency of reaching agreement
on each ballot. We also show in Table [I] the percentage of samples with value greater
than 4s.

It is not surprising that 3Sites has best response time for the average case, followed
by 3SitesMaj and SimpleMaj, since quorums have fewer Acceptors in this exact order.
However, the graph shows that there is a point (around 3.5s) in which the curve for
3SitesMaj crosses 3Sites. This implies that there are fewer samples for 3SitesMaj with
latency greater than 3.5s than for 3Sites. As the tail of the distribution for 3SitesMaj
contains fewer samples, it has best availability among the three in this experiment.

To understand why this is the cgse, we n.eed to Latency > 45 (%)
u'n(#:rstand what components are involved in de- 3Sites 0.0020
ciding upon a ballot. The latency of a ballot has 3SitesMaj 0.0016
two ma.un components: message latency and pro- SimpleMaj 0.0057
cess failures. From the graph, the message latency
component dominates until 3.5s. After 3.5s, the
delay is mostly caused by the inability to reach
enough Acceptors. Having more processes
increases the latency for 3SitesMaj and SimpleMaj compared to 3Sites for values under
3.5s, where the message latency component has more weight. On the other hand, 3Sites-
Maj presents better response time for values greater than 3.5s, when there are process
failures. Thus, there is a tension between obtaining good response time on average and
having a larger percentage of the samples within a bounded response time. This infor-
mation is important, for example, when determining the time-out for a quorum-based
service. Considering our three settings, if a time-out value greater than 3.5s is chosen,
then 3SitesMaj is likely to time out less often than 3Sites and SimpleMaj. Finally, an
interesting observation is that SimpleMaj not only had the worst average response time,

Fig. 4. Cumulative latency distribution

Table 1. Samples with value greater
than 4 seconds
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but also had the largest percentage of samples with response time greater than 4s. This
indicates that using majority quorums is a poor choice for multi-site systems.

We also counted the number of ballots for which the Proposer could not initially
contact enough Acceptors to obtain a quorum, and the decision on the ballot was there-
fore delayed until enough Acceptors were available. When this happens to a ballot, we
say that this ballot is postponed. For each setting, we have the following:

3Sites: There were 3 postponed ballots;

3SitesMaj: There were 2 postponed ballots. Only for one of these ballots, there would
be one quorum available in the simple majority scheme;

SimpleMaj: There were 4 postponed ballots. For all these ballots, using the majorities
of two sites would give us an available quorum.

The data presented in this section is perhaps not conclusive because the number of
failures observed was too small to be statistically valid. Moreover, PlanetLab is not a
production system in the sense that sites are not designed to be highly available, and
node repair is often leisurely. On the other hand, the results presented do not contradict
any of our assumptions, thus indicating that our models may be suitable even for multi-
systems such as PlanetLab.

8 Conclusions

This paper is a first step into the practical construction of coteries for multi-site sys-
tems. We base one coterie construction on a failure model that we motivate from failure
measurements from a deployed multi-site system and from a Markov model. We also
consider a weaker failure model that has some theoretical and practical interest. We
define optimality by introducing a metric that is suitable to dependent failures, and we
show that our quorum constructions are optimal with respect to this metric.

Being a first step, this paper leaves some questions unanswered. First, our multi-site
hierarchical model is intuitive and is based on some failure data from a real system. How
typical is this system? Is the model broadly applicable? Second, our bimodal model
is based on the idea of having different repair probabilities for different states. This
technique, which essentially integrates operating procedures with the failure model,
appears to be a potentially powerful new direction for the design of novel and efficient
protocols. Finally, we describe a method of building a coterie from survivor sets that do
not satisfy 2-Intersection. The survivor sets are defined by some target availability, and
the availability of the quorum system is reduced by discarding survivor sets. How does
this strategy compare with one in which the initial target availability is increased until
the survivor sets satisfy 2-Intersection?
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Keeping Denial-of-Service Attackers in the Dark
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Abstract. We consider the problem of overcoming (Distributed) Denial of Ser-
vice (DoS) attacks by realistic adversaries that can eavesdrop on messages, or
parts thereof, but with some delay. We show a protocol that mitigates DoS at-
tacks by eavesdropping adversaries, using only available, efficient packet filtering
mechanisms based mainly on (addresses and) port numbers. Our protocol avoids
the use of fixed ports, and instead performs ‘pseudo-random port hopping’. We
model the underlying packet-filtering services and define measures for the capa-
bilities of the adversary and for the success rate of the protocol. Using these, we
analyze the proposed protocol, and show that it provides effective DoS prevention
for realistic attack and deployment scenarios.

1 Introduction

Denial of service (DoS) attacks have proliferated in recent years, causing severe service
disruptions [7]. The most devastating attacks stem from distributed denial of service
(DDoS), where an attacker utilizes multiple machines (often thousands) to generate ex-
cessive traffic [15]]. Due to the acuteness of such attacks, various commercial solutions
and off-the-shelf products addressing this problem have emerged.

The most common solution uses an existing firewall/router (or protocol stack) to
perform rate-limiting of traffic, and to filter messages according to header fields like ad-
dress and port number. Such mechanisms are cheap and readily available, and are there-
fore very appealing. Nevertheless, rate-limiting indiscriminately discards messages, and
it is easy to spoof (fake) headers that match the filtering criteria: an attacker can often
generate spoofed packets containing correct source and destination IP addresses, and ar-
bitrarily chosen values for almost all fields used for ﬁlterin. Therefore, the only hope
in using such efficient filtering mechanisms to overcome DoS attacks lies in choosing
values that are unknown to the adversary. E.g., TCP’s use of a random initial sequence
number is a simple version of this approach, but is inadequate if the attacker has some
(even limited) eavesdropping capability.

More effective DoS solutions are provided by expensive commercial devices that
perform stateful filtering [[17/18/19]]. These solutions specialize in protecting a handful
of commonly-used stateful protocols, e.g., TCP; they are less effective for stateless
traffic such as UDP [19]]. Such expensive solutions are not suitable for all organizations.

! An exception is the TTL field of IP packets, which is automatically decremented by each
router. This is used by some filtering mechanisms, e.g. BGP routers that receive only packets
with maximal TTL value (255) to ensure the packets were sent by a neighboring router, and
the Hop Counter Filtering proposal.

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, pp. 18-32] 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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Finally, the most effective way to filter out offending traffic is using secure source
authentication with message authentication codes (MAC), as in, e.g., IP-Sec [3]]. How-
ever, this requires computing a MAC for every packet, which can induce significant
overhead, and thus, this approach may be even more vulnerable to DoS attacks.

Our goal is to address DoS attacks on end hosts, e.g., in corporate networks, as-
suming the network leading to the hosts is functional. (A complementary solution pro-
tecting the end network can be deployed at the ISP.) In this paper, we focus on forti-
fying the basic building block of two-party communication. Specifically, we develop a
DoS-resistant datagram protocol, similar to UDP or raw IP. Our protocol has promising
properties, especially in overcoming realistic attack scenarios where attackers can dis-
cover some of the control information included in protocol packets [1]]. Nevertheless,
additional work is required in order to devise a practical system based on our ideas.

Our solution uses a dual-layer approach: On the one hand, we exploit cheap, simple,
and readily-available measures at the network layer. On the other hand, we leverage
these network mechanisms at the application layer. The latter allows for more complex
algorithms as it has to deal with significantly fewer packets than the network layer, and
may have closer interaction with the application. The higher layer dynamically changes
the filtering criteria used by the underlying layer, e.g., by closing certain ports and
opening others for communication. It is important to note that the use of dynamically
changing ports instead of a single well-known port does not increase the chance of a
security breach, as a single application is listening on all open ports.

The main contribution of our work is in presenting a formal framework for under-
standing and analyzing the effects of proposed solutions to the DoS problem. The main
challenges in attempting to formalize DoS-resistance for the first time are: coming up
with appropriate models for the attacker and the environment, modeling the function-
ality that can be provided by underlying mechanisms such as firewalls, and defining
meaningful metrics for evaluating suggested solutions. We capture the functionality
of a simple network-level DoS-mitigation solution by introducing the abstraction of
a port-based rationing channel. Our primary metric of an end-to-end communication
protocol’s resistance to DoS attacks is success rate, which is the worst-case expected
portion of valid application messages that successfully reach their destination, under a
defined adversary class.

Having defined our model and metrics, we proceed to give a generic analysis of
the communication success rate over a port-based rationing channel in different attack
scenarios. We distinguish between directed attacks, where the adversary knows the port
used, and blind attacks, in which the adversary does not know the port. Not surprisingly,
we show that directed attacks are extremely harmful: with as little as 100 machines (or
a sending capacity 100 times that of the protocol) the success rate is virtually zero. On
the other hand, the worst-case success rate that an attacker can cause in blind attacks in
realistic scenarios is well over 90% even with 10,000 machines.

Our goal is therefore to “keep the attacker in the dark”, so that it will have to resort
to blind attacks. Our basic idea is to change the filtering criteria (i.e., ports) in a manner
that cannot be predicted by the attacker. This port-hopping approach mimics the tech-
nique of frequency hopping spread spectrum in radio communication [20]. We assume
that the communicating parties share a secret key unknown to the attacker; they apply
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a pseudo-random function [8] to this key in order to select the sequence of ports they
will use. Note that such port-hopping has negligible effect on the communication over-
head for realistic intervals between hops. The remaining challenge is synchronizing the
processes, so that the recipient opens the port currently used by the sender. We present
a protocol for doing so in a realistic partially synchronous model, where processes are
equipped with bounded-drift bounded-skew clocks, and message latency is bounded.

1.1 Related Work

Our work continues the main line of research on prevention of Distributed Denial of
Service attacks, which focuses on filtering mechanisms to block and discard the offend-
ing traffic. Our work is unique in providing rigorous model and analysis. Necessarily,
we focus on what we consider as the most basic and common attack scenarios and
on a simple network architecture, protecting the communication between two agents,
both using our protocol. We hope that future work will extend our protocols, model and
analysis to more complex attack scenarios and network architectures, as investigated in
some of the related work.

Most closely related is the work presented in [[1/12], which proposes realistic and
efficient mechanisms that do not require global adoption, yet allow a server to provide
services immune to DDoS attacks. These solutions, like ours, utilize efficient packet-
filtering mechanisms between the server and predefined, trusted ‘access point’ hosts,
and use an overlay network to allow clients to forward messages via the overlay net-
work to the access points and then to the server. Our protocol is appropriate for use
between the access points and the server, utilizing efficient packet filtering mechanisms
(as available in current routers). The basic ideas of filtering based on ports or other sim-
ple identifiers (‘keys’), and even of changing them, already appear in [1/12], but without
analysis and details. On the other hand, [[1] provides a discussion of attack types and
limitations, justifying much of our model, including the assumption that the exposure
of the identifier (port) number may be possible but not immediate.

There are other several proposed methods to filter offending DoS traffic. Some pro-
posals, e.g., [10413]], filter according to the source IP address. This is convenient and
efficient, allowing implementation in existing packet filtering routers. However, IP ad-
dresses are subject to spoofing; furthermore, using a white-list of source addresses of
legitimate clients/peers is difficult, since many hosts may have dynamic IP addresses
due to the use of NAT, DHCP and mobile-IP. Some proposals try to detect spoofed
sender, using new routing mechanisms such as ‘path markers’ supported by some or all
of the routers en route [214221214]]; notice that global router modification is difficult to
achieve. Few proposals try to detect spoofed senders using only existing mechanisms,
such as the hop count (TTL) [9]. However, empirical evaluation of these approaches
show rather disappointing results [6].

A different approach is to perform application-specific filtering for pre-defined pro-
tocols [L1416]. Such protection schemes are cumbersome, only work for a handful of
well-known protocols, and are usually restricted to attackers that transmit invalid pro-
tocol packets.

In earlier work, we have presented Drum [3], a gossip-based multicast protocol
resistant to DoS attacks at the application level. Drum does not make use of pseudo-
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random port-hopping, and it heavily relies on well-known ports that can be easily at-
tacked. Therefore, Drum is far less resistant to DoS attacks than the protocol we present
here. Finally, Drum focuses on multicast only, and as a gossip-based protocol, it relies
on a high level of redundancy, whereas the protocol presented herein sends very little
redundant information.

2 Model and Definitions

We consider a realistic semi-synchronous model, where processes have continuously-
increasing local clocks with bounded drift ¢ from real time. Each party may schedule
events to occur when its local clock reaches a specific value (time). There is a bound A
on the transmission delay, i.e., every packet sent either arrives within A time units, or
is considered lost.

Our goal is to send messages from a sender A to a recipient B, in spite of attempts to
disrupt this communication by an adversary. The basic technique available to the adver-
sary is to clog the recipient by sending many packets. The standard defense deployed by
most corporations is to rate-limit and filter packets, typically by a firewall. We capture
this type of defense mechanism using a port-based rationing channel machine, which
models the communication channel between A and B as well as the filtering mecha-
nism. To send a message, A invokes a ch_send(m) event, a message is received by the
channel in a net_recv(m) event, and B receives messages via ch_recv(m) events. We as-
sume that the adversary cannot clog the communication to the channel, and that there
is no message loss other than in the channel. The channel discards messages when it
performs rate-limiting and filtering.

The channel machine is formally defined in [4]. We now provide an intuitive de-
scription of its functionality. Since we assume that the attacker can spoof packets with
valid addresses, we cannot use these addresses for filtering. Instead, the channel fil-
ters packets using port numbers, allowing deployment using existing, efficient filtering
mechanisms. Specifically, let the set of port numbers be {1, ..., ¢ }. We are particularly
interested in the case v = 65536, since this is the number of ports available for UDP re-
cipients, and using them requires minimal changes on the sender side. The buffer space
of the channel is a critical resource. The channel’s interface includes the alloc action,
which allows B to break the total buffer space of R messages into a separate allocation
of R; messages per porti € {1,...,%}, aslong as R > Z?’:l R;. For simplicity, we
assume that the buffers are read and cleared together in a single deliver event, which
occurs exactly once on every integer time unit. If the number of packets sent to port ¢
since the last deliver exceeds R;, a uniformly distributed random subset of R; of them
is delivered.

We define several parameters that constrain the adversary’s strength. The most im-
portant parameter is the attack strength, C', which is the maximal number of messages
that the adversary may inject to the channel between two deliver events.

As shown in [1]], attackers can utilize different techniques to try to learn the ports
numbers expected by the filters (and used in packets sent by the sender). However,
these techniques usually require considerable communication and time. To simplify,
we allow the adversary to eavesdrop by exposing messages, but we assume that the
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adversary can expose packets no earlier than £ time after they are sent, where £ is the
exposure delay parameter. The exposure delay reflects the time it takes an attacker to
expose the relevant information, as well as to distribute it to the (many) attacking nodes,
possibly using very limited bandwidth (e.g., if sending from a firewalled network). Our
protocol works well with as little as £ > 5A. Notice that while we assumed messages
always arrive within A time, this is only a simplification, and our results are valid even
if a few messages arrive later than that; therefore, A should really be thought of as the
typical maximal round trip time, and not as an absolute bound on a message’s lifetime
(e.g., a second rather than 60 seconds).

Since the adversary may control some behavior of the parties, we take a conser-
vative approach and let the adversary schedule the app_send(m) events in which the
application (at A) asks to send m to B. To prevent the adversary from abusing these
abilities by simply invoking too many app_send events before a deliver event, we de-
fine the throughput, T' > 1, as the maximal number of app_send events in a single time
unit. We further assume that R > AT, i.e. that the capacity of the channel is sufficient
to handle the maximal rate of app_send events.

Since we focus on connectionless communication such as UDP, our main metric
for a system’s resiliency to DoS attacks is its success rate, namely the probability that
a message sent by A is received by B.

Definition 1 (Success rate p). Let E' be any execution of a given two-party protocol
operating over a given port-based rationing channel with parameters WV, R,C, &, A €
and T, with adversary ADV . Let end(E) be the time of the last deliver event in E. Let
sent(E) (recv(E)) be the number of messages sent (resp., received) by the application,
in app_send (resp., app-recv) events during E, prior to end(E) — A (resp, end(E)).
The success rate i of E is defined as j1(E) = ::Z:Eg The success rate of adversary
ADYV is the average success rate over all executions of ADV . The success rate of the
protocol, denoted u(V, R, C, &, A, E,T), is the worst success rate over all adversaries
ADV.

Finally, a protocol can increase its success rate by sending redundant information,
e.g., multiple copies or error-correcting codes. We therefore also consider a system’s
message (bit) complexity, which is the number of messages (resp. redundant bits) sent
on the channel per each application message.

3 Analyzing the Channel’s Success Rate in a Single Slot with a
Single Port

This section provides generic analysis of the probability of successfully communicating
over a port-based rationing channel under different attacks, when messages are sent to a
single open port, p. This analysis is independent of the timing model and the particular
protocol using the channel, and can therefore serve to analyze different protocols that
use such channels, e.g., the one we present in the ensuing section. We focus on a single
deliver event, and analyze the channel’s delivery probability, which is the probability
for a valid message in the channel’s buffer to be delivered, in that event. Since every
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ch_send(m) event eventually results in m being added to the channel’s buffer, we can use
the channel’s delivery probability to analyze the success rates of higher level protocols.

Let R, denote the ration allocated to port p in the last alloc event, and let In(p)
be the contents of the channel’s buffer for port p (see [4] for more details). Consider
a deliver event of a channel from A to B, when A sends messages only to port p. We
introduce some notations:

R, = R is the value of the channel’s R, when deliver occurs.

ap = a is the number of messages whose source is A in the channel’s In(p) when
deliver occurs. We assume a < R. If a, < R, (i.e., a < R), we say that there is
over-provisioning on port p.

¢p is the number of messages whose source is not A in In(p) when deliver occurs.

Assume that 1 < a < R.If ¢, < R — a + 1 then B receives A’s messages, and the
attack does not affect the communication from A to B on port p. Let us now examine
what happens whenc, > R —a + 1.

R

Lemma 1. If ¢, > R — a + 1, then the channel’s delivery probability is ——.

Proof. The channel delivers m € In(p) if it is part of the R messages read uniformly

at random from the ¢, + a available messages. Thus, the delivery probability is c,,%'

If the attacker knows that B has opened port p, it can direct all of its power to that
port, i.e., ¢, = C, where we assume C' > R — a + 1. We call this a directed attack.

Corollary 1. In a directed attack at rate C on B’s port p, the delivery probability on
the attacked port is %, assumingl <a < RandC > R—a+ 1.

Lemma 2. For fixed R and c, such that1 < a < Rand c, > R—a+1, the probability
of B receiving only invalid messages on port p decreases as a increases.

The proof of this lemma is simple and is omitted due to space considerations.

3.1 Blind Attack

We define a blind attack as a scenario where A sends messages to a single open port, p,
and the adversary cannot distinguish this port from a random one. We now analyze the
worst-case delivery probability under a blind attack.

In general, an adversary’s strategy is composed both of timing decisions and in-
jected messages. The timing decisions affect a, the number of messages from A that
are in the channel at a given delivery slot. Given that a is already decided, we define the
set of all strategies of an attacker with sending rate C' as:

P
S(C) 2 {{ci}iew | Viey: e NU{O} A ZCZ:C}

Each strategy s € S is composed of the number of messages the attacker sends to
each port. Note that since the adversary wishes to minimize the delivery probability, we
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restrict the discussion to the set of attacks that fully utilize the attacker’s capacity for
sending messages. We denote by pp(a,C, R) : S(C) — [0, 1] the channel’s delivery
probability under all possible blind attack strategies with the given a, C, and R. Since S
is a finite set, p has at least one minimum point, and we define the delivery probability
to be that minimum:

A .
up(a,C,R) = sené*l(%) up(a,C, R, s)

We sometimes use p 5 instead of pg(a, C, R) when a, C, and R are clear from context.
We want to find lower bounds on p 5, depending on the attacker’s strength. We say that
port p; is attacked in strategy s if ¢,, > 0. We partition S(C) according to the number
of ports being attacked, as follows:

Sy £ {s € S(C) | Exactly k ports are being attacked in s}

In [4] we find a lower bound on pp as follows: We first derive a lower bound on
{up(a,C, R, sk)|sk € Sk}; this lower bound is given as a function of k. Incidently,
the worst depredation occurs when the attacker divides its power equally among the
attacked ports, i.e., when it sends % messages to each attacked port. Then, we show
lower bounds on pp(a, C, R) by finding the k that yields the minimum value. In [4],
we prove the following lemma:

Lemma 3. pp(a,C, R) is bounded from below by the following function f(a,C, R):

e if R=aand C >

1—% fR=aandC <

_WYR ifR > aandC > __%a
f(a,C,R) = C*”’”“W ) : - e

Ppa—C RRafl R C R}ja 1 . Ya

Ya +E aQ\/R}ja U‘R>aand0<m
0 otherwise
(D

Lemma 3] provides us with some insights of the adversary’s best strategy and of
the expected degradation in delivery probability. If no over-provisioning is used (i.e.,
R = a), then the adversary’s best strategy is to attack as many ports as possible. This
is due to the fact that even a single bogus message to the correct port degrades the
expected delivery probability. When the adversary has enough power to target all of the
available ports with at least one message, it can attack with more messages per attacked
port, and the delivery probability asymptotically degrades much like the function %
When not all ports are attacked, the adversary would like to use its remaining resources
to attack more ports rather than target a strict subset of the ports with more than one
bogus message per port. The degradation of the expected delivery probability is then
linear as the attacker’s strength increases.

When over-provisioning is used (R > a), it affects the attack and its result in two
ways. First, the attacker’s best strategy may not be to attack as many ports as it can,
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since a single bogus message per port does not do any harm now. Second, for an ad-
versary with a given strength, the degradation in delivery probability is lower when
over-provisioning is used than when it is not employed. We can see in Equation[]] that
if the attacker has enough power to attack all the ports, the over-provisioning ratio %

is also the ratio by which the delivery probability is increased, compared to the case
where R = a.

3.2 Actual Values

Figure[Tlshows the expected worst-case delivery probabilities for various attack scenar-
ios on a single port. For directed attacks, we show the actual delivery probability, and
for blind attacks, the lower bound f(a, C, R) is shown. We chose ¢ = 65536, the num-
ber of ports in common Internet protocols, e.g., UDP. Figure [[{a) illustrates the major
difference between a directed attack and a blind one: even for a relatively weak attacker
(C < 100), the delivery probability under a directed attack approaches 0, whereas under
a blind attack, it virtually remains 1.
Figure [I(b) examines blind attacks by much stronger adversaries (with C' up to
10,000 for R = 1, and up to 20,000 for R = 2). We see that the delivery probability
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Fig. 1. Delivery probability per slot in various attack scenarios on a single port, ) = 65536
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gradually degrades down to a low of 92.5% when R = 1. If we use an over-provisioned
channel, i.e., have a = 1 (one message from A) when R = 2, the delivery probability
improves to almost 95% for C' = 20,000. (The ratio % is the same for both curves). Fig-
ure[Ilc) shows the effect of larger over-provisioning. We see that the cost-effectiveness

of over-provisioning diminishes as % increases.

4 DoS-Resistant Communication

We now describe a protocol that allows for DoS-resistant communication in a partially-
synchronous environment. The protocol’s main component is an ack-based protocol.
B sends acknowledgments for messages it receives from A, and these acks allow the
parties to hop through ports together. However, although the ack-based protocol works
well as long as the adversary fails to attack the correct port, once the adversary gets a
hold of the port used, it can perform a directed attack that renders the protocol useless.
By attacking the found data port, or simultaneously attacking the found data and ack
ports, the adversary can effectively drop the success rate to 0, and no port hopping will
occur. To solve this matter, there is a time-based proactive reinitialization of the ports
used for the ack-based protocol, independent of any messages passed in the system.

4.1 Ack-Based Port Hopping

We present a port-hopping communication protocol that has no indication of time. In
the absence of a clock, A and B must rely on message-passing in order to synchronize
their port-hopping. We present an ack-based port-hopping protocol, which uses two
port-based rationing channels, from B to A (with ration Rp4) and vice versa (with
ration R 4p). For simplicity we assume Rap = 2Rpa = 2R. B always keeps two
open ports for data reception from A, and A keeps one port open for acknowledgments
(acks) from B. The protocol hops ports upon a successful round-trip on the most recent
port used, using a pseudo-random function, PRF “B. In order to avoid hopping upon
adversary messages, all protocol messages carry authentication information, using a
second pseudo-random function, PRF', on {0, 1}". (We assume that PRF' and PRF™*
use different parts of A and B’s shared secret key.)

The protocol’s pseudocode appears in Figure 2l Both A and B hold a port counter
P, initialized to some seed (e.g., 1). Each party uses its counter P in order to determine
which ports should be open, and which ports to send messages to. B opens port poid
using the (P — 1)*" element in the pseudo-random sequence, and p,,e,, using P. A
sends data messages to the P port in the sequence, and opens the P** port in a second
pseudo-random sequence designated for acks. When B receives a valid data message
from A on port p,4, it sends an ack to the old ack port. When it receives a valid message
ON POrt Pp,eq, it sends an ack to the Pthack port, and then increases P. When A receives

? Intuitively, we say that fie, (data) is pseudo-random function (PRF*) if for inputs of suf-
ficient length, it cannot be distinguished efficiently from a truly random function r over the
same domain and range, by a PPT adversary which can receive g(x) for any values of x, where
g = r with probability half and g = f with probability half. For definition and construction,
see [8]].
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a valid ack on port p,.k, it increases P. We note that several data messages may be in
transit before a port hop takes place, since it takes at least one round-trip time for a port
hop to take effect. The proof of the next theorem is given in [4].

PROTOCOL FOR RECIPIENT B:

On ch_recv(m, prew):

it m.auth = PRFs, ,(P|“data”) then
app-recv(m.data)
alloc(poid, 0)
Pold = Pnew
Pnew = PRFS, (P + 1|“data”)
alloc(prew, Rap/2)
ack = PRFs, ; (P|“ack”)
ch_send(ack, PRFS , . (P|“ack”))
P=P+1

On ack_init(seed):
P = seed
Potd = PRFS, . (P — 1|“data”)
Pnew = PRFgAB (Pl “data”)

PROTOCOL FOR SENDER A:

On ack_init(seed):
P = seed
Pack = PRFS, , (P|“ack”)
alloc(pack, RBA)

On app_send(data):
m = data|PRFs , ,(P|“data”)
ch_send(m, PRFS, . (P|“data”))

On ch_recv(ack, pack):
if ack.auth = PRFs , 5 (P|“ack”) then
alloc(pack, 0)
Pack = PRF§, (P + 1|“ack”)
alloc(pack, RBA)
P=P+1

alloc(pora; RaB/2)
alloc(prew, Rap/2)

On ch_recv(m, poq):
if m.auth = PRFs, ,(P — 1|“data”) then
app-recv(m.data)
ack = PRFs, (P — 1]|“ack”)
ch_send(ack, PRFS, . (P — 1|“ack”))

Fig. 2. Two-party ack-based port-hopping

Theorem 1. When using the ack-based protocol, the probability that a data message
that A sends to port p arrives when p is open is 1 up to a polynomially-negligible
factorﬁ.

In order to compute the throughput that the protocol can support in the absence of
a DoS attack (i.e., when C' = 0), we need to take latency variations into consideration.
Since messages sent up to A time apart can arrive in the same delivery slot, a throughput
T < R/Aensures a < R. For the rest of this section, we assume T' < R/A.

We now analyze the protocol’s success rate under DoS attacks. We say that the
adversary is in blind mode if it does not know the ports used by the protocol. We first
give a lower bound on the success rate in blind mode, and then give a lower bound on the
probability to be in blind mode at a given time ¢. Finally,  is bounded by the probability

3 Namely, for every polynomial g > 0, there is some kg4 s.t. when & > k4, then the success rate

p(t) > f(R,C, R) — g(k).
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to be in blind mode throughout the execution of the protocol, times the success rate in
blind mode.

Suppose B opens port p with reception rate I?,,, and that ¢ < [z, messages from
A are waiting in its channel, along with ¢, messages from the adversary (c, > 0). By
Lemmalll the success rate monotonically non-increases with a. Since the adversary can
control a by varying the network delays, it can set a as high as possible for a delivery
slot. Therefore the worst case success rate occurs when a = T'A. Using Equation [l
in Section 3] we get that the success rate in blind mode is bounded from below by
f(TACR).

Note that the protocol begins in blind mode. We now analyze the probability that the
protocol can keep the adversary in blind mode. The only way the adversary can learn
of a port used by the protocol is using an expose event £ time after a message is sent to
this port. This information is only useful to the adversary if the port is still in use. Let
us trace the periodic sequence of events that causes the data port to change (once the
data port changes, the acks for the old port are useless). Assume that A continuously
sends messages mj,ma, ... to B starting at time 0, and consider an execution without
an attack: (1) By time A, B receives a valid message from the channel and sends an ack
to A; (2) By time 24, A receives the ack and changes the sending port; (3) B gets the
last message destined for the old port at most at time 3A.

If £ > 3A, the adversary remains in blind mode. Now let us examine what hap-
pens under attack. In order to prevent the port from changing, the adversary must ei-
ther prevent B from getting valid data messages or prevent A from receiving acks. By
Lemma [2] the probability that all valid messages are dropped decreases when a in-
creases. Thus, (as opposed to the previous analysis), in order to increase the probability
that all valid messages are dropped, the adversary should set a < 1 whenever possible.
Denote up = f(1,C, R), the lower bound on the probability of a single message to be
received on a single port given in Section[3.1]

Lemma 4. If £ = 2kA for k > 0, and A sends messages to B at least every 2A time
units, then the probability that the port changes while the attacker is still blind is at
least 1 — (1 — p3%)k.

Proof. The probability that the port does not change in a single round-trip is at most
1 — p%. Since A sends messages to B every 2A time units, at the conclusion of each
maximal time round-trip, there is at least one new message on its own round-trip. In
order for the port not to change while the adversary is still blind, every round-trip needs
to fail. Since the attacker can react only after 2k A time, there is time for k£ round-trips
in which the attacker is blind, even if none of them succeed. The probability that all
of them fail is less than (1 — ,uZB)"'. If one succeeds, the port changes. And so, the
probability that the port changes is at least 1 — (1 — u%)*.

The lower bound above is illustrated in Figure 3(a).

We now bound the probability to be in blind mode at time ¢, by assuming that once
the attacker leaves the blind mode it never returns to it. The bound is computed using
a Markov chain, where each state is the number of round-trips that have failed since
the last port change. In the last state, all round-trips have failed before the exposure,
and thus the attacker is no longer blind. The Markov chain for £ = 4A is shown in
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Fig. 3. The effect of £ on the ack-based protocol, 1 = 65536

Figure 3(d). We use the chain’s transition matrix to compute the probability (¢, £, C, R)
for remaining in blind mode at time ¢. Figure 3(b) shows values of g for £ = 4A. We
can see that the protocol works well only for a limited time.

Finally, we note that the protocol’s message complexity is 2, since it sends an ack
for each message, and its bit complexity is constant: log, (¢) bits for the port plus & bits
for the authentication code.

4.2 Adding Proactive Reinitializations

We now introduce a proactive reinitialization mechanism that allows choosing new
seeds for the ack-based protocol depending on time and not on the messages passed
in the system. We denote by ¢ 4 (t) and ¢5(t) the local clocks of A and B, resp., where ¢
is the real time. From SectionRlwe get that 0 < |t4(¢) —¢| < @, 0 < |tp(t) —t| < &.
We also assume t4,t5 > 0.

If A reinitializes the ack-based protocol and then sends a message to B at time
ta(to), this message can reach B anywhere in the real time interval (¢, to + 4]. There-
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fore, the port used by A at t 4 (to) must be open by B at least throughout this interval.
To handle the extreme case where A sends a message at the moment of reinitialization,
B must use the appropriate port starting at time t5(tg) — ¢. (We note that ¢y may also
be & time units apart from ¢ 4(to).) We define § as the number of time units between
reinitializations of the protocol, and assume for simplicity and effectiveness of resource
consumption that § > 49 + A (see Figure @] for more details).

Every § time units, A feeds a new seed to the ack-based protocol, and B anticipates
it by creating a new instance of the protocol, which waits on the new expected ports.
Once communication is established using the new protocol instance, or once it is clear
that the old instance is not going to be used anymore, the old instance is terminated.
The pseudocode for the proactive reinitialization mechanism can be found in Figure (]
(where ABPI stands for ack-based protocol instance). Due to space considerations we
do not detail the change in port rations at the recipient’s side as protocol instances
are created or terminated. We also note that there is a negligible probability that more
than one ack-based protocol instance will share the same port. Even if this happens,
differentiating between instances can be easily done by adding the instance number
(i.e., the total number of times a reinitialization was performed) to each message. The
proof of the next theorem is given in [4].

ADD-ON FOR SENDER A: ADD-ON FOR RECIPIENT B (CONT’D):
Whenever t4(t) € {0,6,20,...}: Whenever (t5(t) 4+ 29) € {0,24,36,...}:
ack_init(ta(t)/9) Create a new ABPI

For that ABPI, ack_init((ts(t) + 2®)/9)
ADD-ON FOR RECIPIENT B:

4 + A time after creating a new ABPI
When ¢5(t) = 0: or A time after receiving 1" msg for that ABPI:

Create 1°* ABPI Terminate all older ABPIs
For that ABPI, ack_init(0)

Fig. 4. Proactive reinitialization of the ack-based protocol

Theorem 2. When using the ack-based protocol with proactive reinitializations, the
probability that a data message that A sends to port p arrives when p is open is 1 up to
a polynomially-negligible factor.

Proactive reinitialization every J time units allows us to limit the expected degrada-
tion in success rate for a single ack-based protocol instance. Choosing ¢ is therefore an
important part of the combined protocol. A small ¢ allows us to maintain high success
rate in the ack-based protocol, but increases the average number of ports that are open
in every time unit (due to running several protocol instances in parallel). When several
ports are used the ration for each one of them is decreased, and so might the success
rate. On the other hand, choosing a high § entails lower success rate between reinitial-
izations. We conclude the discussion above and the results presented in Section[4. T with
the following theorem:
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Theorem 3. The success rate of the proactively reinitialized ack-based protocol with
throughput T < R/A and reinitialization periods of length ¢ is bounded from below
by: g(60+ A E,C,R) - f(TA,C, R) up to a polynomially-negligible factor.

Figure 3(c) shows the value of g(§ + 1, £,10000, 1) - f(1,10000,1,1).

5 Conclusions and Directions for Future Work

We have presented a model for port-based rationing channels, and a protocol robust to
DoS attacks, for communication over such channels. The protocol is simple, efficient
and effective, as shown by our analysis. While this worst case analysis is valuable, it
can be followed by simulations, experiments, and common case analysis. Moreover, the
system aspects of deploying such a protocol in today’s Internet are yet to be dealt with.

As the important field of application-level DoS mitigation is relatively new, there
is much research space to explore. We now describe several future research directions.
Clearly, many more directions can be sought.

Our model is realistic, as it only requires the underlying channel to provide port-
based filtering; therefore, it can be efficiently implemented using existing mechanisms,
typically at a firewall or router between the victim and the attacker. This raises an inter-
esting question regarding the trade-off between the cost and the possible added value of
implementing additional functionality by the channel (e.g., at the firewall).

This work has focused on two parties only. It would be interesting to extend it to
multiparty scenarios, such as client-sever and multicast. These scenarios may require
a somewhat different approach, and will obviously necessitate analyses of their own.
Furthermore, we required the parties to share a secret key; we believe we can extend
the solution to establish this key using additional parties, e.g., a key distribution center.
Another approach is to use ‘proof of work’ (computational puzzles) techniques to es-
tablish the shared key, by sending an encrypted key together with a ‘proof of work’ that
ensures that the sender worked much more than the recipient.

Our work has focused on resisting DoS attacks; however, it could impact the per-
formance and reliability properties of the connection; in fact, it is interesting to explore
combinations between our model and problem, and the classical problems of reliable
communication over unreliable channels and networks. Furthermore, since our work
requires a shared secret key, it may be desirable to merge it with protocols using shared
secret key for confidentiality and authentication, such as SSL/TLS and IP-Sec.

One of the most important issues when designing a secure and robust protocol is to
quantify its effectiveness under attack. This calls for a clear definition of a metric for that
protocol. But even more importantly, such an analysis requires a clear definition of the
adversary and the environment it operates in. The challenge in modeling the adversary
and the environment rises because the model should reflect reality. Good models allow
to test the protocol as if it deployed “in the wild”, where real adversaries give it their
best shot. Such models enable us to find the attacker’s optimal strategy, or provide a
bound thereof, thus permitting analytical analysis of the protocol. We hope that future
work will take further strides towards defining realistic yet tractable models.
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On Conspiracies and Hyperfairness in
Distributed Computing

Hagen Volzer

Institute for Theoretical Computer Science, University of Liibeck, Germany

Abstract. We study the phenomenon of conspiracies, a certain class of livelocks,
in distributed computations. This elementary phenomenon occurs in systems with
shared variables, shared actions as well as in message-passing systems. We pro-
pose a new and simple characterization via a new notion of hyperfairness, which
postulates the absence of conspiracies. We argue that hyperfairness is a useful
tool for understanding some impossibility results, in particular results involving
crash-tolerance. As a main result, we show that a large subclass of hyperfairness
can be implemented through partial synchrony and randomization.

1 Introduction

A conspiracy is a certain kind of livelock in a distributed computation. The phenomenon
has been first described by Dijkstra [|6] in his metaphor of the five philosophers. There, a
philosopher b can starve when his two neighbors a and ¢ conspire against him by eating
alternately in such a way that b’s forks are never available at the same time (Fig. [[la,
forks shown as bullets).

The metaphor of a conspiracy has also been used for an analogous phenomenon in
systems with multiparty-interactions (e.g. [1{12]]). A multiparty-interaction is a com-
mon action of two or more processes. A particular interaction may not occur because,
although all participants are always eventually ready for the interaction, they are never,
or at least not sufficiently often, ready at the same time, because they intermittently en-
gage in conflicting interactions. For example (cf. Fig.[Ilb), an interaction A of processes
a and b may occur alternately with an interaction C of processes ¢ and d such that b
and c are always eventually ready for an interaction B but not together at the same
time. Note that here interactions conspire (against a particular interaction) rather than
processes.

Conspiracies have been described and studied in these two contexts, i.e., in sys-
tems where processes share either variables or actions. However, they can also occur in
message passing systems: Fig.[2la shows three processes in a directed ring with two to-
kens. A process that has exactly one token passes the token to its clockwise neighbor. A
process with two tokens destroys both tokens. That system does not necessarily termi-
nate. In a non-terminating run, each token is always eventually available to each process
but they are never available at the same time. We could say here that the message-system
(or the adversary) “conspires” against termination.

A similar “conspiracy” can occur in daily life when a pedestrian wants to cross
a two-lane road and she cannot safely wait between the lanes. To cross, she needs two

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, pp. 33-F7] 2005.
© Springer-Verlag Berlin Heidelberg 2005



34 H. Volzer

’ A © 9

A C
a-_e e C

\ \
\b — b—B—c
(a) Three philosophers (b) Three interactions

Fig. 1. Conspiracy-prone systems

resources at the same time: A sufficiently wide free space on the first lane and one on the
second lane. A “conspiracy” occurs when both resources are infinitely often available
but never at the same time.

In the remainder of the paper, we motivate and propose a new characterization of
these livelocks through a new notion of hyperfairness, which is based on the partial
order of causality. Furthermore, we discuss some problems in distributed computing
where these livelocks inherently arise, where we also point out a relationship between
conspiracies and crash-tolerance. Finally, we show as a main result that a large sub-
class of hyperfairness can be implemented through partial synchrony and randomiza-
tion. Missing proofs can be found in the full version of this paper [22]].

2 Characterization

We assume that a distributed system is modelled as a directed graph, which is possibly
infinite, where nodes represent global states and edges represent state transitions. State
transitions are labelled with action names, which, for now, are just elements of some
fixed alphabet A. One node is distinguished as the initial state of the system. An action
a € Ais enabled in a global state if there is a state transition labelled with « that starts
in that state. An observation of the system is a finite or infinite alternating sequence
o = 20,@1,71,--. of global states and actions that starts in the initial state such that
(zi, zi+1) 1s an edge in the graph that is labeled with a;;; for each position i > 0 of .

2.1 Previous Work

To our knowledge, Kwong [14] is the first to propose a partial characterization for
conspiracies. Kwong defines that a sequential process p suffers from a “livelock of type
1” in an infinite observation o if there is a position of o such that no action of p is
henceforth enabled but actions of p henceforth remain reachable, that is, for each state
z; of o, there is a state z such that z is reachable from z; (in the graph) and z enables
some action of p. E. Best [3] generalizes that to the notion of co-fairness with respect
to (w.r.t.) an action a of the system: An observation o is nof] oco-fair w.r.t. a if @ occurs
at most finitely many times in o and for each state z; of o there is a state z such that z is
reachable from z; and z enables a. Therefore, both notions do not rule out “conspiracies”

! We always define fairness implicitly, through the explicit definition of unfairness in this paper,
i.e., we always state when a run is not fair.
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Fig. 2. Systems exhibiting livelocks of different nature

that are specified in the system, for example: Philosophers a and ¢ share a unique extra
token (e.g. a napkin), which has to be taken to release the forks and which is released
when forks are taken again, i.e., the algorithm enforces that a and ¢ never think at the
same time and hence b’s forks cannot be available at the same time.

The notion of co-unfairness rules out all conspiracies described above (and below).
However, there are different kinds of conspiracies which are not discriminated by oco-
fairness and therefore, co-fairness may be unnecessarily strong in many cases.

Consider the two systems illustrated in Figs.[2la and b. The system in Fig.[2la was
already explained in Sect.[Il In Fig.[2lb, a process holding two tokens of different color
sends one of them to its clockwise neighbor (through message-passing). It is free in
deciding which one. A process holding two tokens of the same color destroys them,
which forces termination. Both systems terminate under the assumption of co-fairness
(w.r.t. the action “destroy”). While termination of the first example depends on the ter-
mination of a race—whether the one token will catch up to the other—the termination
of the second example solely depends on the free choices of the processes, i.e., whether
the white or the black token is sent. While races are exclusive to concurrent systems,
choices also occur in sequential systems. The system in Fig.Rlb is in fact a sequential
system. Fig. Plc shows an example of a concurrent system that does not terminate due
to uncoordinated free choices. There, a process holding two tokens sends one token to
each of its neighbors with a free choice which neighbor receives which token. Again, a
process holding two tokens of the same color destroys them.

An co-unfair run is in general a combination of “unfortunate” outcomes of races
and choices. Conspiracies that are due to choices can be ruled out with high probability
through randomization of the choices. Partial characterization can then be achieved by
fairness notions that abstract from randomization, e.g., extreme fairness [[19] and a-
fairness [17]. We will deal only with conspiracies that are solely due to races in the rest
of the paper.

Attie, Francez, and Grumberg [[1]] characterize with the notion of hyperfairness con-
spiracies that are solely due to races. However, their notion is relatively complex and
strongly tied to their particular programming language. Moreover, whether a run is hy-
perfair or not depends in general on the entire behavior of the system. Lamport [[16]
generalizes Attie, Francez, and Grumberg’s hyperfairness in a more general setting,
which is similar to ours and independent of programming languages. However, Lam-
port’s hyperfairness coincides with Best’s co-fairness.
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2.2 Concurrent Runs

We propose to characterize races and the livelocks arising from them on the basis of
runs where events are partially ordered by causality (rather than being totally ordered by
some observer). For the message-passing model, causality can be given by Lamport’s
happens-before relation [[15], which we recall below. For other models, causality can
usually be defined in a natural way as well.

For ease of exposition, we assume for now that a notion of causality is given, i.e., we
first define hyperfairness independent of the computational model. We will later study
hyperfairness in the concrete model of asynchronous message-passing. For now, let a
concurrent run (or simply run) be a triple p = (E, <, {) where

— E is a countable set of events,

— < is a partial order on E, called the causal order, such that (1) the set pred(e) =
{e’ | ¢ < e} is finite for each event e and (2) for each infinite set E/ C E, there
exist e, e’ € E’ such that e < ¢’. Any finite union C = | J,—;_, pred(e;) fore; € E is
called a configuration (also: cut, consistent cut) of p,

— (s a labeling that maps each event to an action name and each configuration to a
global state.

,,,,,

Two events e, ¢’ are said to be concurrent if neither e < ¢’ nor ¢’ < e. Condition (2)
above rules out systems with infinitely many concurrent components. A configuration D
is reachable from a configuration C if C C D. A linearization of arun p = (E, <, {) is an
alternating sequence o = Cy, e¢;, C1, . .. of configurations and events such that Cy = @,
Ciy1 = C; U{ei1}, Ci # Ciyy for each position i of o, and {e; | i is a position of o} = E.
If o is a linearization of p, we call £(o") = €(Cy), {(ey1), £(Cy), ... an observation of p.
We associate with each system a set of concurrent runs p such that each observation of
p is an observation of the system. Under weak technical assumptions, a concurrent run
arises as an equivalence class of observations where two observations are equivalent if
they only differ in the order of concurrent events.

An action is enabled in a configuration C if it is enabled in ¢(C). An action « is
taken in an event e if £(e) = a.

2.3 Hyperfairness

Figs. Bla and Blb show runs of the five philosophers system where only three philoso-
phers a, b, and c take steps; x.h represents philosopher x becoming hungry, x.p repre-
sents x picking up both forks, x.c stands for x becoming critical (i.e., eating), and x.r
represents x releasing both forks. Arrows represent direct causality, i.e., causality is the
transitive closure of direct causality. Note that a.c and c.c are concurrent while a.c and
b.c (as well as b.c and c.c) are causally related.

Fig. Blb shows a run p with a conspiracy that is due to a race condition. Whether
action b.p is enabled depends on the observation: p has an observation where b.p is in-
finitely often enabled and p has an observation where b.p is never enabled. We take that
property, i.e., that the enabledness depends on the observation as the defining character-
istic of a “race-conspiracy”. We now define hyperfairness w.r.t. an action label, which
is a subset A € A of actions. Hyperfairness w.r.t. an action will be a special case of the
definition.
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Fig. 3. Two concurrent runs of the five philosophers system

Definition 1. Ler A C A. We say that A is enabled in a state z if there is an action @ € A
that is enabled in z; A is taken at a position i of an observation o = zp,1,21,... if
a; € A. A run p is not hyperfair w.r.t. 1if A is taken at most finitely many times in p and
there is an observation o = zp,a1,21, ... of p in which A is always eventually enabled,
that is, for each position i of o, there is a position j > i such that z; enables A. A run p
is not hyperfair w.x.t. an action « if it is not hyperfair w.r.t. the label {a}.

Hyperfairness as defined in Def. [T} co-fairness, and the notion of strong fairness are
related as follows. Recall that an observation o is not strongly fair w.r.t. a label A if A is
taken at most finitely many times in o~ and A is always eventually enabled in o. Strong
fairness is weaker than hyperfairness which in turn is weaker than co-fairness. To state
this formally, we need to define co-fairness and strong fairness on concurrent runs. The
following definition is the natural way to do this.

Definition 2. A concurrent run p is not strongly fair (not co-fair) w.r.t. a label A if all
observations of p are not strongly fair (not co-fair) w.r.t. A.

Strong fairness on concurrent runs coincides with the notion of the minimal equivalence
completion of strong fairness in the literature [9/13]]. Note that a run p is not hyperfair
w.r.t. 1if and only if it has an observation that is not strongly fair w.r.t. A.

Proposition 1. If a run is co-fair w.r.t. A, then it is also hyperfair w.r.t. A; if it is hyper-
fair w.r.t. A, then it is also strongly fair w.r.t. A.

The examples in Fig. Plshow that these implications are strict: The system in Fig.[2la
terminates under hyperfairness w.r.t. the action “two black tokens meet” but it does not
terminate under strong fairness w.r.t. any label. The systems in Figs.2lb and ¢ terminate
under co-fairness but not under hyperfairness. “Conspiracies” are those runs which are
strongly fair but not hyperfair w.r.t. an action or a label. A run that is strongly fair but
not hyperfair w.r.t. a label A has an observation that is strongly fair as well as one that
is not strongly fair w.r.t. A.

Note that, in general, one needs to require fairness for more than one action. Con-
sider, for example, Fig. 2ld. Here, two meeting black tokens are turned into one white
token and two meeting white tokens are destroyed. The system terminates if hyperfair-
ness is assumed for both actions, “two black tokens meet” and “two white tokens meet”.

2 This and the following statements get a firm footing when we define concurrent runs in the
message-passing model below.
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Next we show that hyperfairness can be written in a way that is similar to the definition
of strong fairness.

Proposition 2. A run p is not hyperfair w.r.t. A if and only if A is taken at most finitely
often and A is always eventually enabled in p, that is, for each configuration C of p,
there is a configuration D that is reachable from C and that enables A.

Our notion of hyperfairness has been defined as O-transition fairness by Merceron
[L8] as a theoretical way to define fairness on concurrent runs, where, however, the
relationship with conspiracies has not been pointed out. It also coincides with the mini-
mal equivalence completion of strong fairness as defined by Francez, Back, and Kurki-
Suonio [9] (cf. also [[13]), which they have defined as a way to transform strong fair-
ness into a fairness notion on observations that respects the equivalence described in

Sect.2.2]

2.4 Hyperfairness in Message-Passing Systems

For the sake of concreteness, we define now hyperfairness in a concrete system model,
viz. in the asynchronous message-passing model. Consider a finite set P of sequential
processes, which communicate by asynchronous reliable message passing, i.e., mes-
sages are not lost, duplicated, or corrupted during transit but may be received in a dif-
ferent order than in which they were sent. A process is modeled by an automaton over
some countable set S of local states. A message is modeled as a pair (p, m), where p is
a process denoting the receiver of the message and m, drawn from some countable set
M, denotes the content. Let M = P X M be the set of all messages. For convenience,
we assume that each message is sent only once during a run].

The message system is modeled by associating with each process p an output buffer
p.outp € M and an input buffer p.inp € M. An action is either a delivery action
p.del(q, m) or a computation action p.comp(s, X). A delivery action p.del(q, m) is en-
abled if (g, m) is contained in p.outp. This action moves (g, m) from p.outp to g.inp. A
computation action p.comp(s, X), where X is a set of messages, is enabled if process
p is in state s and X = p.inp. This action empties p’s input buffer and it computes a
new local state and puts a finite set of messages into p’s output buffer according to the
specification of p’s automaton.

Global states and the graph associated with such a system are defined in the usual
and natural way. We now define concurrent runs through Lamport’s happens-before
relation [[15]. Fix a system and let o = zp, @1, 21, - . . be an observation of that system.
Let E = {1,.. .} be the set of positions of o and < be the smallest transitive relation on
E such that

1. i< jifi< j,@; = p.comp(s, X) and a; = p.comp(s’, X") and
2.0 < j < kif @; = p.comp(s,X) is an action that puts (g, m) into p.outp, «; =
p.del(g, m), and a; = g.comp(s’, X") where (¢, m) € X'.

3 That can be achieved by incorporating the identity of the sender and a sequence number in
each message.
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An observation (or run) is admissible if each message in each output buffer is
eventually delivered and each process always eventually takes another action unless
it crashes or it has eventually henceforth no more enabled action.

We are interested in synchronizations of messages and process states, e.g., whether
a particular message is received in a particular local state of the process or whether par-
ticular messages are received together. We will therefore consider labels that describe
such synchronizations.

Definition 3. Let p be a process. A set A of computation actions of p is called a syn-
chronization label if p.comp(s, X) € A and X C Y implies p.comp(s,Y) € A.

A synchronization label can be specified by a pair (p, @) where p is a process and
@ = {(s1,X1),...} is a set of pairs where s; is a state of p and X; is a set of messages;
(p, @) then denotes the set

{p.comp(s,Y) | A(s,X) e ®: X C Y}

Hyperfairness w.r.t. a synchronization label is defined through Def. [[l According to
Prop.[] a concurrent run p is not hyperfair w.r.t. A if A is taken at most finitely many
times and there is always eventually a configuration and an (s, X) € @ such that p is in
state s and all messages m € X are in transit to p.

Enabledness of an action p.comp(s, X) in a configuration C of a concurrent run
intuitively means: In C, process p is in state s and if p waited there for some time, then
it would receive all messages in X (and maybe more) together in one step. That means
that “freezing” p at suitable times for a while could help to prevent a conspiracy. We
will see in Sect. @ under what circumstances this idea actually works.

When we write 1 = (p, Q, My, ..., M}) we shall mean the synchronization label

{p.comp(s,X)|se QandVi=1,....,k: M;NX # 2},

i.e., the set of computation actions
where p being in a state in Q receives

a at least one message from each M;.
) A A Fig. @ shows a run of the system in

Fig. Pla that is not hyperfair w.r.t. the
synchronization labels (p,S, M, M>)

Cc

C1 Cz for p € {a,b,c) where S is the set of
all local states and M, and M, denote
Fig. 4. A concurrent run that is not hyperfair the set of the messages containing the

first and the second token respectively.
Configurations enabling (c, S, M, M) are represented by vertical dotted lines.

3 Problems with Inherent Conspiracies

We discuss three problems in this section where conspiracies inherently arise. First we
discuss the committee coordination problem, then a crash-tolerant version of the dining
philosophers problem, and finally the crash-tolerant consensus problem.
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3.1 Committee Coordination

A classical problem where conspiracies arise is the committee coordination problem
[5l], which captures the problem of scheduling multiparty-interactions. Multiparty-inter-
actions are a common construct in distributed programming and specification
languages. Consider a finite set P of professors and a family C C 2 of nonempty
committees. Each professor p is always either quiet or ready or attending a meeting of
a committee C such that p € C. Each professor is initially quiet. A quiet professor may
remain quiet forever or it may become, at any time, ready to attend a meeting, i.e., it
becomes ready to attend a meeting of any committee it is a member of. A meeting of a
committee C can be seen as a common simultaneous action of all p € C. This can be
simulated in the message-passing model by each professor in C sending a message to
each professor in C upon becoming attending and then waiting for receiving a message
from each professor in C to leave that meeting. We say that a committee C is ready
when all p € C are ready.

We now ask for an algorithm that schedules meetings, that is, based on the informa-
tion which professors are ready, decides which ready committee shall meet next. The
members of that committee are then informed by the algorithm, which triggers them to
become attending. We assume that it takes some positive amount of time to inform a
professor of a scheduling decision. Two committees can only meet concurrently if they
are disjoint. Each committee meeting ends after a positive finite amount of time, and
after a meeting of C, all professors p € C become quiet again.

The liveness requirement that was originally posed [3] is deadlock freedom: If a
committee C is ready then it will eventually meet or a conflicting committee, i.e., a
committee C’ such that C N C’ # @, will eventually meet. Deadlock-freedom does
not rule out conspiracies w.r.t. a particular committee: Consider for example the three
committees A = {p},B = {p,q},C = {g}. A conspiracy w.r.t. B arises when A and
C alternately meet in such a way that p is quiet whenever ¢ is ready and vice versa,
i.e., the members of B are always eventually ready concurrently but not at the same
time. Note that this may force the “starvation” of a particular professor: For example,
if C = {A,B,C} where A = {p},B = {p,q,r},C = {q}, then a conspiracy of A and C
against B forces the starvation of 7.

We consider the following two liveness requirements, where each admissible obser-
vation satisfies for each committee C:

— If C is always eventually ready then C meets infinitely often. (Starvation freedom)
— Ifeach p € C is always eventually ready then C meets infinitely often. (Recurrence)

Clearly, recurrence implies starvation-freedom and starvation-freedom implies dead-
lock-freedom.

Theorem 1. Define c(p) = {C | p € C} for each professor p. There is a committee
coordination algorithm satisfying recurrence (or starvation-freedom) if and only if for
all professors p, g, we have c(p) N c(q) = @ or c¢(p) C c(q) or c(q) € c(p).

Proof. For the impossibility, fix p and g such that the above condition is violated. Then
there exist A € ¢(p) \ ¢(q), B € c¢(p) N c(q), and C € c(q) \ c¢(p) (see Fig.B). Suppose
that a starvation-free algorithm exists.
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1. Let all p € A and only those become ready, if necessary repeatedly, until A is
scheduled but not yet meeting. (There may be subcommittees of A that are sched-
uled first by the algorithm. But if A is always eventually ready, A will eventually
meet due to starvation-freedom.) B cannot meet because ¢ is never ready. Now let
all r € B\ A become ready. Since A is scheduled but not yet meeting, A is still ready
and therefore, B is now ready as well. However B cannot meet because A is already
scheduled. Let A now meet and become quiet again.

2. Repeat the previous step now with C in the role of A and p in the role of g.

3. Repeat the previous two steps infinitely often. In the obtained observation, B is
infinitely often ready but never meets. The obtained observation therefore violates
starvation-freedom contradicting our supposition.

For the possibility, assume, without loss of gener-
ality, that each professor is a member of at least one
—_ — committee. Let P = {py,..., p,}. Define p; C p; if
(ﬁ.») (c(pi) € c(py) or (c(p:) = c(p;) and i < j). It is easy
A B C to verify that C is a partial order that represents a forest
(C is irreflexive and transitive and we have: p; C p; and
pi C pr implies p; C py or pi C p;). For each profes-
sor p, call the (w.r.t. ) maximal professor g such that
p C g the root of p. Committees are sets of professors that are pairwise comparable
w.r.t. C, hence a committee corresponds to a path from some professor p to its root.
Therefore, all members of a committee have the same root and a root is a member of all
the committees associated with its tree.

Upon becoming ready, a professor reports that to its root. Each root maintains a
priority list over its committees. If a root becomes ready, it evaluates its incoming mes-
sages for ready committees. Among the ready committees, it schedules the one with
the highest priority. All members of the winning committee are notified, all messages
from professors that are not in the winning committee are buffered. The priority of the
winning committee is set to least after notification. Committees are scheduled as long
as a root knows of ready but unscheduled committees.

It is easy to see that the algorithm guarantees deadlock-freedom. We prove now
recurrence. Suppose that each p € C is always eventually ready but C is eventually
not scheduled anymore. Consider a time after which C is not scheduled anymore. Let
C = {p',...,p"} where p! C p?> C ... C p*. Note that p* is the root of C. It follows
from the definition of C that if a professor p attends committees infinitely often and
p C g so does g. We distinguish the following two cases:

Fig. 5. Three committees

1. No p' € C is attending infinitely often. Since all p’ are always eventually ready, C
is eventually ready forever. This contradicts deadlock-freedom.

2. There is an i € {1,...k} such that j < i implies p/ is eventually ready forever
and j > i implies p/ is infinitely often attending. There is a time after which the
readiness of all p/ for j < i is known to the root of C. Since p' attends infinitely
often, a committee C’ € c(p’) meets infinitely often. Because of p' C p/ fori < j,
we have p/ € C’ fori < j. It follows that the root eventually sees the readiness of
C whenever C’ is scheduled. Due to the priority rule, C must be scheduled as well.
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Thm. [I] extends a result of Joung [[12] by considering distributed processes rather
than processes that are scheduled by a centralized scheduler that has full knowledge
of the history and that communicates synchronously with the professors. We also gave
an alternative characterization of the impossibility and we extended the result from
starvation-freedom to recurrence. Note that our solution is crash-tolerant to some extent:
If we assume that professors may not crash in meetings or if we assume that professors
can detect professors that have crashed in a meeting, then the crash of a professor only
affects the committees it is a member of.

Theorem 2. There is a committee coordination algorithm that satisfies recurrence (and
therefore starvation-freedom) under hyperfairness.

3.2 Dining Philosophers

We consider now the dining philosophers problem as defined by Chandy and Misra
[5]. Consider a finite set P of philosophers and an irreflexive and symmetric relation
N C Px P. We call p and g neighbors if (p,q) € N. A philosopher cycles through the
states quiet, hungry, and critical. We assume that a critical philosopher always even-
tually becomes quiet while a quiet philosopher may remain quiet forever. We ask for
an algorithm that solves the starvation-free mutual exclusion problem for each pair of
neighbors simultaneously, i.e., we require

(S) Each two neighbors are never critical at the same time, and
(L) each hungry process eventually becomes critical (starvation-freedom).

Chandy and Misra have presented a solution to that problem [5]. We assume now that
a philosopher may crash (permanently and unannounced) while it is enough to assume
here that a critical philosopher may crash, i.e., may remain critical forever. As this may
remain undetected in an asynchronous system, we weaken the starvation-freedom to

(L) Eachhungry process eventually becomes critical unless itself or one of its neighbors
crashes.

This still requires a hungry philosopher with at least distance 2 to a crashed philoso-
pher to become critical. We show now that this problem has inherent conspiracies.

Theorem 3. The crash-tolerant dining philosophers problem is solvable in asynchro-
nous message-passing systems if and only if N is transitive.

Proof. For the impossibility, consider (p, q),(q,r) € N and (p,r) ¢ N. Let p become
hungry and then critical, and let then ¢ and r become hungry. If we now pretend p to
be crashed then, by (L"), r eventually becomes critical. Now let p become quiet and
then hungry again. We can now repeat the previous steps with p and r in swapped
roles. Repeating infinitely, we obtain an observation where there is always either p or r
critical and hence ¢ must remain hungry violating (L’). It is easy to see that the run can
be constructed in such a way that each message is eventually delivered.

For the possibility, observe that the reflexive closure of N is an equivalence. Provide
a unique token for each equivalence class of philosophers, which is needed to become
critical, which may be maintained by any philosopher in the equivalence class, and
which is eventually given to each philosopher upon request.
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Theorem 4. The crash-tolerant dining philosophers problem can be solved under hy-
perfairness.

Thm.Hlis proven by assuming a central coordinator that is distinct from the philosophers
and that cannot crash. If N is acyclic, we can give a solution without a coordinator.

Theorem 5. The crash-tolerant dining philosophers problem can be solved under hy-
perfairness without a coordinator if N is acyclic.

The case without a coordinator where N is cyclic but not transitive is left open.
Thms. 3 and @] (as well as Thms. [[land ) imply that, in general, we cannot implement
hyperfairness deterministically.

3.3 Consensus

We assume the reader to be familiar with the crash-tolerant consensus problem as de-
fined by Fischer, Lynch, and Paterson [8]]. Fischer, Lynch, and Paterson [8]] exploit races
between messages to show that the problem is not solvable as soon as one process may
crash. We have elsewhere [20] explicitly constructed an inherent livelock that prevents
processes from reaching consensus. That livelock is differenfl from those constructed in
Thms.[Iland Bl Here, we show that consensus can indeed be solved under hyperfairness:

Theorem 6. There is an algorithm that solves t-tolerant consensus for n processes un-
der hyperfairness if and only if n > 2t.

4 Implementation of Hyperfairness

In this section, we show that hyperfairness can be implemented to a large extent by help
of partial synchrony and randomization. We first deal with hyperfairness with respect
to only one synchronization label and generalize then to more than one label.

4.1 Bounded Hyperfairness

We will implement only bounded hyperfairness, a subclass of hyperfairness that often
suffices. It will be clear from the sequel that a somewhat larger subclass can be imple-
mented with the same techniques, however we conjecture that hyperfairness in general
cannot be implemented even under strong synchrony assumptions and randomization.

Bounded hyperfairness rules out bounded conspiracies. Intuitively, a conspiracy is
bounded if the effort that is needed to enable the action from an arbitrary configuration
of the run is bounded.

Definition 4. Let p be a run, C and D two configurations of p and k € N. We say that
D is k-reachable from C if D is reachable from C and |D \ C| < k; p is not k-hyperfair
w.rt. a label A if A occurs at most finitely many times and for each configuration C of
p there is a configuration that is k-reachable from C and that enables A. A run is not
bounded-hyperfair w.r.t. A if there is a k such that it is not k-hyperfair w.r.t. A.

* In the livelock constructed in [20], the “conspiring” components are sets of processes that are
not disjoint.
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If a run is k-hyperfair w.r.t. 4, then it is also k’-hyperfair w.r.t. A for ¥’ < k. A run
that is hyperfair w.r.t. A is also bounded-hyperfair w.r.t. 4.

4.2 Partial Synchrony

Several forms of partial synchrony have been introduced in the literature, e.g., as a way
to solve the crash-tolerant consensus problem [7]]. In this paper, partial synchrony shall
mean that the time each event of a given run consumes is bounded where, however, the
bound is not known to the processes. To formalize this, we associate a value of a global
clock with each event of a run. We assume that the clock progresses discretely and that
each event takes at least one time unit.

Definition 5. A timed run consists ofarun p = (E, <, ) and a mapping v : E — N such
thate < ¢’ = 1(e) < 7(e’) for all events e, ¢’. The value t(e) is called completion time of
e. The value to(e) = max{r(e’) | ¢’ < e} is called enabling time of e; 6(e) = T(e) — To(e)
is called consumption time of e. The delivery time of a message is the completion time
of its delivery event.

Definition 6. Ler K € N. A timed run p is K-synchronous if we have d(e) < K for all
events e of p. It is partially synchronous if there is a K such that it is K-synchronous.

4.3 Implementation with Respect to One Synchronization Label

Consider the three philosophers in Fig. [6la. Each pair of neighbors shares a token by
message-passing. Philosopher b can use an adaptive timeout to prevent a conspiracy
against him, provided the system is partially synchronous: Whenever it has one token,
it waits at least 4 time units for the second token. If the timeout occurs before the
second token is received, it increases the timeout value 4 by some positive constant.
Under partial synchrony, it will eventually have both tokens at the same time.

Consider a message-passing system that may have runs that are not bounded-hyper-
fair with respect to a synchronization label 1. We modify the system such that bounded-
hyperfair runs (w.r.t. ) are maintained and runs that are not bounded-hyperfair w.r.t. 1
are ruled out by the assumption of partial synchrony.

We use the adaptive timeout mechanism: We assume that process p has a timer that
can be set to a time 4 € N, which guarantees that the timeout occurs not earlier than 4
time units after the timer has been set. Process p maintains a timeout value 4 and sets
its timer whenever it goes to a state s such that there is a set X of messages such that
p.comp(s, X) € 4,1.e., p’s next computation step is delayed for at least 4 time units. If A
is not enabled after the timeout, then the timeout value 4 is increased by some positive
constant.

Each timed run p’ of the obtained system can be mapped to a timed run p of the
original system by hiding the timer and its steps and adding the time that is used by a
step of the timer to the consumption time of the previous computation step. We model
a timer action as a single action that takes more than 4 time units (rather than as a
sequence of 4 actions that take at least one time unit). Then p’ is bounded-hyperfair
w.r.t. 1if and only if p is. Furthermore, we will call p’ K-synchronous if all events of p’
except the steps of the timer consume not more than K time units.
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D
a c ®
¢, N
(a) Three philosophers (b) Four philosophers in a ring

Fig. 6. Two more systems of dining philosophers

Lemma 1. If p is an admissible and partially synchronous timed run of the obtained
system, then p is bounded-hyperfair w.r.t. A.

Proof. Let p be K-synchronous. Assume that for each configuration C of p, there is
a configuration enabling A that is k-reachable from C. It is easy to check that p takes
infinitely many steps. It follows that p takes infinitely often a step where it sets its timer.
If the timeout value is increased only finitely many times, then A is taken infinitely many
times and we are done. Hence assume the timeout value is increased infinitely often.

Consider a time where the timeout value is greater than k - K. Fix a later time ¢ at
which the timer is set. It is easy to check that for each time ¢ € N, the set C; := {e |
7(e) < t} is a configuration. Let D be a configuration that is k-reachable from C; and
that enables A. Call s the state that p has in D. Let ¢’ be the time that the computation
step producing that state s in D is completed. Clearly ¢ < ¢’ and therefore C; € Cy C D.
Due to the timer action, p leaves s not earlier than ¢’ + k - K. Consider a message m that
is in transit to p in D. Since D \ Cy does not contain any step of p, all events in D \ Cy
consume less than K time units. Furthermore, we have |D \ C,| < k and therefore, m is
delivered not later than ¢’ + k- K. Hence all messages that are in transit in D are delivered
in time for p’s next computation step after D. Therefore A is taken in that step of p. It
follows that p is bounded-hyperfair w.r.t. A.

4.4 Implementation with Respect to Multiple Labels

If we implement the mechanism from Sect. [£.3] at all processes simultaneously then
we might delay the sending of a message for which the receiver already waits and has
set a timer as well. Consider, for example, four philosophers in a ring (Fig. [6lb). If
all philosophers hold their left fork simultaneously while using the adaptive time-out
mechanism with the same timeout value, it can happen that all philosophers do the
same at the same time and therefore no philosopher ever becomes critical.

Such a problem is a symmetry breaking problem, which can be solved through
randomization as follows. We use the same construction as in Sect. now for finitely
many synchronization labels simultaneously, but now, each time when p goes to a state
that is part of an action in 4, it flips a coin in order to decide whether to set the timer or
not.

Theorem 7. The property (p is partially synchronous = p is bounded-hyperfair w.r.t.
all labels) has probability 1 in the obtained system.
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Corollary 1. The committee coordination problem can be solved such that recurrence
is satisfied with probability 1 through partial synchrony and randomization. The crash-
tolerant dining philosophers problem can be solved with probability 1 through partial
synchrony and randomization.

Joung [11] has proposed a different randomized algorithm that solves a general-
ization of the starvation-free committee coordination problem under partial synchrony.
The used techniques are similar to ours. We have shown elsewhere [21] that adding
randomization (but no synchrony assumption) is not enough to solve the crash-tolerant
dining philosophers problem in general with high probability.

5 Conclusion

We have presented a new formalization of Attie, Francez, and Grumberg’s concept
of hyperfairness [1] in a language-independent way. It captures the intuitive notion
of “conspiracies” that are due to race conditions. We have shown that these conspir-
acies also occur in message-passing systems and that they can be inherent to natural
synchronization problems.

Our notion is strictly weaker than Best’s co-fairness (resp. Lamport’s hyperfairness)
which means that an algorithm that is proven correct under hyperfairness is easier to
implement than an algorithm that is proven correct under co-fairness. The relative weak-
ness of hyperfairness w.r.t. co-fairness was important to give a generic implementation
of bounded hyperfairness through partial synchrony and randomization.

That implementation is not efficient. However, our implementation shows what
techniques can be used in an implementation. It also shows that hyperfairness can be
seen as an abstraction from weak synchrony assumptions and randomization. As a fair-
ness assumption on a semantic level, hyperfairness is a more abstract concept hiding
synchrony assumptions than, for example, shared communication objects [[10] or fail-
ure detectors [4], where the latter is only applicable in models where failures may occur.
The more concrete abstractions of shared objects and failure detectors have the advan-
tage that they can be defined on observations, i.e., no causality information is needed
for them. The relationship of shared objects and failure detectors with hyperfairness
will be subject of future work.
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Abstract. Allowing read operations to return stale data with low prob-
ability has been proposed as a means to increase availability in quorums
systems. Existing solutions that allow stale reads cannot tolerate an ad-
versarial scheduler that can maliciously delay messages between servers
and clients in the system and for such a scheduler existing solutions can-
not enforce a bound on the staleness of data read. This paper considers
the possibility of increasing system availability while at the same time
tolerating a malicious scheduler and guaranteeing an upper bound on
the staleness of data. We characterize the conditions under which this
increase is possible and show that it depends on the ratio of the write
frequency to the servers’ failure frequency. For environments with a rel-
atively large failure frequency compared to write frequency, we propose
K-quorums that can provide higher availability than the strict quorum
systems and also guarantee bounded staleness. We also propose a def-
inition of k-atomicity and present a protocol to implement a k-atomic
register using k-quorums.

1 Introduction

Quorum systems have been extensively studied in the literature. A traditional, or
strict, quorum system is simply a collection of sets called quorums such that any
two quorums have a non-empty intersection. Quorum systems have been used
for mutual exclusion, coordination, and data replication in distributed systems.

In a particular protocol using quorum systems, quorums are accessed either
to write a new value to a quorum or to read the values stored in a quorum.
Important quality measures of quorum systems are fault tolerance, availability,
load, and quorum size. In general, these quality measures are conflicting in strict
quorum systems [I3]. Systems with high availability tend to have large quorum
sizes and high load. If the failure probability of individual nodes is less than 0.5,
the system with the highest availability is the majority system in which a quorum
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consists of a majority of the servers. Unfortunately, this system suffers from high
load and large quorum size, which means that a large subset of servers need to
be up in order for the system to be usable. However, in environments such as
peer-to-peer networks, where the availability of individual nodes is not very high,
the availability of the majority system is not high. If the failure probability of a
node is more than 0.5, the best system in terms of availability is the singleton,
but that system has a very high load [14].

In order to develop quorum systems with small quorum sizes and with avail-
ability higher than that of the majority system, probabilistic quorum systems
have been proposed [I1]. A probabilistic quorum system is a collection of sets
together with an access strategy which specifies the probability that a quorum
is chosen to be used in an access. In a probabilistic quorum system, two quo-
rums chosen according to the access strategy have a non-empty intersection
with probability 1 — €, where € is a system parameter. Using probabilistic quo-
rum systems, a read access is guaranteed to get the value of the most up-to-date
non-overlapping write access with probability 1 — e.

More recently, Yu [20] proposed Signed Quorum systems which aim at over-
coming problems with the definition of probabilistic quorum systems. Yu ob-
served that probabilistic systems cannot be realized in a system in which the
scheduler is an active adversary that delays responses from servers to prevent
clients from following the probabilistic access strategy. He proposed a signed quo-
rum system (SQS) in which the high probability of intersection depends on the
assumptions that the probability that two clients observe conflicting (mismatch)
states (up or down) of servers is low and that simultaneous mismatches of dif-
ferent servers are independent—the independent mismatch assumption. These
assumptions are backed by trace results from a number of experiments [3I21];
further, Yu argues that in practice probabilistic quorum systems would require
making explicit assumptions about the scheduler similar to the ones SQS makes.
In SQS, a quorum consists of positive elements (servers that respond and are
up) and negative elements (servers that do not respond and are assumed to be
down). By allowing servers that are down to be part of a quorum, Yu’s system
can be used even if a small number of servers are up.

Both probabilistic systems and SQS make implicit or explicit assumptions
about the scheduler [20]. Both systems would not perform as claimed if these
assumptions do not hold. Both systems are unusable in the presence of an ad-
versarial scheduler that controls the delay to various nodes in the system. In
fact, in the presence of an adversarial scheduler, the returned values can be ar-
bitrarily old. Also, due to their probabilistic nature, both probabilistic systems
and signed quorum systems do not provide strict guarantees on the freshness of
values returned by a quorum. With positive, albeit small, probability, a quorum
might return a value that is old (even in the absence of an adversarial scheduler)
and there is no way for a client to tell how old the value is.

This paper investigates the following question. “Is it possible to design a quo-
rum system that: provides strict guarantees on the staleness of values returned,
tolerates an adversarial scheduler, and, in the absence of an adversarial scheduler
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provides higher availability than the majority system?” It turns out that the an-
swer to this question does not only depend on the nodes’ failure probability, but
it also depends on the rate at which write operations are executed, the mean time
between failure (mtbf), and the mean time to recover (mttr) of individual nodes.
We prove a lower bound on the possible increase in availability as a function of
the staleness of values and the ratio of the frequency of writes to the frequency
of failures (1/mtbf). We show that for some values of the ratio, the possible
increase of availability is negligible. For the cases where the increase in availabil-
ity is not negligible, we propose K-quorums, which can have higher availability
(for the same system size) than that of the majority system when the system is
well behaved (no adversarial scheduler) and that have bounded staleness in the
presence of an adversarial scheduler. Our study of bounded-staleness also led us
to revisit the properties of signed quorum systems. For signed quorum systems,
we found that these systems are not guaranteed to behave as predicted in [20]
if the times between writes is large compared to the times between failures.
In summary, we achieve the following in this paper.

— We prove a lower bound on the availability of systems that can tolerate an
adversarial scheduler and provide guarantees on the staleness of returned
values.

— We introduce K-quorum systems which, for some combination of system
parameters, have lower load and higher availability than traditional quorums
systems.

— We show how to use K-quorum systems for providing K-atomic implemen-
tations of a shared register.

The rest of the paper is organized as follows. Section [2] presents the proba-
bilistic approaches to increasing the availability of quorum systems and discusses
their limitations. Section [3 introduces K-consistency semantics, a formalization
of relaxed access semantics with bounded staleness. Section M presents the sys-
tem model and the definition of traditional quorum systems. Section [ proves
lower bounds on the availability of quorum system with worst-case guarantees
on staleness. Section [f] introduces K-quorum systems and shows how they can
be used to implement K-atomic registers. Section [ gives an overview of related
work.

2 Probabilistic Approaches

In strict quorum systems any read and write quorum sets have a non empty
intersection. This allows for easy construction of registers with safe-semantics,
where any read — that is not concurrent with any write — is guaranteed to return
the value from the latest write.

Probabilistic approaches, such as PQS [11] and SQS [20], provide a high avail-
ability and low load at the cost of weakening consistency semantics. In these sys-
tems, the read and write quorums only intersect probabilistically. Hence, these
systems can only provide safe-semantics probabilistically. Probabilistic guaran-
tees can cause these systems to return arbitrarily old values. In synchronous
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systems, the probability that a read violates safe-semantics can be made arbi-
trarily small by using a large quorum size with an appropriate access strategy.
However there can be no bound on this probability in an asynchronous system
where an adversarial scheduler can affect the choice of quorums.

2.1 Probabilistic Quorum System

A probabilistic quorum system consists of read and write quorums similar to
strict quorums, along with an access strategy for choosing quorums [I1]. Any two
quorums that are chosen according to the specified access strategy will intersect
with a high probability.

In a simple construction of such a quorum system with n nodes, quorums
are chosen to be sets of cardinality [\/n where [ is a system parameter [I1]. For
large values of n, these systems provide a higher availability than the majority
quorum system because they require only //n nodes to be accessible, as opposed
to requiring ”T“ in the majority quorum system. In a synchronous setting, using
a uniform random access strategy guarantees that any two quorum sets of size
I\/n intersect with probability at least 1 — el’. However, in an asynchronous
system where the scheduler may be adversarial the probability of intersection
can be much smaller — in fact it can be zero.

Examples. Consider a probabilistic quorum system over nodes {1,2,...,100},
where any set of 30 nodes form a quorum. In the presence of an non-adversarial
scheduler, if quorums are chosen uniformly at random, then the probability that
two quorums do not intersect is less than 1.88x10~6. However in an asynchronous
system in which the scheduler arbitrarily delays read messages to {1,2,...,50}
and also delay write messages to {51,52,...,100}, read and write quorums will
never intersect causing reads to always return arbitrarily old values.

2.2 Signed Quorum Systems

Signed quorum systems (SQS) [20], like PQS, provide a probabilistic guarantee
of intersection. SQS utilizes the notion of a failure detector to form an estimate
of nodes that may be inaccessible. Quorums in SQS consist of both positive and
negative elements. Positive elements denoting the servers that have been con-
tacted, and negative elements denoting servers that have been suspected to fail.
Two quorums are said to intersect if and only if they intersect in a positive ele-
ment. Like PQS, SQS also increases the availability by allowing non-intersecting
quorums. However, SQS requires that no two non-intersecting quorums be ac-
cessible in the same configuration. In fact, SQS requires that the configurations
in which two non-intersecting quorums are accessible differ in at least 2« node-
states.

In a system with perfect failure-detectors, if the configuration of the nodes
does not change (or less than 2« nodes change state), then SQS can always
guarantee safe-semantics and behave like a strict quorum system. The probability
of non-intersection is equal to the probability that more than 2a: nodes used by a
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read and write access have different states and this probability is lower for larger
values of a. In a asynchronous system, it is not possible to distinguish a failed
node from a node whose messages are all delayed by the adversary (assuming that
the only means to determine the state of a node is through message exchanges).
In such a setting, an adversarial scheduler can present the reader and writer
with totally different configurations so that the quorums used never intersect. A
reader may then read an arbitrarily old value.

3 K-Consistency Semantics

The semantics of shared objects that are implemented with quorum systems can
be classified as safe, regular or atomic [9]. For applications that can tolerate some
staleness these notions of consistency are too strong. We propose the notion
of K-safe, K-regular and K -atomic semantics, similar to those defined in [9],
for formalizing consistency semantics in applications that can tolerate limited
staleness.

1. K-safe: In a system that provides K -safe semantics, a read that does not
overlap with a write is guaranteed to return the result of one of the latest
K completed writes. The result of a read, that overlaps with a write is
unspecified.

2. K-regular: A system that provides K -regular semantics, guarantees that
any read, that does not overlap with a write, is guaranteed to return the
result of one of the latest K completed writes. A read that overlaps with a
write, returns either the result of one of the latest K completed writes, or
the eventual result of one of the overlapping writes.

3. K-atomic: In a system with K-atomic semantics, there exists an order of
the operations that is consistent with real time order and such that the
values returned by a read operation is equal to one of the values written by
the last K preceding writes in the order (assuming there are K initial writes
with the same initial value).

4 Model and Definitions

4.1 Model

The system consists of n nodes, P = {1,2,...,n}, each of which may be inac-
cessible with a probability ps. Nodes are assumed to crash and recover indepen-
dently, with a mean-time-to-failure of mitf and a mean-time-to-recover of mttr.
The mean-time-between-failures, is mtbf = mttr + mttf and py = :ﬁf;; If a
node is up, then it is assumed to follow the specified protocol; i.e. we assume
there are no malicious faults. Each node is assumed to have access to stable stor-
age, such that the values written to the servers are persistent across crashes. The
system is assumed to be asynchronous, with no bound on the relative speeds of
the nodes. The links are modeled as fair links, i.e. if a message is sent infinitely

often, it will eventually be delivered at the receiver.
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In this paper, we assume that only servers fail. We assume that the duration
of operations are small enough so that we can neglect the client failures during
the operations. Our results, for the single writer multiple reader scenario, can
however be easily extended to tolerate benign client-failures by incorporating a
logging protocol at the client end.

4.2 Quorum Systems

Definition 1. A quorum system owver the set of nodes P is a tuple (R, W) ;
where R C 2P is the set of read quorums and W C 2F is the set of write
quoTumS.

During a read (write) operation, the reader (writer) contacts a read quorum
(write quorum) to perform a read (write) operation. The access strategy specifies
which nodes need to be contacted to access a quorum set.

Definition 2. An access strategy for a client specifies an algorithm for choosing
a quorum set to access, possibly based on the previous local history at the client.

For strict quorum systems, the access strategy allows the system to contact
any of the quorums, as long as every write quorum intersects with a read quo-
rum. In probabilistic quorum systems, the access strategy is probabilistic and
the quorum is chosen at random, ignoring the local history at the client. In
Section [6] we present protocols which provide stronger non-probabilistic consis-
tency guarantees, using an access strategy that is dependent on the client’s local
history.

Definition 3. A configuration C of a system specifies the state of each node in
the system (either as accessible or inaccessible).

For systems with independent failures, the probability of the system being
in a configuration C, with K accessible nodes, is P(C) = (Z)(l fpf)kpf”_k.

An operation of a client is successful in a given configuration if the quorum set
that should be accessed as specified by the access strategy (or one of the quorum
sets, if the strategy specifies more than one valid set) consists of elements that
are all available.

In what follows we define the availability for systems in which the scheduler
is not adversarial. The availability of the system is only defined during periods
in which the system is well behaved, i.e. periods where any message sent from
a non-crashed node to another non-crashed node is guaranteed to be delivered
within a fixed (may be unknown) time bound. If the network is asynchronous
then an adversarial scheduler can delay all messages arbitrarily to stall any
system from making progress, hence making the system unavailable and any
definition of availability meaningless.

Definition 4. The availability of the system for reads, a,(C,t), in a given con-
figuration C over a time interval of duration t, is defined as the ratio of successful
reads to the total number of reads in an interval of time of length t when the
system is in the specified configuration C.
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Definition 5. The availability of the system for reads, a,(C), in a given config-
uration C' is the probability that a read operation is successful when the system
1s in configuration C.

Let ¢ be the random variable denoting the duration of a configuration C' and
whose probability distribution is determined by the failure behavior of the nodes.
Let t1, 12, ... denote the various realizations (time durations of configuration C')
of ¢t in an execution. If succ; denotes the number of successful reads, and tot;
denotes the number of attempted reads in the i*" realization, then

(€)= 1i St suce
Qyp - mgnoo Z:il totZ

Definition 6. The availability of the system for reads, a, is defined as the ex-
pected availability, Ela,(C)], over all the possible configurations.

We define the availability of the system for writes, a,,(C,t), a,(C), and ay,
on lines similar to the availability definitions for reads.

Definition 7. The availability of a Quorum System, is defined as the fraction
of successful operations when the network is synchronous.

Our definitions are a generalization of the definitions used previously in
[I1UT4120]. In the traditional quorum systems and probabilistic quorum systems,
where the access strategy is independent of the local history, the availability
ar(C,t) and a,,(C, t) will be independent of ¢. However, this may not be the case
if the access strategy is dependent on the local history.

5 Bounds on Increase in Availability

Consider a quorum system Q which provides a bounded staleness of K. For
any configuration C, let wg(C) be the write availability and 7o (C) be the read
availability of the quorum system in the configuration C'.

Let v, and 7, be the rates of read and write operations in the system, and let
7(C) be the expected duration of a configuration C' (we assume that the rates of
read and writes are constants, but the results still apply by replacing the rates
with expected rates).

Lemma 1. If C is a configuration with | nodes that are up and n—1 nodes that

are down, then the expected duration of the configuration, T(C), is > ﬁ
mttf -

mttr

Proof. Consider a small duration of time dt. The probability of particular node,

that is currently crashed, recovering during an interval of length dt is mcittr.
Similarly, the probability of a node crashing is #ttf.

! This definition does not depend on the distribution of read operations if that distri-
bution is independent from that of system configurations.



On the Availability of Non-strict Quorum Systems 55

In configuration C, there are [ nodes that are up and n — [ nodes that are
down. Therefore the probability that the system, currently in configuration C,
changes to some other configuration during an interval of time of length dt is
< (#tf + %)dt. Hence, the expected duration for which a configuration lasts,

T(C), is > — !

n—1 -
ity T mitr

For systems where nodes are available with a probability > 0.5, mttf > mitir
and

1 1 mittr
T(C) > I > = = Tmin
n—1 l + n—l1 n
mttf mittr mttr

The expected duration of any configuration is at least Ty, = % Let AC(K)
denote the set of all configurations C such that K writes can be executed suc-

cessfully in C' and a read can be executed successfully after K writes are executed
in C.

Lemma 2. For any configuration C; € AC(K), there exist two sets W(C;) and
R(C;) that are available during the configuration C; and, W(C;) N R(C;) # 0.

Proof. 1f C; € AC, it follows that there can be K successful writes in the config-
uration C; and a successful read after the k" write. Let R be the read quorum
that was used for the successful read after the k" write. Let Wy, W, ..., Wk
be the set of servers contacted during the K successful writes. Since the system
provides bounded staleness, it follows that

j=k
RN Jw; #0

Jj=1

Choose W(C;) = Uii]f W; and R(C;) = R. Since each W; and R is available in
C; it follows that W(C;), and R(C;) are available in C;.

Lemma 3. For any two configurations, C;,C; € AC(K), W(C;) N R(C;) # 0.

Proof. Consider the configuration in which all nodes are accessible. Since the
scheduler can be adversarial, it can arbitrarily delay messages from the writer
to all nodes in P \ W(C;), hence forcing the next K writes to be written to
nodes in W(C;). Later, it can delay the messages from the reader to the nodes
in P\ R(C}), so that the reader is forced to choose R(C;) as the read quorum.
Since the read is guaranteed to return one of the K latest written values, it
follows that W(C;) N R(C;) # 0

Lemma 4. Let C be a configuration. If C ¢ AC(K), then wq(C) + rq(C) <
1+e¢, where e = —=

Yw Tmin

Proof. If C ¢ AC(K), there are two cases: either there are no more than K
writes that can occur in C, or there is no read that can occur after the K"
write in C.
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— If there are no more than K writes that can occur in C, then

m K

wg(C) = lim ZZ 1 SUCCZ < lim ,Ti
m—oo 31t m—oo 3 ;2 tot;
i mK < K

= 1m =
m—oo m*wa(C) ’VwT(C) T YwTmin
K
wQ(C)+rQ(C) < S +1=1+c¢€

— Let t be the time in the configuration by which the K" write succeeded. If
there are no successful reads after the K*"* write, then all reads up to ¢ can
succeed but all later reads fail. Also there are at most K writes succeeding
up to ¢, and writes after time ¢ may succeed.

t

(@)

K + 7w (7(C) — t)

YuwT(C)

rQ(C) <

3

we(C) <

wQ(C) +ro(C) < (1+ )=1+e¢

K s K
VwT(C) YwTmin

Consider the quorum system Q' (W', R’), where W' = {W (C})|C; € AC(K)},
and R' = {R(C))|C; € AC(K)}. Q' is a strict quorum system, that is available
in all configurations C' € AC(K).

Theorem 1. The read and write availability of the strict quorum system, Q' is

ZTQ—F’LUQ—l—l{e

Proof. The strict quorum system @’ is available, for both reads and writes,
during any configuration C € AC(K). Let P(C) denote the probability that
the system is in configuration C, and let Pac(x) = X ceac(x) P(C). The read
availability of @', rg. > ZCGAC (K) P(C) = Pac (k). Similarly, wg: > Pac(x)-
For the bounded-staleness quorum system, ),

wg =) P(Clwe(C)= Y P(Quwe(C)+ Y P(Clug(C)

CEAC(K) C¢AC
< Y PO+ Y PCug)
CEAC(K) C¢AC(K)

rq< Y PC)+ Y P(C)rg(C)

CeAC C¢AC
wo+rg<2 Y. P(C)+ Y PO)(rq(C)+uwg(C))
CeAC C¢AC
<2 ) PC)+ Y PO)(1+e)
CeAC C¢AC

<2Ppc+ (1 — Pac)(1 +¢)
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Therefore,

wg+rg—1—c¢ 2¢
>t ¢ - " —1-
- 1—e¢ wetre 1—e¢

Pyc

It follows that wg/,rgr > wg +rg — 1 — 12f

€

Theorem [l shows that the increase in availability due to relaxing the con-
sistency guarantees to K-safe is dependent on the rate of write operations ~,,,
and the expected duration 7,,;, of a configuration. 7,,;, increases linearly with
the mean-time-between-failure for the nodes. Hence, for a large mitbf, the value
of € = —& — will be small. In such cases, if highly available K-safe quorum
systems can be built, then a highly available strict quorum systems can also be
built i.e. there is not much advantage gained by relaxing the consistency seman-
tics to K-safe. However, for systems with a small mtbf, it may be possible to
increase the availability and at the same time provide bounded staleness. We
show a protocol to achieve this in section Bl

6 K-Quorums Protocols

We present K-quorum construction, for a single-writer-multiple-reader environ-
ment, which guarantees bounded staleness even in the presence of an adversarial
scheduler. In Section[6.2] we prove that the proposed protocol achieves K-atomic
semantics.

6.1 Construction and Protocols

A K-quorum system consists of a strict quorum system, (R, W), and a staleness
parameter K that is the bound on the staleness allowed.

Read operations in K-quorums are similar to reads in strict quorum systems.
At a high level, the reader contacts a quorum of servers R € R and chooses the
latest value. The writes are different. In K-quorums, a value is written to a
subset of P, such that the servers contacted during K consecutive writes form
a write-quorum W € W. We henceforth call the set of servers contacted during
a particular write a partial-write-quorum.

The single-writer-multiple-reader protocol for K-quorums, is shown in fig-
ure[Il For simplicity, the protocol presented assumes reliable channels. The pro-
tocol can be made to work with fair channels by using standard techniques, for
building a reliable channels over fair channels, as described in [12].

Write operation. To perform a write operation the writer chooses a partial-
write-quorum, and writes the value along with other meta-data to the partial-
write-quorum. To ensure bounded staleness we require that any K partial-write-
quorums, used for successive writes, collectively contain a write quorum. For-
mally, let W; be the partial-write-quorum used in the i*" write. We require that
i
Vi:3W eW such that W< | ) W;
j=i—K+1
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// Writer Protocol
static k := 0; static ts := 0;
void Write( v )
begin
ts:=ts+1; k:=k+1;
find an available partial-write-quorum Wj, such that IW e W : W C UEI,L xi1 Wi
send (v, ts, PW) to servers in Wy, where PW = Ui’;:}@rl Wi
wait for acknowledgments from servers in Wy
end

// Reader Protocol
int Read
begin
find an available read quorum R
send read requests to servers in R
wait for replies from all servers
calculate (v,ts, PW) := value with the largest time stamp
write back the value (v, ts, PW) to a partial-write-quorum, W,
such that IW e W : W C PW U W,
wait for acknowledgments from servers in W,
return(v, ts, PW)
end

Fig. 1. K-quorum protocols

The protocol for write is shown in Figure [l During the i*" write, the writer
writes the value v, the timestamp — ts, and the set PW of servers accessed in
the previous (K — 1) writes to each of the servers in W;.

Read operation. Reads in K-quorums are similar to reads in strict quorum
systems. The reader collects replies from a quorum of servers and chooses the
reply (v, tspst, PW) with the largest time stamp. The reader then writes back
the tuple (v, tspst, PW) to a set of servers W’ such that IW e W: W C PW U
W'. The protocol for a read is shown in Figure [l Since a read quorum always
intersects with one of the previous K partial-write-quorums, a read is guaranteed
to return one of the K latest written values irrespective of the behavior of the
scheduler.

6.2 K-Atomic Semantics

To prove that the protocols achieve K —atomic semantics, we show the existence
of an ordering that is consistent with real time order such that, each read returns
the value written by one of the previous K writes. We define

Definition 8. The written-time is the (global) time at which a value that is
being written reaches (and is processed by) every server in partial-write-quorum.
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We will order the reads and writes such that :

— Writes are ordered according to their written-time.
— A read which returns a value (v,t, PW), which was written with timestamp
t, can be scheduled any time between
1. The written-time, 7 of the value returned, (v,t, PW).
2. and, before the written-time of the next K write, (v',t + K, PW’). i.e.
before 14 k.

It is easy to see that, such an ordering satisfies the requirements of K-atomic
semantics. We need to show that such a ordering can be done in a manner
consistent with local history.

The scheduling of writes is trivial, because written-time of a write occurs
between the time a write has begun and before the write ends.

We now show, by contradiction, that reads can also be scheduled. Assume,
if possible, that the read interval does not overlap with the interval [r;, 744 K).
There are two cases:

1. Read finishes before 7:
This scenario is not possible, because a read completes only after performing
a write-back on the value. Therefore a read can end only after the written-
time of the value it returns.

2. Read begins after 7.1 5.
Consider the union of the partial write quorums for K previous writes —
W = W1 UWea UL .. U Wiy k. From the definition of a partial-write-
quorum and the fact that any read quorum intersects with a (complete)
write quorum, it follows that the reader would have received a value from
at least one server in W. Since the reader chooses the highest time-stamp
received, a read that starts after 7 x cannot return a value written before
Tr, which is a contradiction. =<

Theorem 2. Protocols described in Figure[Dl provide K -atomic semantics O

6.3 Availability

In environments with a relatively small mtbf, K-quorum systems can be used to
achieve a higher availability than strict quorum systems. Consider a K-quorum
system with staleness parameter K and where the read and write quorum sizes
are rn and wn respectively. Let r = rn/n and w = wn/n. Since the read and
write (not partial write) quorums need to intersect, we require r + w > ntl
For a read to be available, we need rn nodes out of n nodes. This can be
made strictly smaller than the availability of majority if » < 0.5 and the goal is
to simultaneously make the write availability be better than that of majority. For
a system, where mtbf is relatively small, the write availability is the probability
of being able to access “* nodes out of (n — %wn) nodes (the availability of
a given write is independent of that of previous writes). For a given n and py,

with appropriate choice of r,w and K, even the write availability of the system
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can be increased. For example, consider a case where n = 100 and py = 0.5.
The majority quorum system will be available with a probability 0.46. With
K-quorums, using a read quorum of size 29, a write quorum of size 72 and a
staleness bound of K = 6 can provide much better availability for both reads and
writes. Reads are available with probability 0.99999 (29 out of 100 available),
while writes are available with probability 0.997 (12 out of 40 available). Also, if
the system is well behaved the probability that a read will get the value of the
most recent write is 0.99.

For a given system size n, probability of failure py and staleness parameter
K, choosing the optimal values for r and w presents similar trade-offs as in strict
quorum system. For having a large read availability it is desirable to have a small
value for r. Similarly, for having a large write availability, it is desirable to have
a small value for w. However as we require that r +w > "TH, choosing a small
value for r or w will require the other to be large, resulting in decreased write
or read availability respectively. For optimal overall availability, this trade-off
needs to be resolved based on the relative frequencies of reads and writes in the
system, such that the overall availability is maximized.

Effect of mtbf on Signed Quorum Systems. Realizing that the perfor-
mance of K-quorum systems is highly dependent on the mean time between
failure, we investigated their effect on the performance of systems such as signed
quorum systems. We found that the performance of signed quorum systems de-
teriorates in environments in which the mean-time-between-failures is smaller
than the mean time between a write and a read. One explanation for this is
that if the system has a small mean time to failure, then nodes go up and down
very quickly, so it is more likely that the reader and the writer see two differ-
ent configurations of the system, thereby causing mismatches. For RON traces,
where there are no node failures, the probability of mismatch due to network
faults alone was found to be 0.05. However, in systems where mtbf is small to
the mean time between a write and a read, the probability of mismatch can be
much higher even when ignoring network faults.

Lemma 5. In a system with a small mtbf, if nodes are inaccessible with a prob-
ability py, then probability of mismatch ignoring any network faults is 2py(1—py).

Proof. (sktech) For systems with a small mtbf, the expected duration of a con-
figuration is small. So, the configuration of the system can change widely between
the time a value is written to the system and the time when the value is read.
For this setting the probability that a server if down during the read operation is
independent of the probability of the server is down during the write operation.
The probability that a node is accessible during a read, but not accessible during
a write is (1 —ps)py. Similarly the probability that a node is accessible during a
write, but not accessible during a read is py(1 — py). Therefore the probability
of mismatch is at least 2p;(1 — py), which can be as high as 0.5 depending on
the value of py.
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7 Related Work

There is a very large body of work on quorum systems and access semantics. In
this section we concentrate on those works that are most closely related to the
results of this paper.

Quorum systems are used for various distributed applications including repli-
cation, mutual exclusion, and consensus. The performance measures for quorum
systems like load, availability and probe complexity, are mutually opposing —
improving one tends to worsen the other. With large scale internet usage, re-
searchers have been mainly focusing on improving the availability of the sys-
tem [TJ2/4I6JT8ITI]. Naor and Wool prove some basic bounds between the load
and the availability of traditional quorum systems [I3].

Lamport presents consistency semantics that have been widely used in the
literature [9] . Traditional quorum systems, where any two quorum sets have a
non-empty intersection, provide at least safe-semantics. However, these systems
are not very highly available. Fox and Brewer [5] show bounds on availability in
the presence of strong consistency guarantees.

Relaxing the consistency guarantees can allow systems to achieve better avail-
ability or performance. For database applications, a number of researchers ( [S8/16]
for example) discuss weakened consistency semantics for increased concurrency.
Epsilon consistency [I6] attempts to increase availability by allowing query ac-
cesses to see some temporary inconsistencies in the data, however these inconsis-
tencies are bounded and the system converges to a global serializability. Krish-
namurthy et al present bounded ignorance [§], for increasing the concurrency in
database applications, where the application may be unaware of at most N trans-
actions. [TI5TI7] implement file systems that provide various relaxed semantics.
TACT is a toolkit that allows for dynamic changes in the consistency level of the
system and can be used to specify various kinds of weakened semantics.

Probabilistic approaches to quorum systems [11J20] achieve a much higher
availability than strict quorum systems by weakening the consistency. Lee and
Welch [10] propose probabilistic relaxed semantics for use with probabilistic
system. These systems provide a probabilistic bound on the violation of safe-
semantics. However, as discussed in section [2] these systems are vulnerable to
an adversarial scheduler and provide no bounds on the staleness of data.
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Abstract. We propose the musical benches problem to model a wait-
free coordination difficulty that is orthogonal to previously studied ones
such as agreement or symmetry breaking (leader election or renaming).
A bench is the usual binary consensus problem for 2 processes. Assume
n+ 1 processes want to sit in n benches as follows. Each one starts with
a preference, consisting of a bench and one place (left or right) in the
bench where it wants to sit. Each process should produce as output the
place of the bench where it decides to sit. It is required that no two
processes sit in different places of the same bench. Upon the observance
of a conflict in one of the benches an undecided process can “abandon”
its initial bench and place and try to sit in another bench at another
place.

The musical benches problem is so called because processes jump
from bench to bench trying to find one in which they may be alone or
not in conflict with one another. If at most one process starts in each
bench, the problem is trivially solvable— each process stays in its place.
We show that if there is just one bench where two processes rather than
one, start, the problem is wait-free unsolvable in read /write shared mem-
ory. This impossibility establishes a new connection between distributed
computing and topology, via the Borsuk-Ulam theorem.

The musical benches problem seems like just a collection of consensus
problems, where by the pigeon hole principle at least one of them will
have to be solved by two processes. Consequently, one is tempted to
try to find a bivalency impossibility proof of the FLP style. Our second
result shows that there is no such proof: We present an algorithm to solve
the musical benches problem using set agreement, a primitive stronger
than read /write registers, but weaker than consensus. Thus, an FLP-style
impossibility for musical benches will imply an FLP-style impossibility
of set-consensus.

The musical benches problem can be generalized by considering benches
other than consensus, such as set agreement or renaming, leading to a very
interesting class of new problems.

1 Introduction

We consider an n processes asynchronous, single-writer/multi-reader shared
memory system, where any number of processes may fail by crashing. A pro-

* This work has been supported by a grant from LAFMI (Franco-Mexican Lab in
Computer Science), and from UNAM-PAPIIT
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tocol in this model is wait-free: it guarantees that any process will terminate
within a fixed number of steps, independent of the level of contention and the
execution speeds of the other processes. Understanding the possibilities and lim-
itations of this model is central to distributed computing for several reasons.
Impossibility results in this model translate to impossibility results for a model
where at most ¢ processes can crash [9], sometimes with more powerful primi-
tives [21], or translate into lower bounds on the round complexity of synchronous
systems [14JI7]. Indeed, some papers [2527] have developed unified frameworks
to study synchrony, asynchrony and even partial synchrony, where our wait-free
model plays a central role. Furthermore, this model has been shown to have
the same computational power as other models, such as message passing when
t<n/2 2.

The fundamental problem of wait-free computation is to characterize the cir-
cumstances under which synchronization problems have wait-free solutions, and
to derive efficient solutions when they exist. This is a difficult problem because
one must reason about complex algorithms that operate in the presence of un-
certainty and partial information created by non-determinism, asynchrony, and
failures. Powerful new tools have been developed based on algebraic topology for
analyzing the semantics and complexity of distributed algorithms in a variety of
models and architectures; see the surveys and tutorials [I8[22/26] and references
herein. We use such tools in this paper both to prove impossibility results and
to derive algorithms.

Distributed computing theory development has been fostered by the identifi-
cation of particular problems, that capture the essence of wait-free coordination
difficulties. First, consensus [I3] and set agreement [11] serve to model the dif-
ficulty of processes to converge on a small number of decisions. Other similar
problems have been identified, like approzimate agreement [12], or loop agree-
ment [24]. The problems of renaming [3] and leader election [33] model the
opposite difficulty: breaking symmetry.

This paper proposes a new schema to model a coordination difficulty that
is orthogonal to the ones described above. It is inspired by the musical chairs
game, where players march to music around a row of chairs numbering one less
than the players and scramble for places when the music stops. The paper studies
the musical benches problem. A bench is the usual binary consensus problem for
2 processes. Assume n 4 1 processes want to sit in n benches as follows. Each
one starts with a preference, consisting of a bench and one place (left or right)
in the bench where it wants to sit. Each process should produce as output the
place of the bench where it decides to sit. It is required that no two processes sit
in different places of the same bench. Upon the observance of a conflict in one
of the benches an undecided process can “abandon” its initial bench and place
and try to sit in another bench at another place.

The musical benches problem is so called because processes jump from bench
to bench trying to find one in which they may be alone or not in conflict with
one another. If at most one process starts in each bench, the problem is trivially
solvable— each process stays in its place. We show that if there is just one bench



Musical Benches 65

where two processes rather than one, start, the problem is wait-free unsolvable
in read/write shared memory. This impossibility establishes a new connection
between distributed computing and topology, via the Borsuk-Ulam theorem, a
statement different in nature from previously used ones such as Sperner’s lemma.

The musical benches problem can be generalized by considering benches other
than consensus, such as set agreement or renaming, leading to an interesting class
of new problems. The general idea is to consider a problem that is not solvable
once the number of participants exceed some threshold, £ — 1. We then replicate
the problem as many times as we wish, calling each replica a bench, and wake
up k — 1 processes in every bench but one, where we wake up k processes. Now
we allow processes to jump from bench to bench each trying to acquire a valid
seat in one of the benches, such that all those on the same bench comply with
the bench seating requirement. For example, a (2,3)-set agreement bench (3
processes need to agree on at most 2 different values) is wait-free solvable when
there are at most 2 participants, but not when there are 3 or more; we would
wake up 2 processes in every bench but one, where we wake up 3 processes.
The generalized musical benches conjecture is that the schema always leads to
an impossible problem.

In summary, our contributions are the following.

— The introduction of a schema that captures a new kind of distributed coor-
dination difficulty, and the study of the binary consensus instantiation, the
musical benches problem.

— An impossibility proof showing that the musical benches problem is wait-free
unsolvable in read/write shared memory.

— This impossibility establishes a new connection between distributed comput-
ing and topology, via the Borsuk-Ulam theorem.

— An algorithm to solve the musical benches problem using set agreement, a
primitive stronger than read/write registers, but weaker than consensus.

The musical benches problem seems like just a collection of consensus prob-
lems, and thus one is tempted to try to find a bivalency impossibility proof of
the FLP style [I3]. More precisely, by the pigeon hole principle at least one of
the benches would have to be solved by two processes, since there are more pro-
cesses than benches. Thus, two processes would have to solve consensus on that
particular bench, contradicting FLP. The algorithm in the last item is signifi-
cant because it shows that no bivalency argument of this style exists. Namely, it
implies that if the musical benches problem is impossible then (2, 3)-set agree-
ment is impossible. Thus, the existence of such a bivalency proof would imply
the celebrated (2, 3)-set agreement impossibility [612934]. But this impossibility
requires Sperner’s lemma, a higher dimensional statement for which no bivalency
arguments are known.

The connection to a result as important as the Borsuk-Ulam theorem estab-
lishes one more significant bridge between distributed computing and topology.
The theorem is “one of the most useful tools offered by elementary algebraic
topology to the outside world” [31I]. Recall that it implies Sperner’s lemma
(which is equivalent to Brouwer’s fixed point theorem), but not the opposite.
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Fig. 1. Borsuk-Ulam Theorem in 2 dimensions

There are several equivalent versions of the Borsuk-Ulam theorem, the easiest
to remember is illustrated in Figure [ (from [31]), for the n = 2 dimensional
case. It states that if you take a rubber ball, deflate and crumble it, and lay it
flat, then there are two points on the surface of the ball that were diametrically
opposite and now are lying on top of one another. More formally, we see in part
(b) of the figure, thatll] for every continuous map f : S™ — IR", there exist a
point x € S™ such that f(z) = f(—=z).

The rest of this paper is organized as follows. In Sectionlwe describe formally
the musical benches problem. In Section Bl we show that it is impossible to solve
wait-free in a read/write shared memory system. In Section [ we present the
algorithm that solves it using a (2, 3)-set agreement object. Section [H] contains
the conclusions. At the end there is an Appendix with some topology notions
and additional details about our results.

2 The Musical Benches Problem

We consider the usual asynchronous shared memory model, composed of single-
writer/multi-reader registers. In Section H] we will extend the shared memory
with (2, 3)-set agreement objects. We now describe the binary-consensus musical
benches problem, first intuitively and then more formally.

We can think of 2-process binary consensus as a bench with two places, desig-
nated 1 and —1. Processes p; and p_1, wake up at places 1 and —1, respectively.
In a solo execution a process must return the place it wakes up in. Otherwise,
in an execution where both participate, they return the same place. This con-
sensus taskd is impossible to solve wait-free in the read-write shared-memory

! Where S™ is the n-dimensional unit sphere, and IR™ the Euclidean space of dimension 7.

2 In the more usual description of consensus there is a set of possible inputs, and a
process can wake up with any of these inputs. In our description a process has only
one possible input, and different processes have different inputs. Both descriptions
are equivalent, but the one we use is more comfortable for our purposes.
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model [I3/20], and trivially solvable if at most one process wakes up. We call an
instance of this problem a bench. What will happen if we add a second bench,
with places 2, —2, and wake up either process po at slot 2, or p_o at slot —2,
but not both? In executions with no conflict, i.e., either p_; or p; wake up but
not both, the participating processes return the places they wake up in. Only if
both p_; and p; wake up, then it is free-for-all and any participating process can
go to any seat. Is the binary-consensus 2 benches problem read-write wait-free
solvable? One feels a strong intuition (unlike in the set agreement impossibility)
as to why it should not be solvable: if a process from bench 1 jumps to bench 2,
it just creates the same problem in bench 2, since we have the freedom of who
to wake up in bench 2 as to try to defeat consensus there. Indeed, the problem
has no solution, but surprisingly, we later essentially prove that this intuition is
not exactly right.

The musical benches problem is formalized in terms of the usual notion of
task, a one-shot decision problem specified in terms of an input/output relation
A. The processes start with private input values, and must eventually decide
on output values, by writing to a write-once variable. The relation A specifies
for each set of (ids, input values) pairs, what are the allowed output values
for each id. In our case, each id is associated to a single input, so we may
describe A as follows. The i-th bench is defined by the set of input vectors

{(p—1,p1). (p2). (p—)}, and the relation:

Alp—irpi) = {4, =), (4,9)},
Alp-i) = {(=0)},
Alpi) ={(®)}-

This is illustrated in Figure 2l(a). It is sometimes convenient to consider only the
output values, and disregard the processes ids, as depicted in Figure 2I(b).
Consider an algorithm for processes p_;, p; where the first operation by a
process is to write its id to shared memory, and that includes an operation
to a write-once decision variable. A process participates in an execution if it
executes its first operation. The input vector of an execution contains the ids of
the participating processes. A process decides in an execution if it writes to the
decision variable, and the value decided is the value written to the variable. The

h v
O NN A O NN CG
(a) (b)

Fig. 2. The first consensus bench
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output vector of an execution contains the values decided by the processes, or L
if the process did not decide. The algorithm solves the i-th bench problem if in
every execution with input vector I, the output vector O can be extended (by
replacing | entries with other values) to a vector in A(I), and a process that
does not fail decides.

The musical benches problem of size b is also a task specified in terms of
a relation A. The input vectors are over {p_;,p;|1 < i < b}, and the output
vectors over {—i,i, 1|1 <4 < b}. In this paper we study the case of b = 2, as
illustrated in Figure[3] disregarding ids and omitting the dotted arrows of A for
single vertices, to avoid cluttering the figure. Formally, A is:

Fig. 3. Musical benches task

x1, 9, x3) Vi, j, x; € {1,-1,2,-2}, x; +x; # 0}
b )}
1,-1),(1,1),(-2,-2),(2,2)}

A(P 1,P1,D2
A(p1,p2

) =
)
A(p-1,p1)
)
1)

Ap-1 1)}
Ap D}
and so on for A(p_1,p1,p—2), A(p1,p—2), A(p-1,p-2), A(p—1,p2), A(p—2), and

A(p2). Notice it includes the first bench, and a restriction of the 2nd bench that
disallows p_s and ps participating together.

{(
{a
{(=
{(=
{(

3 Impossibility of the Musical Benches Problem

Here we prove that the musical benches problem is wait-free unsolvable. For
clarity we just prove the 2 benches case. Extension to any b is simple. For the
proof we use the Borsuk-Ulam theorem, or rather, its discrete version, known
as Tucker’s lemma. We will need some basic topology notions, presented in the
Appendix.

Tucker’s lemma is described in [31] as follows. Let T be some (finite) trian-
gulation of the n-dimensional ball B™. We call T antipodally symmetric on the
boundary if the set of simplices of T' contained in S"~! = 9B™ is a triangulation
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of §»~1 and it is antipodally symmetric; that is, if ¢ C S»~! is a simplex of T,
then —o is also a simplex of T.

Theorem 1 (Tucker’s lemma). Let T be a triangulation of B™ that is antipo-
dally symmetric on the boundary. Let

A:V(T) —{1,-1,2,-2,...,n,—n}

be a labeling of the vertices of T that satisfies A\(—v) = —A(v) for every vertex
v € OB™ (that is, \ is antipodal on the boundary). Then there exists a 1-simplex
(an edge) in T that is complementary; i.e., its two vertices are labeled by
opposite numbers.

We will only need the 2-dimensional version, illustrated in Figure [4l

complementary—-"" -1
edge

Fig. 4. Illustration of 2-dimensional Tucker’s lemma

A task and an algorithm solving it can be represented geometrically using
topology terminology, e.g. [23/29]. A task specification for n + 1 processes is
given by an input complex Z, an output complex O, and a relation A carrying
each input simplex of Z to a set of n-simplexes of O. This definition has the
following operational interpretation: A(S™) is the set of legal final states in
executions where only certain m + 1 processes corresponding to the vertices of
S™ out of n+ 1 processes participate (the rest fail without taking any steps). A
protocol solves a task if when the processes run their programs, they start with
mutually compatible input values, represented by a simplex S, communicate
with one another, and eventually halt with some set of mutually compatible
output values, representing a simplex in A(S). The musical benches problem of
the previous section can be represented in this form by using simplices instead
of vectors.

Any protocol that solves a task has an associated protocol complex P, in
which each vertex is labeled with a process id and that process’s final state, called
its view. Each simplex thus corresponds to an equivalence class of executions that
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“look the same” to the processes at its vertexes. For 0 < m < n, we understand
P(S™) for a given S™ in the input complex to be the complex generated by all
executions starting in S™, in which only the processes in ids(S™) take part (the
rest fail without taking any steps). If a simplex R is in P(S™), we say that R is
reachable from S™.

Let P be the protocol complex for a protocol. If S is an input simplex, let
P(S) C P denote the complex of final states reachable from the initial state S.
Expressed in the topology notation, we can see that a protocol solves a decision
task (Z™, O™, A) if and only if there exists a color-preserving (i.e., process id-
preserving) simplicial map 0 : P — Om, called a decision map, such that for
every input simplex S, 6(P(S)) C A(S).

Our basic strategy is the following. We assume that we have a protocol with
complex P that wait-free solves a task (Z, 0, A). As in [8] without loss of gener-
ality we can assume that P is the result of some large enough number of iterated
immediate snapshots. Let S* be an input simplex, S* the complex of its faces,
and P a protocol. For a wait-free model of computation, prior research (e.g.
[5U634]) has shown that P(S*) can be regarded as a subdivision of S*.

Assume there is an algorithm solving the musical benches problem with pro-
tocol complex P. Let T be the input complex to the problem (illustrated in
Figure [J). The next lemma shows that P(T") is a subdivision of T, as illustrated
in the example of Figure bl

solo execution by p1

.
L3

p-2 must decide -2 executions where only p1,p2

can participate

executions where p1,p2,p-1

s, p2 must decide 2

Fig. 5. A 1-round protocol subdividing the musical benches input complex

Lemma 1. If T is the input complex to the musical benches problem then P(T)
is a triangulation of B2 that is antipodally symmetric on the boundary. Moreover,
if X is the labeling of the vertices of P(T) induced by the processes decisions, then
A is antipodal on the boundary.

Sketch of Proof. First notice that |T'| = B2. Then, as mentioned above previ-
ous results imply that P(T) can be regarded as a subdivision of 7', and hence as
a triangulation of B2. The boundary corresponds to executions with no conflict
in bench 1, thus the problem specification implies that on a face (p;,p;) in the
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boundary processes return ¢ and j, respectively. Since we take the same number
of iterations on each face we can easily see that the triangulation is antipodally
symmetric on the boundary of P(T'). O

Theorem 2. There is no wait-free solution to the musical benches problem.

Proof. Tt follows from Lemma [I] that we can apply Theorem [l and conclude
that there is an edge in P(T) that is complementary. Thus, its two vertices are
labeled by opposite numbers, which means there is an execution where two pro-
cesses decide opposite numbers, violating the musical benches problem consensus
requirement.

4 Solving the Musical Benches Problem with More
Powerful Primitives

We have seen that the binary-consensus musical benches problem is wait-free
unsolvable in read/write shared memory. We show here that this impossibility
implies the wait-free impossibility of solving (2, 3)-set agreement in read/write
shared memory [6J29)34]. We prove this by presenting an algorithm that solves
the musical benches problem using a shared memory extended with (2, 3)-set
agreement objects. Our algorithm is described for the case of two benches (3
processes) since our main motivation is proving that no bivalency argument in
the FLP style [I3] exists for the musical benches. We know that the impossibility
of (2, 3)-set agreement cannot be proven without reference to the 2-connectivity
of P for 3 processes [6/29/34].

A (2,3)-set agreement object can be accessed by 3 processes, and the object
returns to a process one of the ids of a process that invoked it, such that at most
2 different ids are returned by the object. We assume w.l.o.g. that if a process
p; gets back from the object p;, then p; gets back itself, p; [6].

The musical benches protocol appears in Figure[7l It accesses a single (2, 3)-
set agreement object. The main idea is to create a “hole” inside the immediate
snapshots subdivision (of Figure [l), and we do this by doing participating set
protocol [7] and sending all those stuck at level 3, to a (2, 3)-set agreement object.
A winner process that gets back its own id from the object stays at level 3. A
loser, that gets back a different id, continues down to level 2 and proceeds with
the participating set protocol. Since if all 3 are stuck at level 3, then at least one
will lose, and we create the hole by preventing the formation of the all-see-all
simplex in the center of the subdivision.

The code invokes a decision function f that takes as input a final view of
a process and produces a decision value; it is specified in the Appendix. The
corresponding protocol complex appears in Figure [ together with the decision
function f on each one of the final views. A process p; computes its view, the pair
(Si, view;), by executing the protocol code, and it produces its decision value by
applying f to its view (in the last line of the code).

The protocol works as follows. Local variables are subindexed by the process
ids, and shared variables are not subindexed. The first part of the protocol is the
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inside all -2

Fig. 6. The Musical Benches Protocol complex using (2, 3)-Set Agreement

Participating Set protocol of [7] for the case of 3 levels, except that it accesses
a set agreement object. A process p; computes in this part a set of ids S5, such
that

1. For all 7, i € S;.

2. For all 7, j, either S; C S; or S; C S;.

3. For all 7, 7, if i € S; then S; C 5.

4. There are at most two indices ¢, j such that |S;| = |S;| = 3.

The first three are the requirements of the participating set problem in [7]. Sets
satisfying these properties correspond to the subdivided simplex in either side
of Figure [l (i.e., spanned by the corners p_i,p1,p2 or p_1,p1,p—2). The @ith
property is achieved through the set agreement object, invoked by p; with the
operation setAg(i). It has the effect of removing the simplex in the center of
the subdivision (impossible that the three processes produce sets of size 3), and
leaving just its boundary (at most two processes may produce sets of size 3).
In the second part of the protocol only processes with sets of size 3 participate,
and they compute the view; variables, which have the effect of subdividing this
boundary. The following simple lemma implies that the complex of Figure
corresponds to the computed views (.5;, view;).
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Initially:
levellj] := 4 and id[j] := L for j € {1,2,3}; OK; := false; view; = 0;
begin MB protocol(p;)
repeat
level[i] := level[i] — 1;
for j =1 to 3 do level;[j] := level[j] end for
Si:={j : level;[§] < levelld], j € {1,2,3}};
if |S;| = 3 then (* level[i] = 3 *)
ans; = setAg(i);
if ans; = ¢ then OK; := true
end if
else (* level[i] < 3 or |S;| < 3 %)
OK; = true
end if
until |S;| > level[i] and OKj;
(* end of participating set section *)
if | S;| = 3 then
id[i] == 1;
for j =1 to 3 do id;[j] := id[j] end for
view; = {j : id;[j] # L, j € {1,2,3}};
end if
decide f(S;, view;)
end protocol

Fig. 7. Musical Benches Protocol using (2, 3)-Set Agreement (for process p;)

Lemma 2. Let the views (S;, view;) be the vertices of a complex C. A simplex
of C contains a set of vertices if they can be ordered such that both their S;’s and
their view;’s are ordered by containment. This complex C is well defined.

The correctness of the MB protocol follows from this lemma, by proving that
the decision function f does not produce a complementary edge, something that
is easily verified in Figure [l (and noting that on the boundary of C a process
always decides its own id).

Theorem 3. The MB protocol solves the musical benches problem.

Notice that in Figure [0 there is a second subdivision, namely the one that
subdivides the edges of the all-see-all simplex after the use of the set-agreement
object. This subdivision is achieved through the use of read /write operations, and
indeed it does not change the topological characteristics of the protocol complex
(i-e., connectivity) [29]. It is nevertheless required to be able to associate output
values to vertices without violating the problem specification e.g. [28§].

5 Conclusions

We have introduced a scheme that models a new coordination difficulty, the
generalized musical benches problem, that can be instantiated with any problem,
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which we call a bench, that is solvable for k — 1 participants, and is not solvable
once the number of participants is at least k, for some threshold k. We have
conjectured that the generalized musical benches problem is unsolvable for any
such instantiation.

In this paper we studied the musical benches problem, which is the case
obtained by using binary consensus benches. Recall that the consensus problem
is impossible to wait-free solve in the read-write shared-memory model [I3J20],
but that it is solvable if we add a new possible output place, which is allowed to
be returned in a non-solo execution (e.g. [30/32]). The “ambiguity of choosing”
of [I0] says that in a solution to the version with a new output place there exists
an execution in which one process is “sitting” in one of two places, and like
Heisenberg’s uncertainty principle we cannot predict where it will appear, and
hence the impossibility of solving the problem without the new place. We have
seen the problem is unsolvable if we add an additional place. Namely, we have
two new output places —2,2 and wake up either process ps at slot 2, or p_o at
slot —2. The intuition behind this impossibility may seem more evident, than the
impossibility of solving wait-free 3-processes 2-set agreement [6/29]34]. Processes
p1 and p_; can resolve their differences only by at least one of them moving to
the second bench. But then if (w.lo.g.) one of them moves to place 2, we wake
up p_o. Now we are almost at the mirror situation. To resolve the conflict at the
second bench we would like to choose the place of a process in the first bench
which might have stayed there, but this tantamount to 2-process consensus! It
is then surprising that the musical benches impossibility problem is based on
Borsuk-Ulam, a theorem more difficult to prove than Sperner’s lemma, and not
on a traditional bivalency argument.

In the “complement” to consensus benches, which we call 2-renaming benches
(based on the renaming problem [3]), we have again two benches with places
1,—1,2, —2. Processes p; and p_1 both may wake up at bench 1, while p; and p_»
wake up at the second bench, in place 2 or —2, respectively. We wake up either po
or p_o, but not both. In executions in which not both p; and p_; participate, pro-
cesses return the place they woke up at. Else, all processes return distinct chairs.
Again the intuition is evident. Processes p; and p_; cannot resolve their differences
in the first bench [523l29]. W.l.o.g at least one of them goes to the second bench,
say place 2. We then wake up ps, and have a mirror situation. We have a direct
impossibility proof for this problem, similar to the one presented in this paper, as
well as an impossibility proof by reduction from renaming. But nevertheless it is
intriguing to find a single “meta-proof” that applies to both the renaming and the
consensus instantiations of the generalized musical benches problem.

We showed that the impossibility of the musical benches problem implies the
impossibility of 3-processes 2-set agreement, while the impossibility of renam-
ing implies the impossibility of 2-renaming-benches. This puts the two problems
somewhere between set agreement and renaming. Which is another step in under-
standing the R/W implementation relation between the set of R/W unsolvable
tasks [15].
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A Appendix: Topology Notions

The unit ball {z € R? : ||z ||< 1} is denoted by B?, while S~ = {z € IR? :||
x||=1} is the (d — 1)-dimensional unit sphere.

A simplex is a set of vertices, a complex is a set of simplexes closed under

containment. The dimension d of a simplex o is one less than its number of
vertices, and is said to be a d-simplex, sometimes denoted o?. A subset of a
simplex is called a face. It is sometimes convenient to assume a simplex o is
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embedded in Euclidean space. For this its vertices are supposed to be affinely
independent, and o is the convex hull of its vertices. The union of all embedded
simplices in a comlex C, called the polyhedron of C, is denoted |C|, and can be
regarded as the (point-set) union of the simplexes in C. The boundary of an n-
simplex is the subcomplex of ¢™ obtained by deleting the single n-dimensional
simplex and retaining all its faces.

A triangulation of a topological space X is a complex C such that X = |X|,
namely with homeomorphic spaces. The simplest triangulation of the sphere
S™~1is the boundary of an n-simplex.

A vertex map carries vertices of one complex to vertices of another. A sim-
plicial map is a vertex map that preserves simplexes, that is, it sends a set of
vertices that form a simplex into a (possibly smaller) set of vertices that also
form a simplex. In distributed computing we often consider properly colored com-
plexes, where each vertex has associed a color, namely a process id, and no two
vertices of the same simplex have the same id. For example, the complex in
Figure[Blis colored. A simplicial map on properly colored complexes is color pre-
serving if it associates vertexes of the same color. Notice that a color-preserving
map preserves dimension.

A complex o(K) is a subdivision of a complex K if:

— each simplex in o(K) is contained in a simplex in K, and
— each simplex of K is the union of finitely many simplexes in o(K).

Note that |K| = |o(K)|. If sisapoint in ||, the carrier of s, denoted carrier(s, K),
isthe unique smallest 7' € Ksuch that s € T'. As an example, the complex in Figure
is a subdivision of the complex in the left side of Figure 3l

B Appendix: Decision Function of the Protocol

The MB protocol of Figure [ uses a decision function f that is implicitly de-
fined in Figure[6, by putting a number besides each vertex. Here we describe it
explicitly by writing what is the view of the vertex, and what the value of f on
that view (.S;, view;).

1. f(S;, view;) = =2 if |S;| =2 and ¢ = —1.

2. f(S;, view;) = —1if |S;| = 2 and ¢ = 1. Otherwise:
3. f(Si,view;) =i if |S;| < 2. Otherwise:

4. f(S;, view;) = =2 if —2 € S;. Otherwise:

5. f(Si, view;) = 1 if view;, = {—1}.

6. f(Si,view;) = 2 if view, = {-1,1}.

7. f(Si, view;) = —1 if view; = {1}

8. f(Si,view;) = —1 if view; = {1,2} and ¢ = 1.

9. f(S;,view;) = —2 if view; = {1,2} and ¢ = 2.
10. f(S;, view;) = =2 if view; = {2}.
11. f(S;, view;) = =2 if view; = {—1,2} and i = —1.
12. f(S;, view;) = 1 if view; = {—1 2} and ¢ = 2.
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Abstract. The obstruction-free progress condition is weaker than pre-
vious nonblocking progress conditions such as lock-freedom and wait-
freedom, and admits simpler implementations that are faster in the un-
contended case. Pragmatic contention management techniques appear to
be effective at facilitating progress in practice, but, as far as we know,
none guarantees progress.

We present a transformation that converts any obstruction-free algo-
rithm into one that is wait-free when analyzed in the unknown-bound
semisynchronous model. Because all practical systems satisfy the as-
sumptions of the unknown-bound model, our result implies that, for all
practical purposes, obstruction-free implementations can provide progress
guarantees equivalent to wait-freedom. Our transformation preserves the
advantages of any pragmatic contention manager, while guaranteeing
progress.

1 Introduction

Substantial effort has been made over the last decade in designing nonblocking
shared data structure implementations, which aim to overcome the numerous
problems associated with lock-based implementations. Despite this effort, de-
signs satisfying traditional nonblocking progress conditions, such as wait-freedom
and—to a lesser extent—lock-freedom, are usually complicated and expensive.

Significant progress in overcoming these problems has been achieved recently
by designing implementations that satisfy the weaker obstruction-free nonblock-
ing progress condition, which requires progress guarantees only in the (eventual)
absence of interference from other operations [16]. This weaker requirement al-
lows simpler implementations that perform better in the common uncontended
case. Recently Herlihy, Luchangco, Moir and Scherer [18] introduced a dynamic
software transactional memory (DSTM) package, which allows programmers to
develop obstruction-free data structures without reasoning about concurrency.

That obstruction-free data structures do not guarantee progress under con-
tention is not just a theoretical concern: they are observed to suffer from livelock
in practice. To combat this problem, obstruction-free implementations are com-
bined with contention managers [I8], whose role is to facilitate progress when
necessary by allowing operations to run without interference long enough to com-
plete. While a number of contention managers have proved effective in practice
[18I26127], as far as we know, none guarantees progress.
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In this paper we show that the advantages of this pragmatic approach can be
exploited without giving up strong progress guarantees. We do so by showing how
to transform any obstruction-free algorithm so that it guarantees that every oper-
ation eventually completes, given some very weak timing assumptions about the
target system. These assumptions are embodied by the unknown-bound semisyn-
chronous model of computation [9/2]. Roughly speaking, this model assumes that
some bound exists on the relative execution rates of any two processes in the
system, but does not assume that the bound is known. All practical systems
satisfy this assumption.

Our transformation does not affect the behavior of the original algorithm
(except for a very small overhead) until some operation decides that it has run
for too long without completing. Furthermore, our transformation can be applied
to an obstruction-free algorithm combined with any valid contention manager
(i.e., one that preserves the obstruction-freedom of the algorithm; see [I§] for
restrictions on contention managers), allowing us to take advantage of the prac-
tical benefits of a heuristic contention manager that does not guarantee progress,
without sacrificing progress guarantees.

Considering obstruction-free implementations significantly reduces the bur-
den on designers of data structures (and software transactional memory im-
plementations) by eliminating the need to ensure progress under contention.
Furthermore, designers of contention managers for obstruction-free implementa-
tions have a great deal of latitude because contention managers can change the
timing behavior of an execution arbitrarily without causing safety requirements
to be violated. This is because the obstruction-free implementations are proved
safe in an asynchronous model of computation, in which processes may execute
arbitarily fast or slow or even stop executing all together. Therefore, contention
manager designers are free to experiment with a wide range of heuristics for
controlling contention, and in particular can exploit timing information avail-
able in the target system, for example to delay an operation to prevent it from
interfering with another.

The idea of combining an algorithm that ensures the required safety proper-
ties in an asynchronous model, but does not guarantee progress, with a mech-
anism that exploits timing information about the execution environment to en-
sure progress is not new. For example, failure detectors [7JI9] can be used with
asynchronous consensus algorithms to guarantee progress in the face of failures.
Similarly, the Disk Paxos algorithm [I2] employs a leader election algorithm to
ensure progress.

Although these approaches are similar in spirit to the obstruction-free ap-
proach, there are differences both in motivation and in acceptable solution ap-
proaches. First, research on failure detectors focuses on fault tolerance. It is
known to be impossible to tolerate the failure of even a single process in some
asynchronous environments, including message passing environments and shared
memory systems in which memory can be accessed only using read and write
operations [ITJ20]. In such environments, it is necessary to exploit synchrony in
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the system to solve fundamental problems such as consensus. Failure detector
research aims at characterizing and separating out this synchrony.

In contrast, research on obstruction-free algorithms has focused on modern
shared-memory multiprocessors, which support strong synchronization primi-
tives, such as compare-and-swap (CAS). It has long been understood that we
can implement any shared data structure so that it can tolerate process crashes
in such environments, even in an asynchronous model [I5]. Thus, recent work
on the obstruction-free approach to implementing nonblocking data structures is
not motivated by fault tolerance, but by performance, simplicity of design, and
separation of concerns: we achieve simpler implementations that perform better
in the common uncontended case, while separating the design of mechanisms for
achieving progress (e.g., contention managers) from the design of the underlying
obstruction-free algorithm that guarantees the required safety properties.

The Disk Paxos algorithm [I2] uses a consensus algorithm to agree on transi-
tions of a replicated state machine, but the consensus algorithm does not guar-
antee progress under contention. Therefore, the algorithm uses a leader election
algorithm, and processes take steps of the consensus algorithm only when they
believe themselves to be the leader. The leader election algorithm eventually
ensures that exactly one process is the leader (provided some reasonable as-
sumptions about system “stability” are eventually satisfied), and thereby ensures
progress. This can be viewed as a form of contention management. However, such
use of a leader election algorithm as a contention manager is not acceptable in
the design of shared data structures, because it eliminates concurrency in the
common case. This is natural in the case of Disk Paxos, because concurrent op-
erations trying to reach consensus necessarily synchronize with each other, but
operations on shared data structures should be able to proceed in parallel when
they do not conflict. Therefore, we have taken care to design our transforma-
tion so that it uses its original contention manager as long as it is effective, and
only attempts to serialize operations if this contention manager proves ineffec-
tive. This way, we guarantee that every operation eventually completes, while
continuing to exploit the natural concurrency between nonconflicting operations.

To our knowledge, the only other work aimed at providing strong progress
guarantees for obstruction-free algorithms is due to Guerraoui, Herlihy, and
Pochon [I4]. They present a simple contention manager and prove that it en-
sures that every transaction completes after a bounded delay. However, their
contention manager is blocking, which means a single thread failure can prevent
further progress by any other transaction, and common events, such as thread
preemptions, can prevent progress for long periods of time.

Scherer and Scott [26] developed the timestamp contention manager based
on the ideas used by our transformation, but have not made any claims about
whether or under what circumstances it ensures progress. Furthermore, their ex-
periments show that this contention manager does not perform as well as others
they have invented. Our transformation shows that we can choose a contention
manager based on its performance in common cases, rather than in the worst
case, without giving up guaranteed progress.
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2 Background

Before presenting our transformation, we introduce background on nonblock-
ing shared data structures, nonblocking progress conditions, and asynchronous
and semisynchronous models of computation, and briefly describe some previous
results that use semisynchronous models to analyze implementations.

2.1 Nonblocking Shared Data Structures

Today, almost all concurrent programs rely on blocking constructs such as mu-
tual exclusion locks for synchronizing access to shared data structures. The use
of locks introduces numerous problems, including deadlock, performance bot-
tlenecks, and priority inversion [I5]. Researchers have investigated nonblocking
implementations in the hope of eliminating these problems.

An implementation of a shared data structure in a shared memory system
provides a representation of the data structure using base objects in the system
and provides algorithms for the processes of the system to perform operations
on the data structure.

Most nonblocking algorithms are based on an optimistic approach to syn-
chronization, in which an operation is attempted but may fail to take effect if
another concurrent operation interferes. In this case, the operation is retried. A
significant source of difficulty is guaranteeing that an operation is not retried
repeatedly without ever completing. Generally, stronger nonblocking progress
guarantees are more difficult to achieve, and require algorithms that are more
complicated and more expensive.

2.2 Nonblocking Progress Conditions

A wail-free implementation [15] guarantees that when a process performs an op-
eration, it completes the operation in a finite number of its own steps, regardless
of how fast or slowly other processes execute, and even if they stop executing
permanently. Such strong progress guarantees are attractive, but often very dif-
ficult to achieve. Most wait-free algorithms in the literature are too complicated
and too expensive to be useful in practice.

A lock-free implementation guarantees that, starting from any state in which
one or more processes are executing operations, some process will complete its
operation within a finite number of steps. This weaker progress condition usually
makes lock-free implementations easier to design than wait-free ones. Simple
and practical lock-free implementations have been achieved for a small number
of important data structures, such as stacks [28], queues [25], and workstealing
deques [3I8]. Lock-freedom has generally been regarded as acceptable because
well known contention management techniques such as backoff [I] are effective
at reducing contention when it arises, thereby achieving progress in practice,
despite the lack of the strong theoretical guarantee of wait-freedom.

Herlihy, Luchangco, and Moir [16] recently proposed the obstruction-free ap-
proach to implementing nonblocking operations for shared data structures. An
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obstruction-free implementation simply guarantees that a process will complete
its operation if it eventually executes enough steps without interference from
other processes. Thus, if two or more processes repeatedly interfere with each
other, it is possible that none of them completes its operation. The view is
that, because contention management techniques are required to achieve accept-
able performance when contention arises anyway, it is unnecessary to make any
progress guarantees in the case of contention between concurrent operations.

Several examples in the literature suggest that by providing only obstruction-
free progress guarantees, significantly simpler implementations can be achieved
that are faster in the uncontended case [I6JI8J2T]. Furthermore, although an
implementation that is obstruction-free but not lock-free will exhibit livelock if
contention is ignored, experience shows that livelock can be effectively avoided
by using simple contention management strategies [I8I26/27].

2.3 Asynchronous and Semisynchronous Models of Computation

Concurrent algorithms are usually required to ensure safety properties regardless
of how the steps of concurrent processes are interleaved, and (therefore) regard-
less of how fast or slowly any process executes. In other words, these algorithms
should be proved safe in an asynchronous model of computation, in which the
steps of processes are scheduled by an adversarial scheduler that can perform
many steps of a process consecutively or perform them arbitrarily far apart. In
such a model, it is impossible for a process to determine whether another process
has crashed (i.e., stopped executing) or is just running very slowly.

Of course, in reality, there are limits to how fast or slowly processes can run.
Some algorithms exploit assumptions about these limits to improve in various
ways on algorithms designed for an asynchronous model. Such algorithms are an-
alyzed in synchronous or semisynchronous models of computation that embody
timing assumptions made about the target execution environment.

In a synchronous model, all processes execute steps at the same rate (until
they crash). This means that if a process does not perform a step when it should,
other processes can detect that it has crashed. However, if the correctness of a
particular algorithm depends on all (noncrashed) processes performing steps
precisely at a given rate, then tiny variations in execution rate, for example due
to one processor becoming warmer than another, can cause incorrect behavior.
Consequently, such algorithms are not generally practical.

Semisynchronous models relax these timing requirements, allowing processes
to execute steps at different rates, and even allowing the rate at which a partic-
ular process executes to vary over time. However, it is assumed that there is an
upper bound on the relative execution rates of any pair of processes. To be more
precise, let us define the mazimum step time of an execution as the longest time
between the completion times of consecutive steps of any process. We define min-
imum step time analogously. Semisynchronous models assume that there exists
a finite R such that in all executions, the ratio of the maximum and minimum
step times is at most R. The evaluation of algorithms in semisynchronous models
has value for the practitioner because real-world systems satisfy the assumptions
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of such models, and for the theoretician in understanding the limitations of as-
sumptions on timing.

In the known-bound model [223], R is known by all processes. This implies
that a process can wait long enough to guarantee that every other process has
taken another step, or has crashed. Some algorithms that depend on knowledge
of R can violate safety requirements in systems that do not satisfy the assumed
bound. Conservative estimates of the bound for a particular system generally
translate into worse performance, so designers are faced with a dangerous trade-
off in using such algorithms. Thus, such algorithms are not easily portable and
indeed may violate safety properties in a given system if the system stops satis-
fying the timing assumptions, for example due to increased temperature.

In the unknown-bound model [9I2], R is not known to processes. Thus, in
contrast to the synchronous and known-bound models, a process does not know
how long to wait to ensure that every other process that has not crashed takes
a step. Therefore, it is not possible for a process to detect that another process
has crashed. Nonetheless, it is possible for algorithms to wait for increasingly
longer periods, and to exploit the knowledge that eventually all noncrashed
processes have taken a step during one of these periods. It has been shown that
an algorithm that is correct in this model does not violate any of its safety
properties even in an asynchronous model, although progress properties proved
in the unknown-bound model may not hold in an asynchronous model [2].

Algorithms that are correct in an asynchronous model are nonetheless some-
times analyzed in a synchronous or semisynchronous model, thus allowing the
analysis to depend on various timing assumptions. Because contention manage-
ment techniques such as backoff fundamentally rely on operations waiting for
some time before retrying, they cannot be meaningfully analyzed in an asyn-
chronous model of computation, which has no notion of time whatsoever.

In this paper, we show how to transform any obstruction-free implementation
into one that guarantees that every process performing an operation eventually
completes the operation, when analyzed in the unknown-bound model. Thus, the
resulting algorithm is safe to use in any non-real-time application, and guarantees
that every operation eventually completes in any practical system.

2.4 Some Previous Work Using Semisynchronous Models

The study of algorithms in semisynchronous models has a long tradition in the
distributed-computing community [QIT0/5]. Semisynchronous algorithms have re-
ceived considerable attention in the context of shared-memory synchronization.
For lack of space, we mention only a few of the results.

Fischer [10] was the first to propose a timing-based mutual exclusion algo-
rithm. He showed that in a known-bound model, there is a simple and efficient
algorithm that uses a single shared variable. This overcame the linear space
lower bound of Burns and Lynch [6] for asynchronous systems. Unfortunately,
that algorithm violates safety properties if the timing assumptions of the model
are violated. Lynch and Shavit [23] improved on Fischer’s algorithm: in the same
model, they presented an algorithm that uses two variables and ensures safety
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even if the timing assumptions are violated, although progress is not guaranteed
in this case. Gafni and Mitzenmacher [I3] analyzed this algorithm under various
stochastic timing models. Alur, Attiya, and Taubenfeld [2] showed that timing-
based mutual exclusion and consensus algorithms with constant time complexity
in the uncontended case exist in the unknown-bound model.

Counting networks [4] have also been evaluated in semisynchronous models.
Lynch, Shavit, Shvartsman, and Touitou [22] showed that some nonlinearizable
uniform counting networks are linearizable when analyzed in the known-bound
model. This result was generalized by Mavronicolas, Papatriantafilou, and Tsigas
[24] to nonuniform networks under a variety of timing assumptions. In these
results, the linearizability of the implementations depends on timing.

3 Our Transformation

We begin by explaining some simple ways of ensuring progress for each opera-
tion under various different assumptions and models. These ideas motivate the
techniques used in our algorithm, and explain why they are needed under the
weak assumptions of the unknown-bound model.

First, if we assume that processes never crash, then it is easy to ensure
progress, even in an asynchronous model. This is achieved by ordering opera-
tions using timestamps, and having each process wait until all earlier operations
in this order have completed before performing the steps of its own operation.
This ensures that operations do not encounter contention with concurrent opera-
tions while executing the original obstruction-free algorithm, so every operation
eventually completes. However, if a process does crash while it has a pending
operation, no operations with later timestamps can be executed.

In a synchronous model, if all processes know an upper bound B on the
number of consecutive steps that must be taken by a process to ensure that
its operation completes, then it is easy to guarantee that each operation com-
pletes, even if processes can crash. The idea is, again, to order operations using
timestamps and to have processes refrain from executing their operations while
operations with earlier timestamps are pending. However, unlike in the asyn-
chronous model, a process can detect if another process crashed while executing
its operation: If the operation is not completed within B steps, then the process
executing it must have crashed. In this case, a process can execute its operation
when every operation with an earlier timestamp has either completed, or will
not interfere further because the process executing it has crashed.

A similar approach works in the known-bound model. In this case, a process
that is waiting for an earlier operation than its own to complete must conserva-
tively assume that it is executing its steps at the maximum speed allowed by the
model relative to the speed of the process executing the earlier operation. Thus,
in this model, a process must wait for RB steps in order to be sure that another
process has had time to execute B steps, where R is the ratio of the maximum
and minimum step times.
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However, this technique does not work in the unknown-bound model because
the bound R is not known to processes. In fact, in this model, it is impossible for
one process to determine that another process has crashed. Nonetheless, ideas
similar to those described above can be used to guarantee that each operation
excuted by a process that does not crash will complete even in the unknown-
bound model. The key idea is that, rather than delaying for an amount of time
that is known to be long enough to allow another process to take B steps, a
process can delay for increasingly long periods of time while an earlier operation
has not completed.

Each time a process performs b steps of its operation, for some constant b,
it increments a counter. This serves the dual purposes of demonstrating that it
has not crashed, and therefore must be deferred to by later operations, as well
as increasing the number of steps for which later operations must defer. After
a process has waited the required number of steps for an earlier operation that
has not been completed and whose counter has not been incremented, it assmues
that the process performing the earlier operation has crashed. Consequently, it
removes the timestamp of that operation from the order of operations under
consideration and proceeds.

In case the process executing the earlier operation has, in fact, not crashed,
it reinstates its operation into the order (using its original timestamp). With
this arrangement, if a process does crash while executing an operation, then it is
removed from consideration and does not prevent progress by other operations.
On the other hand, if an operation fails to complete because others did not wait
long enough, then they will wait longer next time, so the bound provided by the
model ensures that eventually they will wait long enough and the operation will
complete.

It is important to note that the worst-case bound R for a particular system
might be very high, because a process might occasionally take a very long time
between two steps. However, the algorithm has no knowledge of the bound, so
the bound does not affect the performance of the algorithm; only the particular
execution behaviour does. Furthermore, even if an unlikely sequence of events
causes progress to take a long time, this has no bearing on how the algorithm
behaves in the future. In practice, processes run at approximately the same speed
most of the time. Therefore, the effective bound will generally be small, even if,
in theory, the actual bound is very large.

This description captures the key idea about how we transform implemen-
tations to provide progress guarantees in the unknown-bound model. However,
because this strategy essentially amounts to eliminating concurrency, it would
not be practical if simply used as described. Therefore, our transformation does
not employ this strategy until some process determines that it has executed the
original operation too long without making progress.

The algorithm produced by applying our transformation to an obstruction-
free algorithm OFAlg (which may include a contention manager) is shown in
Figure [l We now describe the transformed algorithm in more detail.
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invoke(op)
N1: if =PANIC
N2: execute up to B steps of OFAlg
N3: if op is complete
N4: return response
N5: PANIC « true
// panic mode
P1: t « fetch-and-increment(C)

P2: Ali] —1
repeat
P3: Tli] — ¢
// find minimum time stamp; reset all others
P4: m«—t
k1
P5: for each j # i
P6: s — Tj]
pr: if s<m
P8: Tk] < o0
P9: m«— s
k«—j
else
P10: if (s < 00) T[j] < o0
P11: if k=1
repeat
P12: execute up to b steps of OFAlg
P13: if (op is complete)
P14: Tli] «+ oo
P15: PANIC « false
P16: return response
P17: Ali] — Ali] +1
P18: PANIC « true
P19: until (77 = co)
else
repeat
P20: a — A[k]
P21: wait a steps
P22: s — T[k]
P23: until a = A[k] or s #m
P24: if (s=m) Tlk] — o0

P25: until (op is complete)

Fig. 1. The transformation

The PANIC flag is used to regulate when the strategy to ensure progress
should be used. When a process invokes an operation, it first checks this flag
(N1) and, if it is false, executes up to B steps of its original algorithm (N2),
where B is a parameter of the transformation. If these steps are sufficient to
complete its operation, the process simply returns (N3-N4). Observe that, if
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every operation completes within B steps, then the PANIC flag remains false,
so the transformed algorithm behaves exactly like the original one, except that
it must read one variable, which is likely to be cached. Thus, by choosing B
appropriately, we ensure that our transformation introduces very little overhead,
if the original contention manager is effective.

If its operation fails to complete within B steps, a process sets the PANIC
flag to true (N5). Thereafter, until the flag is reset, all new operations see that
the PANIC flag is true and begin to participate in the strategy to ensure progress
(P1-P25).

A process p; participating in this strategy first acquires a timestamp (P1),
initializes its activity counter A[i] (P2), and then repeats loop P3-P25 until its
operation is complete. In each iteration of this loop, p; announces its times-
tamp in T'[¢] (P3) and then searches for the minimum (i.e., oldest) timestamp
announced by any process. All timestamps that are not co, but are larger than
the minimum timestamp it observes, are replaced by co (P4-P10).

If p; determines that it has the minimum timestamp (P11), then it repeatedly
takes up to b steps of the original algorithm (P12) (where the constant b is a
parameter of the algorithm), increments its activity counter (P17), and resets
the PANIC flag to true (P18). Note that the PANIC flag may have been set
to false because some other process completed its operation (P15). Resetting
the PANIC flag to true ensures that new operations continue to participate
in the strategy to ensure progress. Process p; repeats these steps until either
its operation finishes (P13-P16) or some other process overwrites its timestamp
with oo (P19). The latter case indicates that this other process has read an older
timestamp (P8, P10) or thinks that p; may have crashed (P24).

If process p; determines that some other process p; has the minimum times-
tamp (P11), then p; enters loop P20-P23. During each iteration of this loop, p;
reads py’s activity counter A[k] (P20) and waits for the indicated number of steps
(P21). If pi’s timestamp is overwritten during this period of time, then either
pr has completed its operation, another process thought that py had crashed,
or another process saw an operation with a smaller timestamp. In this case, p;
exits the loop (P23). If py’s timestamp is not overwritten by another value and
pr. does not increment its activity counter during this period of time, then py
may have crashed, so p; exits the loop (P23) and overwrites py’s timestamp with
oo (P24).

In the next section, we present a careful proof of correctness for the resulting
algorithm. Specifically, we show that, if process p; has the smallest timestamp
among all active processes with uncompleted operations, then p; eventually com-
pletes its operation. Before doing so, we informally explain why our strategy
ensures this property.

Eventually, in every iteration of loop P3-P25, process p; enters loop P12-P19.
Meanwhile, other processes determine that p;’s timestamp is the minimum and
wait for a number of steps indicated by p;’s activity counter Ali]. If p; doesn’t
complete its operation within b steps, then it increments its activity counter
Ali]. Eventually, no process resets T'[i] to oo, and A[i] becomes large enough so
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that each process executing loop P20-P23 waits long enough at P21 so that p;
increments A[i] during this period. Thus, eventually, all other active processes
remain in loop P20-P23, so no process except p; executes steps of the original
algorithm. Hence, obstruction freedom guarantees that p; eventually completes
its operation.

On the other hand, if p; crashes, then the other processes will no longer see
Ali] change, will stop waiting for p;, and will overwrite its timestamp with oco.
Then the way is clear for the next operation in timestamp order (if any) to make
progress.

An important feature of the transformed implementation is that, if the orig-
inal contention manager is occasionally ineffective, causing the PANIC flag to
be set, the PANIC flag will be reset and normal execution will resume, provided
the original contention manager does not remain ineffective. To see this, recall
that every operation by a noncrashed process eventually completes, and note
that each operation either sees that PANIC' is false and does not set it (N1), or
sets it to false before returning (P15). Furthermore, PANIC is set to true only
by an operation that has executed either B or b steps of the original algorithm
(including the original contention manager) without completing. Thus, with ap-
propriate choices for B and b, we ensure that our mechanism continues to be
invoked only if the original contention manager continues to be ineffective.

4 Proof of Correctness

The transformed algorithm performs the original algorithm on the original shared
objects and does not apply any other steps to those objects. Thus, the algorithm
produced by applying our transformation to any obstruction-free algorithm re-
tains the semantics of the original algorithm.

It remains to prove that the resulting algorithm is wait-free (assuming that
there is a bound on the ratio of the maximum time and minimum time between
steps of each process), that is, when the algorithm is executed in a system that
satisfies the assumptions of the unknown-bound semisynchronous model, every
operation executed by a process that does not crash eventually completes.

We begin with the following lemma, which we use in the wait-freedom proof.

Lemma 1. If two different processes p; and p; are both in the loop at lines
P12-P19, then either T[i| = co or T[j] = co.

Proof. Before reaching line P12, each process must set its entry in T to the
timestamp of its operation at line P3. Consider the last time each process did
so, and suppose, without loss of generality, that p; did so before p; did. Because
p; reached line P12, p; must have set T[j] to oo (or read that T[j] = oo) after it
set TT(i], which was after the last time p; set T7j] to a finite value. Since no other
process sets T[j] to anything other than oo, we have T[j] = oo, as required.

The proof of wait-freedom is by contradiction. Suppose there is an execution
in which some process takes an infinite number of steps after invoking an oper-
ation, but does not complete the operation. All the claims that follow are made
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within the context of this execution. Throughout the proof, we use v; to denote
the local variable v in the code of process p;.

Any process that does not complete its operation within B steps must have
seen (or set) PANIC = true. Then, on line P1, it must have applied fetch-and-
increment to C and received a unique timestamp for this operation.

Let t* be the minimum timestamp of any operation that does not complete
even though the process p;« that invoked this operation takes an infinite number
of steps. Thus, after some point in the execution, any process that gets a times-
tamp less than ¢* for an operation it invokes either completes the operation or
stops taking steps. Let X be any point in the execution after p;« first sets T'[i*]
to t* on line P3 and such that, after X, no process takes a step of an operation
with timestamp less than t*.

Lemma 2. Infinitely often, p;« is not in loop P12-P19.

Proof. Suppose that there is some point Y after X in the execution such that
after Y, p;» remains in loop P12-P19 forever. Note that p;« is the only process
that can set T'[i*] to a value other than oco. However, p;« does not do so after Y.
Thus, if T'[i*] is set to oo after YV, then it will remain co. But then p;» will exit
the loop, contrary to assumption. Hence, from Y onwards, T'[i*] = t*.

By Lemma [I any other process p; that is in loop P12-P19 after Y has
T[j] = oo and so, if it continues to take steps, would eventually exit this loop.
Process p; cannot re-enter this loop after leaving it: since t; > t* = T'[i*], when
p; next reaches line P11, k; # j . Thus, there is some point after ¥ in the
execution after which no process except p;« performs steps in loop P12-P19.

Since the only line that sets PANIC to false is P15, which p;« does not
perform after Y (or else p;» would complete its operation), and since p;« sets
PANICto true every iteration, eventually PANIC remains true. Thus, eventually,
no process will perform N2. Thus, there is some point after Y in the execution
after which no process except p;« performs steps of OFAlg.

Note that, in each iteration of loop P12-P19, process p;~ executes b steps of
OFAlg. Since OFAlg is obstruction free, this implies that p;« eventually completes
its operation and exits the loop by performing line P16. This contradicts the
assumption that p;+ remains in loop P12-P19 from Y onwards.

When p;« performs line P4 during its last operation, it sets m;« to t*. There-
after, m;« is always less than or equal to t*, since the only other way m;« gets
assigned a value is when lines P7-P9 are performed. After X, every process py
with T'[k] < t* takes no steps, so A[k] does not change. Thus, if p;« enters loop
P20-P23 (with k;» # i* and m;. < t*), it will eventually leave it, because A[k;«|
does not change. Furthermore, if no other process sets T'[k;«] to a different value
(either to the timestamp of a later operation performed by py,. or to co), then
pi+ will set T'[k;+] to oo on line P24.

Because p;~ takes an infinite number of steps and remains in loop P3-P25,
but does not remain in loop P12-P19 or loop P20-P23 forever, p;+ performs lines
P3-P10 infinitely often. Thus, eventually, T'[j] > t* for all j # . In each iteration
of loop P3-P25 starting after this point, p;+ performs a successful test on line P11



90 F.E. Fich et al.

and executes loop P12-P19. In each iteration of this inner loop, p;+ increments
A[i*]. Thus A[i*] increases without bound. Furthermore, the number of steps
performed between successive increments of A[i*] is bounded by a constant.

Eventually, from some point Z on, T[j] > ¢* for all j # i* and A[:*] is greater
than R times the maximum number of steps between successive increments of
Ali*], where R is the ratio of the maximum and minimum step times. If, after
Z, process p; begins loop P20-P23 with k; = ¢*, then, while it is waiting on
line P21, process p;+ increments A[i*]. Hence, if p; exits this loop, s; # m; and
p; does not set T'[i*] to co. The only other places that T'[¢*] can be set to oo
are lines P8, P10, and P14. By assumption, process p;» does not complete its
operation, and so does not execute P14. Note that after X, T[i*] contains only
t* or co. If process p; reads T[i*] = oo on line P6, then it performs no write on
line P10. Otherwise process p; reads T'[i*] = t* on line P6. In this case, it sets
m; = t* on line P9. After Z, T'[k] > t* for all k # i*, so process p; does not
write to T'[¢*] on line P8. Thus, eventually, no process writes co to T'[¢*]. Since
process p;« writes t* to T'[¢*] infinitely often, T'[i*] has value ¢* from some point
onwards.

But this implies that, eventually, process p;« enters and never exits loop
P12-P19. This contradicts Lemma

5 Concluding Remarks

We have shown that any obstruction-free algorithm can be transformed into a
new algorithm that is wait-free when analyzed in the unknown-bound semisyn-
chronous model of computation. Our transformation can be applied to an
obstruction-free implementation, together with any valid contention manager,
and the transformed implementation behaves like the original as long as the
chosen contention manager is effective. Because real-world systems satisfy the
assumptions of the model we consider, our result shows that obstruction-free
algorithms and ad hoc contention managers can be used in practice without
sacrificing the strong progress guarantees of wait-freedom.

In an earlier version of our transformation, a process incremented its activity
counter only once in each iteration of the outer loop P3-P25, rather than each
iteration of loop P12-P19. Hugues Fauconnier pointed out that this transforma-
tion applies only to bounded obstruction-free algorithms. These are algorithms
having a finite bound such that every operation completes within that number
of steps after it encounters no more interference. In contrast, the algorithm we
present here can be applied even if an execution contains an operation and an
infinite sequence of different configurations with increasing time requirements for
completion of that operation when running alone. In other words, our algorithm
ensures that every operation executed by a noncrashed process eventually com-
pletes, even if the underlying obstruction-free algorithm only guarantees eventual
completion after encountering no more interference.

Our result can easily be made stronger from both practical and theoreti-
cal points of view. First, as presented, our transformation introduces the need
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to know of the maximum number of processes that use the implementation.
However, this disadvantage can easily be eliminated using results of Herlihy,
Luchangco and Moir [I7]. From a theoretical point of view, our use of the fetch-
and-increment can be eliminated by using standard timestamping techniques
based on an array of single-writer-multiple-reader registers. Thus, our transfor-
mation is applicable in a wide range of shared memory systems, as it does not
depend on any special support for synchronization.
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detection algorithm B that can tolerate process crashes. Our transfor-
mation assumes the existence of a perfect failure detector. We show that
a perfect failure detector is in fact necessary to solve the termination
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0(8(n,0)) per failure more than that of A. Furthermore, the overhead
(that is, the amount of control data piggybacked) on an application mes-
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The fault-tolerant termination detection algorithm resulting from the
transformation satisfies two desirable properties. First, it can tolerate
failure of up to n — 1 processes, that is, it is wait-free. Second, it does not
impose any overhead on the fault-sensitive termination detection algo-
rithm until one or more processes crash, that is, it is fault-reactive. Our
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1 Introduction

One of the fundamental problems in distributed systems is to detect termination
of an ongoing distributed computation. The termination detection problem was
independently proposed by Dijkstra and Scholten [I] and Francez [2] more than
two decades ago. Since then, many researchers have studied this problem and,
as a result, a large number of efficient algorithms have been developed for de-
tecting termination (e.g., [BIABGITISIOITOTTIT2ITIITA]). Most of the termination
detection algorithms in the literature have been developed assuming that both
processes and channels stay operational throughout an execution. Real-world
systems, however, are often prone to failures. For example, processes may fail by
crashing and channels may be lossy. In this paper, we investigate the termination
detection problem when processes can fail by crashing. We assume that process
crashes do not result in restarting of the primary computation.

One of the earliest fault-tolerant algorithm for termination detection was
proposed by Venkatesan [I5], which was derived from the fault-sensitive (that
is, fault-intolerant) termination detection algorithm by Chandrasekaran and
Venkatesan [9]. Venkatesan’s algorithm achieves fault-tolerance by replicating
state information at multiple processes. However, it assumes a prespecified bound
k on the maximum number of processes that can fail by crashing. Its message
complexity is O(kM + ¢), where M is the number of application messages ex-
changed by the underlying computation and ¢ is the number of channels in
the communication topology. As a result, the overhead incurred by the algo-
rithm depends on the maximum number of processes that can fail during an
execution rather than the actual number of processes that fail during an exe-
cution. Moreover, the algorithm assumes that it is possible to send up to k + 1
(possibly different) messages to different processes in an atomic manner. Unlike
other fault-tolerant termination detection algorithms, however, Venkatesan’s al-
gorithm does not assume that the communication topology is fully connected
and works as long the topology is (k + 1)-connected [15].

Lai and Wu [10] and Tseng [I7] modify fault-sensitive termination detection
algorithms by Dijkstra and Scholten [I] and Huang [§], respectively, to derive
two different fault-tolerant termination detection algorithms. Both algorithms
assume that the communication topology is fully connected. However, unlike
Venkatesan’s algorithm, both have low message complexity of O(M + fn + n),
where n is the initial number of processes in the system f is the actual number
of processes that fail during an execution. The algorithm by Lai and Wu [16]
has high detection latency of O(n) whereas the algorithm by Tseng [I7] has
high application and control message overheads of O(M) and O(f logn + nM),
respectively.

Shah and Toueg give a fault-tolerant algorithm for taking a consistent snap-
shot of a distributed system in [I8]. Their algorithm is derived from the fault-
sensitive consistent snapshot algorithm by Chandy and Lamport [19]. As a re-
sult, each invocation of their snapshot algorithm may generate up to O(c) control
messages. It is easy to verify that, when their algorithm is used for termination
detection, the message complexity of the resulting algorithm is O(cM) in the
worst-case. Similarly, Gértner and Pleisch [20] give an algorithm for detecting
an arbitrary stable predicate in a crash-prone distributed system. (Note that
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termination is a stable property.) In their algorithm, every relevant local event
is reliably and causally broadcast to a set of monitors, thereby increasing the
message complexity significantly.

In this paper, when the communication topology is fully connected, we de-
scribe a way to transform any fault-sensitive termination detection algorithm
A into a fault-tolerant termination detection algorithm B. Our transformation
assumes the existence of a perfect failure detector, which we show is necessary
to solve the problem. Let u(n, M) and §(n, M) denote the message complexity
and detection latency, respectively, of A when the system has n processes and
the underlying computation exchanges M application messages. The message-
complexity of B is O(f(n + p(n,0))) messages more than the message com-
plexity of A. Also, the detection latency of B is O(fd(n,0)) more than the
detection latency of A. For most termination detection algorithms, when the
topology is fully connected, p(n,0) is either O(n) or O(c), and §(n,0) is O(1).
(For example, for the Dijkstra and Scholten’s algorithm [I], x(n,0) = O(n) and
d(n,0) = O(1) when their algorithm is adopted for a non-diffusing computa-
tion.) Further, the application and control message overheads of B are at most
O(flogn) and O(flogn + nlog M) more than those for A. (Message overhead
refers to the amount of control information piggybacked on a message.) The over-
head of O(nlog M) applies only to those control messages that are exchanged
whenever a crash is detected. The fault-tolerant termination detection algorithm
resulting from the transformation satisfies two desirable properties. First, the it
can tolerate failure of up to n—1 processes, that is, it is wait-free. Second, it does
not impose any overhead on the fault-sensitive termination detection algorithm
if no process actually crashes during an execution, that is, it is fault-reactive.

Typically, generalized transformations tend to be inefficient compared to cus-
tomized /specialized transformations. However, when our transformation is ap-
plied to fault-sensitive termination detection algorithms by Dijkstra and Scholten
[1] and Huang [§], the resulting fault-tolerant algorithms compare very favorably
with those by Lai and Wu [I6] and Tseng [I7]. Specifically, when our transforma-
tion is applied to Dijkstra and Scholten’s algorithm [I], the resulting algorithm
has the same message-complexity and detection latency as the algorithm by Lai
and Wu [16]. However, the message overhead—application as well as control—is
higher for our algorithm. On the other hand, when our transformation is applied
to Huang’s weight throwing algorithm [8] (which is similar to Mattern’s credit
distribution and recovery algorithm [7]), the resulting algorithm has the same
message-complexity and detection latency as that of the algorithm by Tseng [17]
but has slightly higher application message overhead (O(log M + flogn) versus
O(log M)). Surprisingly, the overhead of control messages exchanged due to pro-
cess crashes by our algorithm, which is given by O(flogn + nlog M), is much
lower than that of Tseng’s algorithm [I77], which is given by O(flogn + nM).
For comparison between various fault-tolerant termination detection algorithms,
please refer to Table[Il The results of applying our transformation to some im-
portant termination detection algorithms are given in [21].

The main idea behind our approach is to restart the fault-sensitive termina-
tion detection algorithm whenever a new failure is detected. A separate mecha-
nism is used to account for those application messages that are in-transit when
the termination detection algorithm is restarted. Arora and Gouda [22] also
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Table 1. Comparison of various fault-tolerant termination detection algorithms

A 3;
Venkatesan [15] | Lai and Wu [16] Tseng [17] Our . pproach
[this paper]
) w(n, M) +
Message Complexity O(kM + ¢) OM+ fn+n) |OM+ fn+n)
O(f (n+ p(n,0)))
. 6(n, M) +
Detection Latency Oo(M O(n O(f+1
@ w vy O(f (n,0))
Application Message L. . a(n, M) +
k- duplicat O(f1 log M O(log M
Overhead way duplication|O(f logn + log M) (log M) O(f logn)
Control Termlna.tlon O(logn + log M) |O(f logn + log M) O(log M)™ Bn, M) +
Message Detection O(flogn)
Fail 1
Overhead| e - O(flogn +log M)|O(flogn + nan)| O 1o8m) +
Recovery O(nlog M)
. FIFO channels +| fully connected | fully connected fully connected
Assumptions X K
atomic multicast topology topology topology

*Assuming an efficient implementation of weight throwing scheme such as the one described in [7]
: initial number of processes in the system

: number of channels in the communication topology

: actual number of processes that crash during an execution

: maximum number of processes that can crash during an execution

T 03

M: number of application messages exchanged

p(n, M) : message complexity of the fault-sensitive termination detection algorithm with n
processes and M application messages

&(n, M) : detection latency of the fault-sensitive termination detection algorithm with n
processes and M application messages

a(n, M) : application message overhead of the fault-sensitive termination detection algorithm
with n processes and M application messages

B(n, M) : control message overhead of the fault-sensitive termination detection algorithm with

n processes and M application messages

provide a mechanism to reset a distributed system. Their approach is different
from our approach in many ways. First, the semantics of their reset operation is
different from the semantics of our restart operation. Specifically, if their reset
mechanism is applied to our system, then it will not only reset the termination
detection algorithm but will also reset the underlying distributed computation
(whose termination is to be detected). Further, application messages exchanged
by the underlying computation before it is reset will be discarded. If a failure
occurs near the completion of the underlying computation, the entire work needs
to be redone if the distributed reset procedure is used. In contrast, in our case,
the distributed computation continues to execute without interruption. (When
there are process crashes, we assume that the primary computation may be able
to cope with process failures without the need to restart itself.) Therefore, in
our case, application messages exchanged before the termination detection algo-
rithm is restarted, especially those exchanged between correct processes, cannot
be ignored. Arora and Gouda’s approach is more suitable for applications that
can be reset on occurrence of a failure whereas our approach is more suitable for
applications that continue to execute despite failures. Second, in their approach,
the system may be reset more than once for the same failure. This may hap-
pen, for example, when multiple processes detect the failure of the same process
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at different times. Third, their reset operation, which is self-stabilizing in na-
ture, is designed to tolerate much broader and more severe kinds of faults such
as restarts, message losses and arbitrary state perturbations than just crash
failures. Not surprisingly, their reset operation has higher message and time
complexities than our restart operation. Fourth, their approach is non-masking
fault-tolerant, which implies that the safety specification of the application may
be violated temporarily, even if there is a single crash fault. When translated to
our problem, this means that the termination detection algorithm may falsely
announce termination, a case which our approach avoids.

We build upon the work by Wu et al [23]. We do this in the context of the
failure detector hierarchy proposed by Chandra and Toueg [24], a way to compare
problems based on the level of synchrony required for solving them. We show
that termination detection needs the synchrony assumptions of a perfect failure
detector to be solvable even if at most one process can crash. This result can be
used to further understand the relationship between termination detection and
other problems in fault-tolerant distributed computing, such as consensus and
atomic broadcast.

Our transformation can also be extended to an arbitrary communication
topology provided process crashes do not partition the system. (In case par-
titioning occurs, termination is detected separately in each partition.) For an
arbitrary topology, however, the increase in message-complexity and detection
latency per failure is higher than that for fully connected topology. Due to lack
of space, we only focus on the transformation for fully connected topology in
this paper. Details of the transformation for arbitrary topology can be found
elsewhere [21].

This paper is organized as follows. In Sect.[2] we present our model of a crash-
prone distributed system and describe what it means to detect termination in
such a system. We discuss our transformation in Sect. Bl In Sect. dl we determine
the type of failure detector which is necessary for solving termination detection.
Finally, we present our conclusions and outline directions for future research in
Sect.

2 Model and Problem Definition

2.1 System Model

We assume an asynchronous distributed system consisting of multiple processes,
which communicate with each other by exchanging messages over a set of com-
munication channels. There is no global clock or shared memory.

Processes are not reliable and may fail by crashing. Once a process crashes,
it halts all its operations and never recovers. We use the terms “non-crashed
process”, “live process” and “operational process” interchangeably. A process
that crashes is called faulty. A process that is not faulty is called correct. Note
that there is a difference between the terms “live process” and “correct pro-
cess”. A live process has not crashed yet but may crash in the future. Let
P = {p1,pn,...,pn} denote the initial set of processes in the system. We as-
sume that there is at least one correct process in the system at all times.
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We assume that all channels are bidirectional but may not be FIFO (first-
in-first-out). Channels are reliable in the sense that if a process never crashes,
then every message destined for it is eventually delivered. A message may, how-
ever, take an arbitrary amount of time to reach its destination. Unless otherwise
stated, we assume that the communication topology is fully connected, that is,
every pair of operational processes can directly communicate with each other.

We assume the existence of a perfect failure detector [24], a device which
gives processes reliable information about the operational state of other pro-
cesses. Upon querying the local failure detector, a process receives a list of cur-
rently suspected processes. A perfect failure detector satisfies two properties [24]:
strong accuracy (no correct process is ever suspected) and strong completeness
(a crashed process is eventually permanently suspected by every correct pro-
cess). By varying definitions of completeness and accuracy, different types of
failure detectors can be defined. For example, the eventually perfect failure de-
tector satisfies eventually strong accuracy (eventually no correct process is ever
suspected) and strong completeness.

2.2 Termination Detection in a Crash-Prone System

Informally, the termination detection problem involves determining when a dis-
tributed computation has ceased all its activity. The distributed computation
satisfies the following four properties or rules. First, a process is either active or
passive. Second, a process can send a message only if it is active. Third, an active
process may become passive at any time. Fourth, a passive process may become
active only on receiving a message. Intuitively, an active process is involved in
some local activity, whereas a passive process is idle. In case both processes and
channels are reliable, a distributed computation terminates once all processes
become passive and stay passive thereafter. In other words, a distributed com-
putation is said to be classically-terminated once all processes become passive
and all channels become empty.

In a crash-prone distributed system, once a process crashes, it ceases all
its activities. Moreover, any message in-transit towards a crashed process can be
ignored because the message cannot initiate any new activity. Therefore, a crash-
prone distributed system is said to be strictly-terminated if all live processes are
passive and no channel contains a message in-transit towards a live process.
Wu et al [23] establish that, for the strict-termination detection problem to be
solvable in a crash-prone distributed system, it must be possible to flush the
channel from a crashed process to a live process. A channel can be flushed using
either return-flush [I5] or fail-flush [I6] primitive. Both primitives allow a live
process to ascertain that its incoming channel from the crashed process has
become empty.

In case neither return-flush nor fail-flush primitive is available, Tseng sug-
gested freezing the channel from a crashed process to a live process [17]. When a
live process freezes its channel with a crashed process, any message that arrives
after the channel has been frozen is ignored. (A process can freeze a channel only
after detecting that the process at the other end of the channel has crashed.) We
say that a message is deliverable if it is destined for a live process along a chan-
nel that has not been frozen yet; otherwise it is undeliverable. We say that the
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system is effectively-terminated if all live processes are passive and there is no
deliverable message in-transit towards a live process. Trivially, strict-termination
implies effective-termination but not vice versa. Deciding which of the two ter-
mination conditions is to be detected depends on the application semantics. We
believe that detecting effective-termination is sufficient in most cases.

Wu et al [23] also show that in order for strict-termination detection to be
solvable, process faults must be detectable. Translated into the terminology of
Chandra and Toueg [24], the failure detector used should satisfy strong complete-
ness. We fulfill this requirement by assuming the existence of a perfect failure
detector, which additionally satisfies strong accuracy. We justify this assumption
later by proving that we need at least a perfect failure detector to solve even
effective-termination detection in a crash-prone distributed system. Further, we
assume that it is possible to freeze the channel from a crashed process to a
live process (that is, application allows messages from crashed processes to be
discarded). Hereafter, we focus on effective-termination detection. The transfor-
mation results in Section [3, however, remain valid even for strict-termination
detection assuming that channels can be flushed instead of frozen.

For convenience, we refer to messages exchanged by the underlying dis-
tributed computation as application messages and to messages exchanged by
the termination detection algorithm as control messages. The performance of
a termination detection algorithm is measured in terms of three metrics: mes-
sage complexity, detection latency and message overhead. Message complexity
refers to the number of control messages exchanged by the termination detection
algorithm in order to detect termination. Detection latency measures the time
elapsed between when the underlying computation terminates and when the ter-
mination detection algorithm actually announces termination. Finally, message
overhead refers to the amount of control data piggybacked on a message by the
termination detection algorithm.

We call a termination detection algorithm fault-tolerant if it works correctly
even in the presence of faults; otherwise it is called fault-sensitive or fault-
intolerant. In this paper, we use the terms “crash”, “fault” and “failure” in-
terchangeably.

3 From Fault-Sensitive Algorithm to Fault-Tolerant
Algorithm

We assume that the given fault-sensitive termination detection algorithm is able
to detect termination of a non-diffusing computation, when any subset of pro-
cesses can be initially active. This is not a restrictive assumption as it is proved
in [25] that any termination detection algorithm for a diffusing computation,
when at most one process is initially active, can be efficiently transformed into a
termination detection algorithm for a non-diffusing computation. The transfor-
mation increases the message complexity of the underlying termination detection
algorithm by only O(n) messages and moreover, does not increase its detection
latency. We also assume that, as soon as a process learns about the failure of its
neighbouring process, it freezes its incoming channel with the process.
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Due to lack of space, we only describe the main idea behind our transfor-
mation. Further, we only state the main lemmas and theorems that are used to
prove its correctness and analyze its performance. The formal description of the
algorithm and omitted proofs can be found in [21].

3.1 The Main Idea

The main idea behind our transformation is to restart the fault-sensitive termi-
nation detection algorithm algorithm on the set of currently operational processes
whenever a new failure is detected. We refer to the fault-sensitive termination
detection algorithm—an input to our transformation—by A, and to the fault-
tolerant termination detection algorithm—the output of our transformation—by
B. Before restarting A, we ensure that all operational processes agree on the set
of processes that have failed. This is useful as explained further.

Consider a subset of processes ). We say that a distributed computation has
terminated with respect to @ (classically or strictly or effectively) if the respective
termination condition holds when evaluated only on processes and channels in
the subsystem induced by Q. Also, we say that @ has become safe if (1) all
processes in P\ @ have failed, and (2) every process in @) has learned about the
failure of all processes in P\ Q. We have,

Theorem 1. Consider a safe subset of processes Q. Assume that all processes
n Q stay operational. Then a distributed computation has effectively-terminated
with respect to P if and only if it has classically-terminated with respect to Q.

The above theorem implies that if all alive processes agree on the set of
failed processes and there are no further crashes, then it is sufficient to ascertain
that the underlying computation has classically-terminated with respect to the
set of operational processes. An advantage of detecting classical termination is
that we can use A4, a fault-sensitive termination detection algorithm, to detect
termination. We next show that even if one or more processes crash, A does not
announce false termination.

Theorem 2. When a fault-sensitive termination detection algorithm is executed
on a distributed system prone to process crashes then the algorithm still satisfies
the safety property, that is, it never announces false termination.

Now, when A is restarted, a mechanism is needed to deal with application
messages that were sent before A is restarted but are received after A has been
restarted. Such application messages are referred to as stale or old application
messages. Clearly, the current instance of A may not be able to handle an old
application message correctly. One simple approach is to “hide” an old appli-
cation message from the current instance of A and deliver it directly to the
underlying distributed computation. However, on receiving an old application
message, if the destination process changes its state from passive to active, then,
to the current instance of A, it would appear as if the process became active
spontaneously. This violates one of the four rules of the distributed computation.
Clearly, the current instance of A may not work correctly in the presence of old
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application messages and therefore cannot be directly used to detect termination
of the underlying computation.

We use the following approach to deal with old application messages. We
superimpose another computation on top of the underlying computation. We
refer to the superimposed computation as the secondary computation and to the
underlying computation as the primary computation. As far as live processes are
concerned, the secondary computation is almost identical to the primary com-
putation except possibly in the beginning. Whenever a process crashes and all
live processes agree on the set of failed processes, we simulate a new instance of
the secondary computation in the subsystem induced by the set of operational
processes. The processes in the subsystem are referred to as the base set of
the simulated secondary computation. We then use a new instance of the fault-
sensitive termination detection algorithm to detect termination of the secondary
computation. The older instances of the secondary computation and the fault-
sensitive termination detection algorithm are simply aborted. We maintain the
following invariants. First, if the secondary computation has classically termi-
nated then the primary computation has classically terminated as well. Second, if
the primary computation has classically terminated, then the secondary compu-
tation classically terminates eventually. Note that the new instances of both the
secondary computation and the fault-sensitive termination detection algorithm
start at the same time on the same set of processes.

We now describe the behavior of a process with respect to the secondary
computation. Intuitively, a process stays active with respect to the secondary
computation at least until it knows that it cannot receive any old application
message in the future. Consider a safe subset of processes (). Suppose an instance
of the secondary computation is initiated in the subsystem induced by Q. A
process p; € Q is passive with respect to the current instance of the secondary
computation if one of the following conditions hold:

1. it is passive with respect to the primary computation, and
2. it knows that there is no old application message in transit towards it from
any process in )

An old application message is delivered directly to the primary computation
and is hidden from the current instance of the secondary computation as well
as the current instance of the fault-sensitive termination detection algorithm.
Specifically, only those application messages that are sent by the current in-
stance of the secondary computation are tracked by the corresponding instance
of the fault-sensitive termination detection algorithm. (In other words, all appli-
cation messages are exchanged through the current instance of the termination
detection algorithm except for old application messages.) It can be verified that
the secondary computation is “legal” in the sense that it satisfies all the four
rules of the distributed computation. Therefore the fault-sensitive termination
detection algorithm A can be safely used to detect (classical) termination of the
secondary computation even in the presence of old application messages. First,
we show that, to detect termination of the primary computation, it is safe to
detect termination of the secondary computation.
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Theorem 3. Consider a secondary computation initiated in the subsystem in-
duced by processes in QQ. Then, if the secondary computation has classically ter-
minated with respect to Q, then the primary computation has classically termi-
nated with respect to Q.

Next, we prove that, to detect termination of the primary computation, it is
sufficient to detect the termination of the secondary computation under certain
conditions.

Theorem 4. Consider a secondary computation initiated in the subsystem in-
duced by processes in Q). Assume that the primary computation has classically
terminated with respect to (Q and each process in ) eventually learns that there
are there are mo old application messages in transit towards it sent by other
processes in Q. If all processes in Q) stay operational, then the secondary com-
putation eventually classically terminates with respect to Q.

We next describe how to ensure that all operational processes agree on the
set of failed processes before restarting the secondary computation the fault-
sensitive termination detection algorithm. Later, we describe how to ascertain
that there are no relevant old application messages in transit. We assume that
both application and control messages are piggybacked with the complement of
the base set of the current instance of the secondary computation in progress,
which can be used to identify the specific instance of the secondary computation.

Achieving Agreement on the Set of Failed Processes: Whenever a process
crashes, one of the live processes is chosen to act as the coordinator. Specifically,
the process with the smallest identifier among all live processes acts as the co-
ordinator. Every process, on detecting a new failure, sends a NOTIFY message
to the coordinator containing the set of all processes that it knows have failed.
The coordinator maintains, for each operational process p;, processes that have
failed according to p;. On determining that all operational processes agree on
the set of failed processes, the coordinator sends a RESTART message to each
operational process. A RESTART message instructs a process to initiate a new
instance of the secondary computation on the appropriate set of processes, and,
also, start a new instance of the fault-sensitive termination detection algorithm
to detect its termination.

It is possible that, before receiving a RESTART message for a new instance, a
process receives an application message that is sent by a more recent instance of
the secondary computation than that of the secondary computation currently in
progress at that process. In that case, before processing the application message,
it behaves as if it has also received a RESTART message and acts accordingly.

Tracking Old Application Messages: A process stays active with respect to
the current instance of the secondary computation at least until it knows that
it cannot receive any old application message from one of the processes in the
relevant subsystem. To that end, each process maintains a count of the number
of application messages it has sent to each process so far and, also, a count of
the number of application messages it has received from each process so far.
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A process, on starting a new instance of the secondary computation, sends
an OUTSTATE message to the coordinator; the message contains the number
of application messages it sent to each process before restarting the secondary
computation. The coordinator, on receiving an OUTSTATE message from ev-
ery operational process, sends an INSTATE message to all live processes. An
INSTATE message sent to process p; contains the number of application mes-
sages that each process has sent to p; before starting the current instance of
the secondary computation. This information can be easily computed by the
coordinator after it has received an OUTSTATE message from all live processes.

Clearly, once a process has received an INSTATE message from the coordina-
tor, it can determine how many old application messages are in transit towards
it and at least wait until it has received all those messages before becoming
passive for the first time with respect to the current instance of the secondary
computation.

3.2 Proof of Correctness

We now prove that our transformation produces an algorithm B that solves the
effective-termination detection problem given that A is a correct fault-sensitive
algorithm for solving the classical termination detection problem. The following
proposition can be easily verified:

Proposition 1. Whenever an instance of A is initiated on a process set @, all
processes in P\ Q have in fact crashed and all channels from processes in P\ Q
to Q have been frozen.

First, we prove the safety property.

Theorem 5 (safety property). If B announces termination, then the under-
lying computation has effectively terminated.

Next, we show that B is live. That is,

Theorem 6 (liveness property). Once the underlying computation effectively
terminates, B eventually announces termination.

3.3 Performance Analysis

Let p(n, M) and Od(n, M) denote the message complexity and detection latency,
respectively, of A when the system has n processes and the underlying computa-
tion exchanges M application messages. We now analyze the message complexity
and detection latency of the fault-tolerant termination detection algorithm B.
Let f denote the actual number of processes that fail during an execution of 5.

Lemma 1. The number of times A is restarted is bounded by f.

To compute the message complexity of B, we assume that u(n, M) satisfies
the following constraint for & > 1:

k k

Z,u(n, M;) < p(n, Z M)+ (k—1) p(n,0) (6.1)

i=1 i=1
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For all existing termination detection algorithms that we are aware of, u(n, M)
is linear in M. It can be verified that if u(n, M) is a linear function in M, then
the inequality (61 indeed holds.

Theorem 7 (message complexity). The message complexity of B is given by
p(n, M) + O(f (n+ u(n, 0)).

We now bound the detection latency of B. To compute detection latency in
an asynchronous distributed system, it is typically assumed that message delay
is at most one time unit. Moreover, we assume that the failure detection latency
is bounded by one time unit as well.

Theorem 8 (detection latency). The detection latency of B is given by
5(n, M) + O(£3(n, 0)).

We next bound the message overhead of B. Let a(n, M) and ((n, M) denote
the application and control message overhead, respectively, of A when the sys-
tem has n processes and the underlying computation exchanges M application
messages.

Theorem 9 (application message overhead). The application message
overhead of B is a(n, M) + O(f logn).

Finally, we bound the control message overhead of B. Note that control mes-
sages can be categorized into two groups. The first group consists of control mes-
sages exchanged by different instances of A. The second group consists of control
messages exchanged as a result of process crash, namely NOTIFY, RESTART,
OUTSTATE and INSTATE. We refer to the messages in the first group as ter-
mination detection messages and to the messages in the second group as failure
recovery messages.

Theorem 10 (control message overhead). The control message overhead of
B for termination detection messages is given by 3(n, M)+ O(flogn) and for
failure recovery messages is given by O(flogn + nlog M).

4 The Weakest Failure Detector for Termination
Detection

Failure detectors are not only an abstraction to yield information about the op-
erational state of processes, they can also be regarded as synchrony abstractions
since they are usually implemented using heartbeat messages and timeouts [26].
For example, an eventually perfect failure detector is strictly weaker than a per-
fect failure detector, and, therefore, can be implemented with weaker synchrony
assumptions (namely those of partial synchrony [27] instead of full synchrony).
Proving that a certain type of failure detector is necessary for solving a prob-
lem gives an indication about the minimal amount of synchrony needed to solve
that problem. In this section, unless otherwise stated, “termination” refers to
“effective-termination”.

We now show that a perfect failure detector is necessary for solving termina-
tion detection in a crash-prone distributed system. To that end, we transform an
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instance of a fault-tolerant termination detection algorithm into a perfect failure
detector at one process ¢, that is, ¢ is able to reliably detect process crashes. A
perfect failure detector can then be implemented by using n parallel instances
of the transformation algorithm, one per process.

Assume that we are given an algorithm A that can detect termination of
an arbitrary computation among n processes even in the presence of process
crashes. We now set up n independent computations C;, one for each process
pi- The computation C; is such that process p; is initially active and all pro-
cesses apart from p; are passive. In the computation no messages are sent and
received and p; never becomes passive. Now consider some process ¢ # p; and
the corresponding computation C;. Process ¢ starts an instance of the termi-
nation detection algorithm A with respect to the computation C;. Whenever
A announces the termination of C;, ¢ henceforth permanently suspects p;. The
same actions are performed for every other process in the system, that is, ¢
invokes n parallel instances of A, one for each computation C;.

We now show that this algorithm implements a perfect failure detector if
A correctly solves the effective-termination detection problem. First consider
strong accuracy (a process is never suspected before it crashes) and assume
that ¢ suspects p;. It follows from our transformation that A4 has announced
termination of the computation ;. This means that all processes in C; are
either crashed or passive. Since C; is such that p; is always passive, it implies
that p; has crashed.

Now consider strong completeness (eventually every crashed process is sus-
pected by every correct process) and assume that p; has crashed and ¢ is correct.
Once p; crashes, clearly the termination condition holds for the computation C;.
Since A is a correct termination detection algorithm, A eventually announces
termination of C; at ¢. Upon announcing termination, ¢ starts suspecting p;,
concluding the proof.

Overall, this shows that if we can solve termination detection in a crash-
prone distributed system, then we can also implement a perfect failure detector
in such a system. Hence, it is impossible to solve termination detection when
one or more processes can crash assuming only a failure detector that is strictly
weaker than a perfect failure detector. In other words, a perfect failure detector
is necessary for solving the effective-termination detection problem.

The weakest failure detector for a problem is a failure detector that is necessary
and sufficient to solve that problem. We show above that a perfect failure detector
is necessary. Our transformation in Sect. Blshows that a perfect failure detector is
also sufficient. Combining the two, we can conclude that a perfect failure detector
is the weakest failure detector for solving the effective-termination detection prob-
lem. The result holds as long as at least one process can crash and assuming that
channels can be frozen. Therefore, it generalizes the result of Wu et al [23], which
shows that a failure detector must be complete. Our result also further clarifies the
relationship between the termination detection problem and the consensus prob-
lem: Wu et al [23] show that consensus is at least as hard to solve as termination
detection. By relating termination detection to the failure detector hierarchy of
Chandra and Toueg [24], our result has two interesting corollaries. First, termina-
tion detection is strictly harder than consensus in environments where a majority
of processes remains correct. This follows from the result that in such cases the
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weakest failure detector for consensus is strictly weaker than a perfect failure de-
tector [24]. Second, when any number of processes can crash, termination detection
is actually equivalent to consensus [28].

5 Conclusions and Future Work

In this paper, we presented a transformation using a perfect failure detector that
can be used to convert any termination detection algorithm for a fully connected
communication topology that has been designed for a failure-free environment
into a termination detection algorithm that can tolerate process crashes. Our
transformation does not impose any additional overhead on the system (besides
that imposed by the underlying termination detection algorithm) if no process
actually crashes during an execution. Moreover, when applied to fault-sensitive
termination detection algorithms by Dijkstra and Scholten [I] and Huang [§],
the resulting fault-tolerant termination detection algorithms compare very fa-
vorably with those by Lai and Wu [16] and Tseng [17]. Our transformation can
be generalized to an arbitrary communication topology provided process crashes
do not partition the system. We also proved that a perfect failure detector is
the weakest failure detector for solving the termination detection problem in a
crash-prone distributed system. This holds even if at most one process can crash.

As part of future work, we plan to investigate the termination detection
problem when crashed processes may recover and channels may be lossy. We
also plan to apply ideas proposed in this paper to transform other fault-sensitive
algorithms—such as for detecting other stable properties—into fault-tolerant
algorithms.
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Abstract. We present the first non-blocking hashtable based on open
addressing that provides the following benefits: it combines good cache
locality, accessing a single cacheline if there are no collisions, with short
straight-line code; it needs no storage overhead for pointers and memory
allocator schemes, having instead an overhead of two words per bucket;
it does not need to periodically reorganise or replicate the table; and it
does not need garbage collection, even with arbitrary-sized keys. Open
problems include resizing the table and replacing, rather than erasing,
entries. The result is a highly-concurrent set algorithm that approaches
or outperforms the best externally-chained implementations we tested,
with fixed memory costs and no need to select or fine-tune a garbage
collector or locking strategy.

1 Introduction

This paper presents a new design for non-blocking hashtables in which collisions
are resolved by open addressing, i.e. probing through the other buckets of the
table, rather than external chaining through linked lists.

The key idea is that rather than leaving tombstones to mark where deletions
occur, we store per-bucket upper bounds on the number of other buckets that
need to be consulted. This means that unlike the earlier designs we discuss in
Section 2.2 ours supports a mixed workload of insertions and deletions without
the need to periodically replicate the table’s contents to clean out tombstones.
Consequently, the table can operate without the need for dynamic storage man-
agement so long as its load factor remains acceptable.

Our design is split into three parts. Section [B1] deals with maintaining the
shared bounds associated with each bucket. The key difficulty here is ensuring
that a bound remains correct when several entries are being inserted and removed
at once. Section builds on this to provide a hashtable. The main problem in
doing so is guaranteeing non-blocking progress while ensuring that at most one
instance of any key can be present in the table. In Section 3.3l we present a more
complicated design allowing larger keys and a better progress guarantee, and in
Section [3.4] we discuss open problems with the algorithm.
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Section [ evaluates the performance of our algorithm, compared to state-
of-the-art designs based on external chaining. As with these, we rely only on
the single-word atomic operations found on all modern processor families. Ad-
ditionally, our algorithm has many properties that machines rely on for opti-
mal performance: operations run independently, updating disjoint memory loca-
tions (disjoint access parallel) and not modifying shared memory during logically
read-only operations (read parallel), and hence typically run in parallel on multi-
processor machines. Finally, a low operation footprint (shared memory touched
per operation) gives greater throughput under stress by easing pressure on the
memory subsystem.

Our results reflect this, demonstrating performance comparable with the best
existing designs in all tested cases. On highly-parallel workloads with many up-
dates, our algorithm ran 35% faster; while a single-threaded run with mostly
read-only operations was the worst case, running 40% slower than the best ex-
isting design.

Proof of correctness and progress properties can be found in [I1].

2 Background

2.1 Non-blocking Progress Guarantees

Data structures are easiest to implement when accessed in isolation, but general
schemes for enforcing that isolation — for instance, using mutual exclusion locks
— typically result in poor scalability and robustness in the face of contention and
failure. Concurrent algorithms that avoid mutual exclusion are generally non-
blocking: suspension of any subset of threads will not prevent forward progress
by the rest of the system.

The weakest non-blocking guarantee is obstruction-freedom: if at any time a
thread runs in isolation, it will complete its operation within a bounded number
of steps. This precludes mutual exclusion, as suspension of a lock-holding thread
will prevent others waiting on that lock from making progress. Lock-freedom
combines this with guaranteed throughput: any active thread taking a bounded
number of steps ensures global progress. Unfortunately, creating practical non-
blocking forms of even simple data structures is notoriously difficult.

2.2 Related Work

Ezxternally-chained hashtables store each bucket’s collisiond] in a list. Michael
introduced the first practical lock-free hashtables based on external chaining
with linked lists [§]. Shalev and Shavit described split-ordered lists that allow
the number of buckets to vary dynamically [9]. Fraser detailed lock-free skip-lists
and binary search trees [2]. Recently, Lea has contributed a high-performance,
scalable, lock-based, externally-chained hashtable design to the latest version

! We refer to a key stored outside its primary bucket as a collision.
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of Java (5.0), which avoids locking on most read-operations, preserving read-
parallelism.

All of the above designs rely on an out-of-band garbage collector. Michael
reported that reference counting was unacceptably slow for this purpose as it
did not preserve read-parallelism; he proposed using safe memory reclamation [7]
to get a strictly bounded memory overhead. Fraser used a simple low-overhead
garbage collection scheme, epoch-based reclamation, where all threads maintain
a current epoch, and memory is reclaimed only after all epochs change; this has
a potentially unbounded memory footprint, and a large one in practice.

Tombstones are the traditional means of handling deletion in an open ad-
dressed hashtable [3], but cause degenerate search times in the face of a random
workload with frequent deleting. Martin and Davis [5] proposed using periodic
table replication to limit tombstone growth, relying on garbage collection to re-
claim old tables. More recently, Gao et al. [I] presented a design with in-built
garbage collection.

Both designs limit tombstone reuse to reinsertions of the old key, to achieve
linearizability, and do not address the issue of storing multi-word keys directly
in the table. The rest of our paper presents solutions to these problems, which
we believe are compatible with the replication algorithms already proposed.

3 Memory-Management-Free Open Addressing

Each bucket in our hashtable stores a bound on its collisions’ indices in the
probe sequence (Figure[ll). When running in isolation, a reader follows the probe
sequence this number of steps before terminating; an insert that collides raises
the bound if necessary; and an erase that empties the last bucket in this truncated
probe sequence searches back for the previous collision and decreases the bound
accordingly.

We make this safe for concurrent use in two steps, first maintaining each
bucket’s bound in Section B then ensuring keys are not duplicated in Sec-
tion

Probe bound 0 2 0 0 1 0 0 0

Key - 9 2 - 17 12 - 7

2 steps in probe sequence

Fig. 1. Bounds on collision indices for a hash table holding keys {3,7,9,12,17}. Hash
function is (key mod 8), probe sequence is quadratic [1(i* + 4)]. Key 17 is stored two
steps along the probe sequence for bucket 1, so the probe bound is 2.
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Probe bound 0 3 0 0 0 0 0 0

Key - 17 1 - - 5 - -

|

After a collision is removed, a thread scans for the previous collision.

Probe bound 0 1 0 0 0 0 0 0

Key - 17 - - - 5 - -

|

If a concurrent erasure is missed, the bound may be left too large.

Probe bound 0 1 0 0 0 0 0 0

Key - 17 1 - 9 5 - -

|

Worse, if a concurrent insertion is missed, the bound may be made too small.

Fig. 2. Problems maintaining a shared bound after a collision is removed from the end
of the probe sequence

3.1 Bounding Searches

Maintaining the probe bounds concurrently is complicated by the need to lower
them: simply scanning the probe sequence for the previous collision and swapping
it into the bound field may result in the bound being too large if the collision is
removed, slowing searches, or too small if another collision is inserted, violating
correctness (Figure 2)).

In order to keep the bounds correct during erasures, we use a scanning phase
during which the thread erasing the last collision in the probe sequence searches
through the previous buckets to compute the new bound (lines 18-22). A thread
announces that it is in this phase by setting a scanning bit to true (line 18);
this bit is held in the same word as the bound itself, so both fields are updated
atomically.

Dealing with insertions is now easy: they atomically clear the scanning bit
and raise the bound if necessary (lines 9-12). Deletions also clear the scanning
bit (line 16), but are complicated by the scanning phase. We rely on the fact
that at most one thread can be in the process of erasing a given collision, and
that threads only start scanning when erasing the last collision in the probe
sequence. The collision’s index value thus identifies the scanning thread and, if
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it is still present as the bound when scanning completes, and if the scanning bit
is still set, we know there have been no concurrent updates (line 22). Otherwise,
we retry the scanning phase.

Given a lock-free atomic compare-and-swap (CAS) function, the pseudocode
in Figure [3 is lock-free. We represent the packing of an int and a bit into a
machine word with the (.,.) operator.

1 class Set {
word bounds[size] // (bound,scanning)

3 void InitProbeBound(int h):
bounds[h] := (0,false)

5 int GetProbeBound(int h): // Maximum offset of any collision in probe seq.
(bound,scanning) := bounds][h]
7 return bound

void ConditionallyRaiseBound(int h, int index): // Ensure maximum > index
9 do

(old_bound,scanning) := bounds[h]
11 new_bound := max(old_bound,index)
while =CAS(&bounds|h],(old_bound,scanning),{new_bound,false))
13 void ConditionallyLowerBound(int h, int index): // Allow maximum < index
(bound,scanning) := bounds][h]
15 if scanning = true
CAS(&bounds]h],(bound,true),(bound,false))
17 if index > 0 // If maximum = index > 0, set maximum < index
while CAS(&bounds[h],{index,false),(index,true))
19 i := index-1 // Scanning phase: scan cells for new maximum

while i > 0 A —DoesBucketContainCollision(h, i)
21 i--
CAS(&bounds[h],(index,true), (i,false))

Fig. 3. Per-bucket probe bounds (continued below)

3.2 Inserting and Removing Keys

Inserting and removing keys concurrently is complicated by the lack of a pre-
determined bucket for any given key. Inserting into the first empty bucket is
not sufficient because, as Figure @] shows, a concurrent erasure may alter which
bucket is ‘first’, and a key may be duplicated. If duplicate keys are allowed in
the table, concurrent key erasure becomes impractical.

To ensure uniqueness, we split insertions into three stages (Figure (). First,
a thread reserves an empty bucket and publishes its attempt by storing the
key it is inserting, along with an ‘inserting’ flag. Next, the thread checks the
other positions in the probe sequence for that key, looking for other threads
with ‘inserting’ entries, or for a completed insertion of the same key. If it finds
another insertion in progress in a bucket then it changes that bucket’s state
to ‘busy’, stalling the other insertion at that point in time. If it finds another
completed insertion of the same key, then its own insertion has failed: it empties
its bucket and returns ‘false’. In the final stage, it attempts to finish its own
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Probe bound 0 2 0 0 0 1 0 0

Key - 9 - - 1 13 5 -

One thread determines that the first empty bucket is at offset 1, and prepares to
insert key 17 there.

Probe bound 0 2 0 0 0 1 0 0

Key - - - - 1 13 5 -

Another thread removes key 9, and prepares to insert key 17. The first empty bucket
is now at offset 0.

Probe bound 0 2 0 0 0 1 0 0

Key - 17 17 - 1 13 5 -

o«

The two threads now insert, creating a duplicate of the key.

Fig. 4. Problems concurrently inserting keys

insert, changing the ‘inserting’ flag in its bucket to ‘member’. It must do this
with a CAS instruction so that it fails if stalled by another thread; if stalled, the
thread republishes its attempt and restarts the second stage.

The pseudocode in Figure [@] is obstruction-free. Each bucket contains a four-
valued state, one of empty, busy, inserting or member, and, for the latter two
states, a key. The key and state must be modified atomically; we use the (.,.)
operator to represent packing them into a single word. A key k is considered
inserted if some bucket in the table contains (k, member). The Hash function
selects a bucket for a given key. The three insertion stages can be found in lines
42-50, 51-60 and 61, respectively.

Unlike Martin and Davis’ approach [5], deleted buckets are immediately free
for arbitrary reuse, so table replication is not needed to clear out tombstones. The
algorithm preserves read parallelism and, assuming disjoint keys hash to separate
memory locations, disjoint access parallelism. In the expected case where the
bucket contains no collisions, the operation footprint is two words — a single
cache line if buckets and bounds are interleaved.
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Probe bound 0 2 0 0 1 0 0 0
State empty member | member empty member | inserting empty member
Key - 9 1 - 17 12 - 7

Initial state

Probe bound 0 2 0 0 1 1 0 0
State empty member | member empty member | inserting | inserting | member
Key - 9 1 - 17 12 12 7

Publish the attempted insertion in the second cell in the probe sequence, and raise
the probe bound to cover it.

Collision

offset bound 0 2 0 0 1 1 0 0
State empty member | member empty member busy inserting | member
Key - 9 1 - 17 - 12 7

Stall all concurrent insertion attempts.

Probe bound 0 2 0 0 1 1 0 0
State empty member | member empty member busy member | member
Key - 9 1 - 17 - 12 7

Move bucket into ‘member’ state.

Fig. 5. Inserting key 12

3.3 Extensions: Lock-Freedom and Multi-word Keys

We now turn to two flaws in the above algorithm. The first is that concurrent
insertions may live-lock, each repeatedly stalling the other. One solution is to
use an out-of-line contention manager: Scherer and Scott have described many
suitable for use in any obstruction-free algorithm [I0], which are easy to adopt.
Another solution, which we cover in more detail as it is a non-trivial problem,
is to make the algorithm lock-free.

The standard method of achieving lock-freedom is to allow operations to
assist as well as obstruct each other. As given, however, the hash table cannot
support concurrent assistance, as Figure [0 demonstrates: a cell’s contents can
change arbitrarily before returning to a previous state, allowing a CAS to succeed
incorrectly. This is known as the ABA problem, and we return to it in a moment.

The second problem is storing keys larger than a machine word: in the algo-
rithm as given, this requires a multi-word CAS, which is not generally available.
However, we note that a cell’s key is only ever modified by a single writer,
when the cell is in busy state. This means we only need to deal with concurrent
single-writer multiple-reader access to the cell, rather than provide a general
multi-word atomic update. We can therefore use Lamport’s version counters [4]
(Figure [§)).

If a cell’s state is stored in the same word as its version count, the ABA
problem is circumvented, allowing threads to assist concurrent operations. This
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word buckets[size] // (key,state)

word* Bucket(int h, int index): // Size must be a power of 2
return &buckets[(h + index*(index+1)/2) % size] // Quadratic probing

bool DoesBucketContainCollision(int h, int index):
(k,stateg := *Bucket(h,index)

return (k # - A Hash(k) = h)
public:
void Init():
for i := 0 .. size-1

InitProbeBound(i)
buckets[i] := (-,empty)

bool Lookup(Key k): // Determine whether k is a member of the set

h := Hash(k)
max := GetProbeBound(h)
for i := 0 .. max

if *Bucket(h,i) = (k,member)
return true
return false

bool Insert(Key k): // Insert k into the set if it is not a member
h := Hash(k)
i := 0 // Reserve a cell
while =CAS(Bucket(h,i), (-,empty), (-,busy))
i++
if i > size
throw " Table full”
do // Attempt to insert a unique copy of k
Bucket(h,i) := (k,inserting)
Cond|t|onaIIyRaiseBound(h,i)
max := GetProbeBound(h) // Scan through the probe sequence
for j := 0 .. max
ifj#i
if *Bucket(h,j) = (k, inserting) // Stall concurrent inserts
CAS(Bucket(h,j), (k,inserting), (-,busy))
if *Bucket(h,j) = k ,member) // Abort if k already a member
*Bucket(h,i) := (—,busy)
ConditionallyLowerBound(h,i)
*Bucket(h,i) := (-,empty)
return false
while =CAS(Bucket(h,i), (k,inserting), (k,member))
return true

bool Erase(Key k): // Remove k from the set if it is a member

h := Hash(k)
max := GetProbeBound(h) // Scan through the probe sequence
for i := 0 .. max

if *Bucket(h,i) = (k,member) // Remove a copy of (k, member)
if CAS(Bucket(h,i), (k,member), (- ,busy})
ConditionallyLowerBound(h,i)
*Bucket(h,i) := (-,empty)
return true
return false

Fig. 6. Obstruction-free set (continued from Figure [3])
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State empty inserting

Key - 12

A single thread is about to complete its insertion of key 12. The next step is to
atomically move the cell from inserting to member state.

State empty member

Key - 12

The thread is suspended, and its insertion assisted to completion by another thread.

State member | inserting

Key 12 12

The key is now removed, and two other threads are concurrently attempting to
reinsert key 12. One has just succeeded, and the other is about to remove itself. If the
first thread wakes up at this point, it will still atomically move the cell from inserting

to member state, duplicating key 12.

Fig. 7. Problems assisting concurrent operations

lets us create a lock-free insertion algorithm (diagram in Figure @ pseudo-code
in Figure [I0).

Each bucket contains: a version count; a state field, one of empty, busy,
collided, visible, inserting or member; and a key field, publically readable during
the latter three stages. The version count and state are maintained so that no
state (except busy) will recur with the same version.

As before, a thread finds an empty bucket and moves it into ‘inserting’ state
(lines 65-76), and checks the probe sequence for other threads with ‘inserting’
entries, or a completed insertion of the same key (lines 86-106). However, if
multiple ‘inserting’ entries are found, the earliest in the probe sequence is left
unaltered, and the others moved into ‘collided’ state. When the whole probe
sequence has been scanned and all contenders removed, the earliest entry is
moved into ‘member’ state (line 105) and the insertion concludes (lines 78-83).

This version of the hashtable is lock-free.

3.4 Open Problems: Dynamic Growth and Key Replacement

If the set population approaches the number of buckets, we must replicate into
a larger table. The Gao et al. [I] replication algorithm may be adaptable for this
purpose. No aggregate time or memory cost is incurred on operations, as if the
population stabilises, no further replications are required. Assuming each new
table doubles in size, discarding the old table after growth is a memory overhead
no greater than the final size of the table.

Even if a garbage collector is running, the bounded memory footprint pro-
vides several advantages. Many collectors are only activated when memory be-
comes scarce, so will benefit from less memory usage. Lacking pointers, no costly
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read or write barriers are needed to ensure memory is not leaked. Finally, the
small number of memory allocations needed helps avoid any synchronization the
allocator code may contain. The performance and latency benefits of these will
depend on the memory management algorithms used.

As given, the algorithm cannot implement a dictionary, storing a value with
each key, as there is no way to replace keys.

We hope to report these modifications in future work.

23 struct BucketT {
word vs // (version,state)
25 Key key
} buckets[size]
27 word buckets[size] // (key,state)
BucketT* Bucket(int h, int index): // Size must be a power of 2
29 return &buckets[(h + index*(index+1)/2) % size] // Quadratic probing
bool DoesBucketContainCollision(int h, int index):
31 (versionl,statel) := Bucket(h,index)—vs
if statel = visible Vv statel = inserting V statel = member
33 if Hash(Bucket(h,index)—key) = h
(version2,state2) := Bucket(h,index)—vs
35 if state2 = visible Vv state2 = inserting V state2 = member
if versionl = version2
37 return true
return false
39 public:
void Init():
41 fori:=0 .. size-1
InitProbeBound(i)
43 buckets[i].vs := (0,empty)

bool Lookup(Key k): // Determine whether k is a member of the set
45 h := Hash(k)
max := GetProbeBound(h)

a7 for i := 0 .. max
(version,state) := Bucket(h,index)—vs // Read cell atomically
49 if state = member A Bucket(h,index)—key = k
if Bucket(h,index)—vs = (version,member)
51 return true
return false
53 bool Erase(Key k): // Remove k from the set if it is a member
h := Hash(k)
55 max := GetProbeBound(h)
for i := 0 .. max
57 (version,state) := Bucket(h,index)—vs // Atomically read/update cell
if state = member A Bucket(h,index)—key = k
59 if CAS(Bucket(h,i)—vs, (version,member), (version,busy))
ConditionallyLowerBound(h,i)
61 Bucket(h,i)—vs := (version+1,empty)
return true
63 return false

Fig. 8. Version-counted derivative of Figure [l (continued in Figure [0
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Probe bound 0 2 0 0 1 0 0 0

Version 18 2 3 6 4 3 24 7
State empty member | member empty member | inserting empty member

Key 9 1 17 12 7

Initial state

Probe bound 0 2 0 0 1 1 0 0
Version 18 2 3 6 4 3 24 7

State empty member | member empty member | inserting | inserting | member
Key 9 1 17 12 12 7

Write key and raise probe sequence bound

Probe bound 0 2 0 0 1 1 0 0
Version 18 2 3 6 4 3 24 7

State empty member | member empty member | inserting | collided member
Key 9 1 17 12 12 7

Earlier ‘inserting’ entry found; move bucket into ‘collided’ state.

Probe bound 0 2 0 0 1 1 0 0
Version 18 2 3 6 4 3 24 7

State empty member | member empty member | member [ collided member
Key 9 1 17 12 12 7

Assist completion of earlier entry

Probe bound 0 2 0 0 1 0 0 0

Version 18 2 3 6 4 3 25 7
State empty member | member empty member | member empty member

Key 9 1 17 12 7

Empty bucket, lower probe sequence bound and return false.

Fig. 9. Inserting key 12 (lock-free algorithm)

4 Results

In order to assess the performance of our new obstruction-free hashtable, we
implemented a range of designs from the literature: Michael’s ‘dynamic lock-free
hashtable’, which uses external chains to manage collisions and safe-memory-
reclamation (MM-SMR) to manage storage, a variant of Michael’s design using
epoch-based garbage collection (MM-Epoch), a further variant of Michael’s de-
sign using reference counting (MM-RC), and Shalev and Shavit’s ‘split-ordered
lists’ using epoch-based garbage collection (SS-Epoch). We also tested Lea’s
lock-based hashtable design, again using epoch-based collection. Since perfor-
mance depends on the locking algorithm and the level of granularity (number of
locks), we used a basic spinlock and the MCS lock [6] at different granularities.
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bool Insert(Key k): // Insert k into the set if it is not a member
h := Has
i=-1 // Reserve a cell
do
if +4+i > size
throw " Table full”
(version,state) := Bucket(h,i)—vs
while =CAS(&Bucket(h,i)—vs, (version,empty), (version,busy))
Bucket(h,i)—key := k
while true // Attempt to insert a unique copy of k
*Bucket(h,i)—vs := (version,visible)
ConditionallyRaiseBound(h,i)
*Bucket(h i)—vs := (version,inserting)
r := Assist(k,h,i,version)
if Bucket(h,i)—vs # (version,collided)
return true
if —r
ConditionallyLowerBound(h,i)
Bucket(h,i)—vs := (version+1,empty)
return false
version—++

private:
bool Assist(Key k,int h,int i,int ver_i): // Attempt to insert k at i
// Return true if no other cell seen in member state
max := GetProbeBound(h) // Scan through probe sequence
for j := 0 .. max
Wi
(ver_j,state_j) := Bucket(h,j)—vs
if statej = inserting A Bucket(h j)—key = k
if j <i// Assist any insert found earlier in the probe sequence
if Bucket(h,j)—vs = (ver_j,inserting)
CAS(&Bucket(h,i)—vs, (ver_i,inserting), (ver_i,collided))
return Assist(k,h,j,ver_j)
else // Fail any insert found later in the probe sequence
if Bucket(h,i)—vs = (ver_i,inserting)
CAS(&Bucket(h,j)—vs, (ver_j inserting), (ver_j,collided))
(ver_j,state_j) := Bucket(h,j)—vs // Abort if k already a member
if state,j = member A Bucket(h,j)—key = k
if Bucket(h,j)—vs = (ver_j,member)
CAS(&Bucket(h,i)—vs,(ver_i,inserting),(ver_i,collided))
return false
CAS(&Bucket(h,i), (ver.i,inserting), (ver_i, member))
return true

Fig. 10. Lock-free insertion algorithm (continued from Figure B)

We compared these against our new design, as presented in Figures Bl [§ and 10

(PH).
Our benchmark is parameterized by the number of concurrent threads and

by the range of key values used. We present results for 1-12 threads (running
on a Sun Fire V880 with eight 900MHz UltraSPARC-III CPUs) and with 215
keys chosen from [0,2'5M), M = 2 or 10. Each update step consists of removing
a key then inserting another; finding keys and empty slots is done by trial-and-
repetition, choosing candidates uniformly at random, giving #_21 searches on
average for each update step. This was designed to avoid hashtable resizing,
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4 reads : 1 update (M=2)

11 reads : 1 update (M=10)

DL-Epoch —+—
PSS

1 1 1 1 1 1 J
1234567 89101112 1234567 89101112
Number of threads Number of threads

Microsecs per update

(90% confidence interval)
Microsecs per update

(90% confidence interval)

O=Nwhoo N

Fig. 11. Performance on 8-way SPARC machine

which simplifies our algorithm, as well as allowing a fine locking granularity and
greater read-parallelism in Lea’s, but which unfortunately negates the benefit of
split-ordered lists.

Each trial lasted ten seconds, after a three second warm-up period to fill
caches, and trials were repeated 20 times, interleaved to avoid short-lived anoma-
lies, to obtain a 90% confidence interval. Our results are shown in Figure [l

MM-Epoch and MM-SMR, consistently outperform MM-RC and SS-Epoch
(which, for clarity, are not shown in the results), thanks to low overhead and
read-parallelism. Below 8 threads, DL-Epoch performs best with low-overhead
spinlocking, avoiding the high cost of spinning with a fine locking granularity.

Searching for a key that is not in the table requires two memory accesses
for the PH algorithm, but only one for all others tested. In the absence of con-
tention, this is clearly visible in the results. Applications with a higher lookup
hit rate would lower this cost. However, in all test with at least four threads, PH
outperforms the other designs; this can largely be attributed to touching fewer
cachelines (one rather than two) in the common-case code path for update op-
erations — inter-processor cacheline exchange dominates runtime in massively
parallel workloads. Applications with much larger, multi-cacheline keys would
lose most of this advantage, and may favour an externally-chained scheme to
lower the memory footprint of empty buckets.

5 Conclusions

We have presented a lock-free, disjoint-access and read parallel set algorithm
based on open addressing, with no need for garbage collection, and touched
upon removing population constraints. It has high straight-line speeds and a
low operation footprint leading to excellent performance, matching and besting
state-of-the-art external-chaining implementations in the tests we performed.

We wish to thank Sun Microsystems, Inc. for donating the SPARC v880
server on which this work was evaluated, and the University of Rochester, New
York, for hosting it.
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Computing with Reads and Writes
in the Absence of Step Contention
(Extended Abstract)

Hagit Attiya', Rachid Guerraoui?, and Petr Kouznetsov?
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2 School of Computer and Communication Sciences, EPFL

Abstract. This paper studies implementations of concurrent objects
that exploit the absence of step contention. These implementations use
only reads and writes when a process is running solo. The other pro-
cesses might be busy with other objects, swapped-out, failed, or simply
delayed by a contention manager. We study in this paper two classes
of such implementations, according to how they handle the case of step
contention. The first kind, called obstruction-free implementations, are
not required to terminate in that case. The second kind, called solo-fast
implementations, terminate using powerful operations (e.g., C&S).

We present a generic obstruction-free object implementation that has
a linear contention-free step complexity (number of reads and writes
taken by a process running solo) and uses a linear number of read/write
objects. We show that these complexities are asymptotically optimal,
and hence generic obstruction-free implementations are inherently slow.
We also prove that obstruction-free implementations cannot be gracefully
degrading, namely, be nonblocking when the contention manager operates
correctly, and remain (at least) obstruction-free when the contention
manager misbehaves.

Finally, we show that any object has a solo-fast implementation, based
on a solo-fast implementation of consensus. The implementation has lin-
ear contention-free step complexity, and we conjecture solo-fast imple-
mentations must have non-constant step complexity, i.e., they are also
inherently slow.

1 Introduction

At the heart of many distributed systems are shared objects—data structures
that are concurrently accessed by many processes. Often, these objects are im-
plemented in software, out of more elementary base objects. Lock-free implemen-
tations of such objects do not rely on mutual exclusion or locking, and thereby
allow processes to overcome adverse operating systems affects. This includes both
wait-free algorithms, in which every process completes its operations in a finite
number of steps, and nonblocking algorithms, where some process completes an
operation in every sufficiently long execution [I5]. The safety property typically
required from both nonblocking and wait-free implementations is linearizabil-
ity [15L[18]; roughly, every operation on the object should appear instantaneous.

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, pp. 122{I306] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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Although they provide very attractive guarantees, lock-free implementations
were claimed to have limited usability. This is because nonblocking implemen-
tations of many objects are often impossible, e.g., when only read/write objects
are available [I2}[T0,23]. Even when the implementations are possible, which can
be achieved under specific timing assumptions (e.g., encapsulated within failure
detector abstractions), or using strong synchronization operations (like C&S),
these implementations are typically complex and expensive [9L20,[7]. The com-
plexity and computability price paid by lock-free algorithms often originates in
situations in which there is step contention, i.e., steps of concurrent processes
are interleaved.

In this paper, we study implementations that exploit the fact that in practice,
step contention is rare, or at least can be made so through operating system
support. That is, only one process is typically performing visible (non local)
steps within any object operation, whereas the rest of the processes are busy
with other objects, swapped-out or failed. The absence of step contention does
not preclude common scenarios where other processes have pending operations
on the same implemented object but are not accessing the base objects. This is
fundamentally different from alternative contention metrics: point contention [5]
and interval contention [2]; both count also failed or swapped-out processes. (See
the scenario presented in Figure[Il)

We first study obstruction-free implementations that guarantee termination
only in the absence of step contention. This is formalized by the solo termination
property [11]: a process that takes sufficiently many steps on its own returns a
value. Clearly, obstruction-free implementations cannot rely on mutual exclu-
sion or locks, and hence, they are lock-free. On the other hand, implementations
that would guarantee termination only in the absence of interval (or point)
contention can be obtained using locks. Whereas all nonblocking implementa-
tions are obstruction-free, the converse is not necessarily true, however, since
obstruction-free implementations may incur scenarios (when there is step con-
tention) in which no process is able to complete its operation in a finite number
of steps.

An obstruction-free implementation has to provide a legal response if it re-
turns at all, but termination is required only under very restricted conditions.

2 T
I~ -
|- I
-
=
| — I
| | |-
E
i v
— - I -l
|- I = I

Fig. 1. An example illustrating types of contention: Operation [i, 7] has interval con-
tention 5, point contention 4, and step contention 3; operation [i’,r’] has interval and
point contention 4, and step contention 1 ([i’, 7] is step contention-free). (Square brack-
ets denote invocations and responses, while solid intervals denote steps on base objects.)
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One contribution of this paper is to disambiguate the behavior of an obstruction-
free implementation when an operation cannot return a legal response. In the
presence of step contention, an operation may return control to a higher-level en-
tity, which we call the client. Ideally, the obstruction-free implementation should
only be allowed to return a fail indication to the client, enabling it to choose
whether to re-invoke the same operation, or to invoke another operation. We
show however that there is inherent uncertainty as to whether the operation
could have had an effect on the object or not, by reduction to wait-free con-
sensus. This implies that the implementation must sometimes return a special
pause value, indicating that the client should re-invoke the same operation. We
extend the notion of linearizability so as to accommodate failed operations and
re-invocations of paused operations.

An obstruction-free implementation of any object is presented (Section B2)),
which exemplifies how pause and fail values are returned when a legal response
is not possible. A natural way to evaluate obstruction-free implementations is
by considering the contention-free step complexity, namely, the number of steps
taken by a process running alone, until it returns a value. Our implementations
have linear contention-free step complexity and use a linear number of read /write
base objects. By reduction to the lower bound of Jayanti, Tan and Toueg [19],
we show that obstruction-free implementations of many long-lived objects from
historyless base objects must have 2(n) contention-free step complexity and
must use {2(n) historyless objects.

In practice, the burden of providing termination of obstruction-free imple-
mentations is shifted to a system-supported contention manager that relies on
low-level mechanisms such as timers, identifiers and interrupts [25,[I7]. The con-
tention manager instructs the clients if and when to invoke operations, trying to
ensure that only a single process eventually accesses the concurrent object. To
explore inherent characteristics of obstruction-free implementations, we consider
a specific contention manager that can turn any obstruction-free implementation
into a nonblocking one (none of those of [2526/T4}[I7] can do so). The contention
manager indicates the client whether to continue or not (a binary indication),
and should eventually indicate only to a single client to continue [§].

We show (Section B.A]) that there are no gracefully degrading consensus im-
plementations, which are nonblocking when the contention manager operates
correctly, but remain (at least) obstruction-free when the contention manager is
unsuccessful.

We finally explore solo-fast implementations. These are wait-free linearizable
object implementations that use only read/write base objects when there is no
step contention, but may fall back on more powerful objects like compare&swap,
when contention occurs. Luchangco, Moir and Shavit [24] presented a generic
object implementation that uses only reads and writes when an operation runs in

! This specification style is inspired by the way failure detectors [9,[8] abstract
away (partial) synchrony assumptions. It highlights the intriguing connection be-
tween obstruction-free implementations and Paxos-style algorithms for consensus
and state-machine replication [21].
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the absence of contention. However, in their implementation this also means lack
of pending operations, namely, lack of point contention; moreover, a transient
increase in point contention will cause a subsequent operation (that has no point
contention) to invoke costly C&S operations. In light of this, it is challenging to
design truly solo-fast implementations that do not invoke C&S operations in the
more common case of no step contention.

Surprisingly, we show in this paper that any object has a solo-fast imple-
mentation by describing a solo-fast consensus implementation, and employing
it within Herlihy’s universal construction [I5] (Section []). The implementation
has linear contention-free step complexity. We conjecture that solo-fast ones are
inherently slow: they must have (at least) non-constant step complexity.

2 Model

A system contains a set IT of n > 1 processes pi,...,p, that communicate
through shared objects.

Every object has a type that is defined by a triple (O, R, A), where O is a set
of invocations, R is a set of responses, and A is a set of sequences of invocation-
response pairs. The set A, known as the sequential specification of the type,
contains all the sequences of invocations and responses allowed by the object.

For example, the compareédswap (C&S) object is accessed by a CS(r1, ra,
m) operation; the operation compares that value in memory location m with the
content of local variable r1, and if equal, writes the value of 72 to m. The opera-
tion returns the old value of m. The sequential specification of the compareésswap
type includes all sequences of C'S operations that obey this rule.

Another important example is the consensus object, on which processes per-
form a propose operation with an argument in some set V. The sequential spec-
ification of consensus includes all sequences of propose operations that return
the argument of the first operation in every sequence.

To implement a (high-level) object from a collection of base objects, processes
follow an algorithm A, which is a collection of state machines Ay, ... A,, one for
each process.

When receiving an invocation (to the high-level object), process p; takes steps
according to A;. In each step, p; can either (a) invoke an operation on a base
object, or (b) receive the response of its previous base operation, or (c¢) perform
some local computation. After each step, p; changes its local state according to
A;, and possibly returns a response on the pending high-level operation.

We investigate implementations that work when process speeds are highly-
variable, and at the extreme case, a process may stop taking steps.

An ezecution e of an algorithm A is a sequence of interleaved events. Every
execution induces a history that includes only the invocations and responses
of the high-level operations. Each invocation or response is associated with a
single process and a single object. A local history of process p; in H, H|j, is the
subsequence of H containing only events of p;. Similarly, H|xz is the subsequence
of H of operations on an object x.
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A response matches an invocation if they are associated with the same process
and the same object. A local history is well-formed if it is a sequence of matching
invocation-response pairs, except perhaps for the last invocation in a finite local
history. A history H is well-formed if every local history in H is well-formed.

A matching invocation-response pair [i, 7] is called a complete operation, and
we say that i returns r. An invocation i without a matching response is called a
pending operation; a completion of a pending operation, that is, an invocation, is
the invocation together with an appropriate response. The fragment of H (or e,
its corresponding execution) between the invocation ¢ and its matching response
r (if it exists) is the operation’s interval.

In an infinite execution, a process is correct if it takes an infinite number of
steps or it has no pending operation; otherwise, it is faulty.

A history H is sequential if every invocation is immediately followed by its
matching response. A sequential history H is legal if for every object x, H|z is
in the sequential specification of x.

Two different invocations ¢ and ¢’ on the same object x are concurrent in a
history H, if ¢ and ¢’ are both pending in some finite prefix of H. This implies
that their intervals overlap. We say that two operations [¢,r] and [¢/, '] (or ¢’ if
i’ is pending) are non-concurrent if their intervals are non-overlapping: Either
r appears before ¢’ in H, in which case we say that [i,r] precedes [i',7'], or '
appears before ¢ in H, in which case we say that [¢,r] follows [i',7'].

A well-formed history H satisfies extended linearizability [15] (see also [6),
Chapter 10]) if there is a permutation H’ containing all the complete operations
and completions of a subset of the pending operations in H, such that (1) H' is
legal, and (2) H' respects the order of non-concurrent operations in H.

This paper explores the benefits induced by the scenarios in which contention
is rare. Formally, we define the step contention of a fragment in execution e to
be the number of processes that take steps in this fragment. An operation is
step contention-free in e if step contention of its interval in e is 1. An operation
is eventually step contention-free in e if its interval in e has a suffix with step
contention 1.

Alternative ways to measure contention during an operation’s interval were
previously defined [BL2]: The interval contention during is the number of pro-
cesses whose operations are concurrent with an operation op in e. The point
contention of op is the maximum number of operations simultaneously concur-
rent with op in e. Note that interval contention is always equal to or higher
than step contention, but point contention is incomparable to step contention.
Note also when no operation overlaps op, then both the point contention and
the interval contention are 1.

3 Obstruction-Free Implementations

This section considers obstruction-free implementations [I716], which guarantee
progress only in the absence of step contention.
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3.1 Definitions

Originally [17,[16], an implementation is called obstruction-free “if it guarantees
progress for every thread that eventually executes in isolation. Even though other
threads may be in the midst of executing operations, ...” [Il, Page 522]. For
deterministic implementations, this requirement is equivalent to solo termina-
tion [I1], and it echoes the liveness correctness conditions stated for Paxos-style
algorithms for state-machine replication [21].

Using our terminology, an implementation is obstruction-free if every opera-
tion that is eventually step contention-free eventually returns.

Obstruction-freedom is a very weak liveness condition, and it requires the
operation to return only under very restricted conditions. In all other circum-
stances, we only require that an operation’s response is legal, if it returns a
response at all.

If an operation cannot return a legal response, it is useful to return con-
trol to a higher-level entity, which we call the client. The client may consult
a system-specific mechanism called a contention manager, in order to expedite
termination.

There are two ways in which an obstruction-free implementation returns
control to the client, depending on whether the implementation is certain that
the operation did not have any effect on the object or not. If the implementation
is certain that the operation did not have an effect, a special fail value is returned,
indicating that the operation was not applied, and the client is free to invoke
any operation it wishes. Otherwise, a special pause value L is returned, and the
client must re-invoke the same operation until a non-_L response is received. (We
discuss the need for the two indications below.)

We add to R, the set of responses of an object, a special pause value | ¢ R
and a special fail value ) ¢ R. The definition of a well-formed local history is
extended to require that if an invocation ¢ is followed by the response L, then
the subsequent event, if exists, is i.

The definition of extended linearizability is further extended so that invoca-
tions returning fail are removed from the linearized history, while a sequence of
invocations returning pause are considered as one pending operation.

Formally, let H be any history, and H be any well-formed local history of
H. Let i be an invocation in H on an object z. A fragment of the form i,r
in H, where » € R, is called an occurrence of i (returning 7). Since an invo-
cation occurrence might return | and be re-invoked later, there might be a
number of occurrences of ¢ in a history. Consider the longest fragment of the
form i or 4, L,4,...,L,i in H. If the fragment is followed by a matching re-
sponse r ¢ {L,0}, we call i,r or, resp., 4, L,i..., L 4,7 a complete operation. If
the fragment is followed by a fail response (), we call ¢, or, resp., 4, L,7..., 1,0
a failed operation. If the fragment is followed by no event or by L, we call 7 or
i, L or, resp., i, L,i,...,L,iori,L,i...,L,i, L a pending operation. Since H
is well-formed, a pending operation is a suffix of H (L cannot be followed by
an invocation other than ¢). The operation’s interval is the shortest fragment of
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Shared variables: register X, initially L, and “only-fail” OF consensus object C

Code for process po: Code for process pi:
upon propose(vg) do upon propose(vy) do
do «— C.propose(vo) X — v
if dyp = 0 then repeat
do — X dy «— C.propose(v1)
return do until dq # 0
return dy

Fig. 2. Wait-free consensus from “only-fail” obstruction-free consensus

H that includes all events of that operation. If the fragment ¢, L,4,..., 1,7 is
followed by no event in H then the operation’s interval is infinite.

As defined before, a well-formed history H is linearizable if there is a per-
mutation H’ containing all the complete operations in H and completions of
a subset of the pending operations in H, such that H’ is legal and it respects
the order of non-concurrent operations in H. When taken in the context of
the extended notions of complete and pending operations, this definition means
that we order all non-failed operations, with the interval of a paused operation
“spanned” across its re-invocations.

An implementation is live if every invocation occurrence return in a finite
number of its own steps (although a value in {_L, ()} can be returned). An imple-
mentation is valid if (1) an invocation occurrence returns L (that is, pause) only
when it is not step contention-free, and (2) an invocation occurrence i returns
() (that is, fail) only when the corresponding operation (the longest fragment of
the form 7,0 or ¢, 1,4,..., L, i, 0 in the local history) is not step contention-free.
It is immediate that any live and valid implementation is obstruction-free.

Ideally, an obstruction-free implementation should only be allowed to return
valid responses and, in the case of step contention, fail indications to the client,
enabling the client to either re-invoke the operation, or to invoke another opera-
tion. However, below we show that no obstruction-free consensus implementation
from registers can enjoy this property. Thus, it is sometimes unavoidable to re-
turn L in obstruction-free implementations.

Theorem 1. There is no obstruction-free consensus implementation from reg-
isters that never returns L.

Proof. By contradiction, consider an implementation of obstruction-free consen-
sus that is allowed to return only () in the case of step contention. Then it is
possible to implement wait-free consensus for two processes pg and p; using one
such consensus object, denoted C, and one register X, contradicting [L0,23]. The
algorithm is presented in Figure

Validity of the algorithm follows from the fact that () is returned only in
case of step contention. If C' returns () at pg, then p; can only decide its own
value. Thus, Agreement is satisfied. Since p; eventually runs in the absence of
contention, it eventually decides. Thus, Termination is also satisfied. a
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3.2 Obstruction-Free Generic Object Implementation

This section gives an algorithm that obstruction-free implements any object of
type T, using only registers. Like previous universal implementations, it is built
from consensus objects. (A simple obstruction-free consensus algorithm, derived
from Paxos-style consensus algorithms, appears in the full version of the paper.)

The universal obstruction-free implementation relies on a sequential imple-
mentation of the object type T'; it is live, valid and linearizable. Herlihy’s uni-
versal nonblocking implementation [15] cannot be applied “off-the-shelf” since it
does not handle re-invocations and failing. Instead, the algorithm builds on sim-
ilar ideas, while making sure that pause or fail are returned only in the absence
of step contention.

An object of type T is represented as a linked list; an element of the list
represents an operation applied to the object. The list of operations clearly
determines the list of corresponding responses. A process makes an invocation
by appending a new element to the end of the list. The algorithm assumes a
function response(invs, inv) that returns the response matching the invocation
inv in a sequential execution of invocations from list invs (under the condition
that inv € invs).

The algorithm (Figure ) uses the following shared variables:

— n atomic single-writer, multi-reader registers L1, . .., L,. Process p; stores in
L; its last view of the object state in the form of a linked list of operations
that p; witnessed to be applied on the object.

— (] is an unbounded array of obstruction-free consensus objects. The array
is used to agree on the order in which invocations are put into the linked list
of operations.

Roughly, the algorithm works as follows. When a process p; executes an invo-
cation nv, it identifies the longest list L; (let k = |L;|). If inv is already in L,
the response associated with inv in L; is returned (line ). This ensures that an
operation takes effect at most once, even if repeated several times. If it is not the
first instance of inv, and k > |L;| (i.e., inv was not decided in any OF Consensus
to which it was proposed), p; returns @ (line [). Otherwise, p; proposes inv to
Clk + 1] (line Q). If Clk + 1] returns L (step contention is detected), then p;
returns L (line [[3)). If the propose operation fails, or returns a non-inv response
while it is not the first instance of inv, then p; returns @ (line [I@). If C[k + 1]
returns inv, then p; returns the response associated with inv (line 20). Other-
wise, the procedure is repeated, now at position k + 2. Now if C[k + 2] returns a
non-{inv, L} response, then p; returns @ (line 29)). The second consensus opera-
tion ensures validity of the implementation, namely, that @) is never returned in
line 29] if the corresponding operation is step contention-free.

This algorithm implies the next theorem (the correctness proof appears in
the full version of the paper).

Theorem 2. Every sequential type T has an obstruction-free linearizable imple-
mentation from registers.
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Shared variables:
Register L1,..., Ly «— 0,...,0
OF-Consensus C| ]

1: upon Invoking inv do

2:  invs «— longest({L1,...,Ln}) { Select the longest invocation list }
3: if inv € invs then

4: check — false

5: return response(invs, inv) { Return if inv is already completed }
6: k< |invs|

7: if (k> |L;|) and check then

8: check «— false

9: return 0 { Fail the operation }
10:  dec — Clk + 1].propose(inv) { The 1st consensus operation }
11:  if dec= 1 then

12: check «— true

13: return L

14:  if (dec = 0) or (dec # inv and check) then

15: check «— false

16: return @ { Fail the operation }
17: invs < inwvs - dec; L; «— invs { Update L; }
18:  if dec = inv then

19: check «— false

20: return response(inuvs, inv) { Return if inv is decided }
21:  dec «— C[k + 2].propose(inv) { The 2nd consensus operation }
22:  if dec= Ll then

23: check « true

24 return L

25:  if dec # 0 then invs «— invs - dec; L; «— invs

26:  if dec = inv then

27: check «— false

28: return response(inuvs, inv) { Return if inv is decided }
29:  return 0 { Fail if inv is ignored twice }

Fig. 3. An obstruction-free implementation of T": code for process p;

Remark. Our algorithm satisfies one additional property. In any execution, every
operation takes effect (if it does) before it stops taking steps in that execution.
In other words, the implementation stays linearizable even if we restrict an op-
eration’s interval to the shortest fragment of the execution which contains all
steps of that operation. As a result, an operation invoked by a faulty process
takes effect (if it does) before the process fails, which makes our implementations
strictly linearizable [3].

A simpler proof of Theorem [2l can be obtained by presenting an algorithm
that returns only L indications in the case of step contention. However, our
algorithm is better in the sense that it carefully detects the scenarios in which
an applied operation did not take effect, and thus () can be returned, which
makes our algorithm more convenient to use.

3.3 Obstruction-Free Implementations Are Slow

The universal construction presented in Figure [ is not very efficient: finding
the longest list of invocations requires to collect information from all processes.
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The next theorem shows that this is inherent in obstruction-free universal im-
plementations from read/write base objects, by proving a lower bound of 2(n)
on the number of steps and on the number of registers for implementing a com-
pare&swap object.

Theorem 3. Let A be any obstruction-free implementation of n-valued com-
pareédswap from registers, then A has an execution in which a step contention-
free operation takes n — 1 or more steps and accesses n — 1 or more different
objects.

Proof. Follows directly from the result of Jayanti, Tan and Toueg [19]. They
show that any implementation of n-valued compare&swap that satisfies the solo
termination property has an execution in which a solo operation (i.e., an opera-
tion that does not observe step contention) takes n—1 or more steps and accesses
at n— 1 or more different objects. Since any obstruction-free implementation en-
sures the solo termination property, we immediately have the theorem. O

3.4 Leveraging Obstruction-Free Objects

The next two subsections discuss how obstruction-free implementations can be
turned into nonblocking or wait-free ones using a contention manager. The con-
tention manager we consider provides the client with a binary indication whether
to continue or not. The contention manager works well when it indicates only to
a single client to continue. Formally, in response to the client’s query, the con-
tention manager returns either 0 or 1, telling the client to abort or to continue
(respectively); in the latter case, we say that the client is a leader. The eventual
contention manager, denoted {2, guarantees that eventually exactly one correct
client with a pending operation (if such a client exists) is a leader; it is delib-
erately similar to the “sloppy leader” failure detector and can be implemented
using partial synchrony assumptions [g].

A single obstruction-free consensus object and {2 can implement nonblocking
consensus using the following simple algorithm: A process queries the contention
manager and, if it is a leader, the process makes a propose invocation on the
underlying obstruction-free consensus object. If the response is neither L nor §,
it is returned; otherwise, the process repeats. This implies the following result:

Theorem 4. Consensus has a nonblocking implementation from (only)
obstruction-free consensus and {2.

3.5 Graceful Degradation of Obstruction-Free Implementations

Obstruction-free consensus can be implemented from registers only [4]. On the
other hand, wait-free consensus can be implemented from registers using (2 [22].
However, these two liveness properties cannot be combined in the same imple-
mentation, namely, there is no wait-free consensus implementation using regis-
ters and {2 which becomes (at least) obstruction-free when the contention man-
ager fails to eventually elect a single correct leader. In fact, we prove the claim
even for nonblocking consensus implementations.
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Theorem 5. There is no nonblocking consensus implementation using registers
and {2 that ensures obstruction-freedom when the contention manager fails to
eventually elect a single correct leader.

Proof. Suppose, by contradiction, that an algorithm A provides such an im-
plementation. We show that it is then possible to devise an algorithm A’ that
implements nonblocking consensus for two processes, p; and ps with registers
only — a contradiction with [10,23].

In A’, processes take steps like in A, except that, instead of using {2, processes
assume that (2 always indicates p; as the only leader. In doing so, processes
cyclically invoke propose operations until a non-{_L, 0} value is returned. Note
that A’ cannot violate safety properties of consensus, since every finite execution
of A’ is also an execution of A. To establish a contradiction, it is thus sufficient
to show that at least one correct process eventually terminates in A’, i.e., obtains
a non-{_L,(} value from the underlying algorithm A.

Every execution of A’ belongs to one of the following classes:

(1) Executions in which p; is correct, i.e., the assumed output of the contention
manager complies with the specification of {2. Such an execution is indistinguish-
able to p; and py from executions of A in which processes ps, . .., p, are initially
faulty, and p; is the only correct leader. Since A implements a nonblocking con-
sensus using {2, some correct process (p; or pa) eventually obtains a non-{L, 0}
value from A and decides.

(2) Executions in which p; is faulty, i.e., the assumed output of the contention
manager does not comply with the specification of 2. Assume that ps is correct
in such an execution (if both p; and ps are faulty, consensus is trivially solved).
Any finite prefix of our execution is indistinguishable to p, from an execution of
A in which processes ps, ..., p, are initially faulty, and the contention manager
malfunctions. Since ps is eventually running in the absence of step contention,
and A ensures obstruction-freedom even when the contention manager is incor-
rect, po eventually obtains a non-{ L, #} value from A and decides.

In other words, A’ guarantees that whenever there is at least one correct
process, some correct process eventually decides — a contradiction. O

4 Solo-Fast Implementations

We say that a wait-free linearizable implementation of a sequential type T" from
registers and other objects (e.g., compare&swap) is solo-fast if only read and
write operations are invoked by any step contention-free operation on it.

4.1 Solo-Fast Generic Object Implementation

Figure[d presents a solo-fast consensus implementation. The algorithm proceeds
in rounds (lines [3H2H)). Starting the algorithm, every process first computes in
line [}l the smallest round & in which a value can be fized, i.e., returned in line
(we say that p; joins in round k). The algorithm guarantees that if any process
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Shared variables:
Registers {A;},{Bj},j € {1,2,...,n}, initially L
céS Cq,...Crn—1, initially L

1: upon propose(input;) do

2:  V — collect A { L’s are ignored in each collect }
31 ki —min{k > 1|V(k',v') €V : k' <kAV(k,V), (k,v")EV v =2"}
4: if 3(k,v) €V then

5: Vi — U

6: else

T V'’ « collect B

8: if V' #0 then

9: v; < the highest timestamped value in V'

10: else

11: v; «— input;

12:  while (true) do

13: A — (ki,vq)

14: V « collect A

15: if V(K',v') eV K <kiVv (k' =k Av' =v;) then
16: B; — (ki,vi)

17: V «— collect A

18: if V(K',v') eV K <k V(K =k; Av' =v;) then
19: return v;

20: V'’ « collect B

21: if V' # 0 then

22: v; <« the highest timestamped value in V'

23: v — Cki.CS(L,Ui)

24: if v/ # L then v; — v’

Fig. 4. An n-process solo-fast consensus: code for process p;

fixes a value, then no process can ever fix a different value. In every round,
starting from round k, p; tries to fix its current estimate. It is ensured that if no
other process tries to fix concurrently a different value in the current or higher
round, then the estimate must be fixed. If p; is not able to fix the estimate in
the current round (we say that p; aborts in that round), which can only happen
when there is step contention, it updates the estimate using a C&S operation
and goes to the next round. The algorithm guarantees that whenever process p;
aborts in round k, and no process joins in round k + 1, then p; fixes its estimate
in round k + 1 (C&S ensures that no two processes that abort in round & try to
fix different values in round k + 1). We show that no process can join in round n
or later, and thus p; fixes its estimate in round k& < n. The algorithm is solo-fast,
since no process can abort in a round (and thus use a C&S operation) in the
absence of step contention.

This algorithm implies the next theorem (the correctness proof appears in
the full version of the paper).

Theorem 6. There is a solo-fast consensus implementation from registers and
C&S objects, that takes O(n) steps in the solo path.

From Theorem [6] and Herlihy’s universal construction [I5], we immediately
obtain:
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Corollary 1. Fvery sequential type T has a solo-fast implementation from reg-
isters and C€S objects.

4.2 Lower Bounds and Reductions

Our implementation has linear space and contention-free step complexity. Prov-
ing that it is asymptotically optimal is not straightforward. Unlike obstruction-
free implementations (see the proof of Theorem B]), the lower bound of [19]
cannot be applied to solo-fast implementations, since processes can access non-
historyless objects such as C&S, which is not allowed in [I9]. Nevertheless, if we
assume that the C&S objects are non-readable, then a simple variation of [19]
implies that the step and space complexity for solo-fast is at least linear. (This
matches the complexity of our implementation.)

The apparent similarity between obstruction-free and solo-fast implementa-
tions tempts to think that a linear lower bound on space and step complexity of
a solo-fast implementation can be obtained by a reduction from an obstruction-
free one (applying Theorem B]). However, despite of the similarity, such a reduc-
tion seems difficult to achieve. For instance, a seemingly straightforward trans-
formation from a solo-fast implementation to an obstruction-free one in which
hardware C&S objects are recursively substituted with their solo-fast implemen-
tations does not guarantee solo termination if the underlying C&S objects are
readable. Indeed, even on a solo path, any read operation on a C&S object would
recursively call a solo-fast version of it, and so on.

5 Discussion

This paper studies the notion of step contention, which inherently does not
charge for processes stalled, e.g., due to failures or swap-outs, and is, in this
sense, fundamentally different from point or interval contention. We show that
registers are powerful enough to ensure liveness in the absence of step contention
(which leads to a wider set of executions than when looking at other forms of
contention). However, we suggest that building such implementations using only
registers in the absence of step contention is inherently expensive and of limited
benefit.
There are several interesting avenues for further research:

Complexity of obstruction-free consensus. We have shown tight bounds on the
cost of generic obstruction-free implementations. However, there might be more
efficient obstruction-free solutions for specific problems. For obstruction-free con-
sensus, for example, an £2(y/n) lower bound on the number of registers (or his-
toryless objects) can be derived from the lower bound of Fich, Herlihy and
Shavit [II]. This bound is not tight (the upper bound is O(n)) and more-
over, it does not bound the contention-free step complexity of obstruction-free
consensus.
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Complezity of solo-fast implementations. Our solo-fast implementation performs
O(n) read and write steps, even in the absence of step contention; by employing
adaptive collect [IL[5], the step complexity can be made to depend only on the
point contention; by employing adaptive collect for unbounded concurrency [13],
it can be made independent of the number of processes.

We conjecture that a non-constant lower bound on the contention-free step
complexity of any generic solo-fast implementation holds even if underlying com-
pare&swap objects are readable, making solo-fast implementations rather inef-
ficient. On the other hand, it is possible that the step and space complexities of
solo-fast consensus can be made constant if objects slightly more powerful than
read/write registers, e.g., counters or queues, are used on a solo path.

Contention management. The contention manager we considered is fundamen-
tally different from those considered in [25126,14.[17]. It is easy to see that none
of those can transform any obstruction-free implementation into a nonblocking
one. Those contention managers do not provide any worst case nonblocking de-
terministic guarantees (with the exception of [I4] in the absence of failures),
and were actually rather designed to provide a high throughput in the average
case. Devising a contention manager that would provide deterministic worst case
guarantees with acceptable average case throughput is an interesting research
direction.

Acknowledgments. We would like to thank Partha Dutta, Danny Hendler, Ron
Levy, and Eric Ruppert for important discussions on the topic of this paper, and
the anonymous reviewers for helpful comments.
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Abstract. We introduce a new object, BH, and prove that a system with one
BH object and single-writer Registers has the same computational power as a
system with countably many commutative and overwriting objects. This provides
a simple characterization of the class of objects that can be implemented from
commutative and overwriting objects, and creates a potential tool for proving
impossibility results.

It has been conjectured that Stacks and Queues shared by three or more pro-
cesses are not in this class. In this paper, we use a BH object to show that two
different restricted versions of Stacks are in this class. Specifically, we give an
implementation of a Stack that supports any number of poppers, but at most two
pushers. We also implement a Stack (or Queue) shared by any number of pro-
cesses, but, in which, all stored elements are the same.

1 Introduction

Stacks and Queues are important and well studied data structures. However, they are
not usually available in the hardware and, to use them, one has to implement them from
the basic types available in the system. If the distributed system provides Registers and
objects with consensus number oo (such as Compare&Swap or LL/SC), wait-free Stack
and Queue implementations exist, regardless of the number of processes in the system.

Since Stacks and Queues have consensus number 2, they can be implemented in
a wait-free manner from Registers and any type of objects of consensus number 2 in
a system with at most two processes [Her91]]. No such implementations are known
when the number of processes is at least three. In fact, it is conjectured that they do
not exist [LiO1} [Dav04b]. Proving this negative result would also solve Herlihy’s long-
standing open question regarding the ability of Fetch&Add objects to implement every
other consensus number 2 object in systems with more than two processes.

In this paper, we consider the problem of implementing wait-free Stacks and Queues
in systems where only commutative and overwriting objects (such as Test&Set objects,
Fetch&Add objects, Swap objects, and Registers) are available. Two operations com-
mute if the order in which they are applied does not change the resulting state of the
object. One operation overwrites another if applying this operation results in the same
object state whether or not the other operation is applied immediately before it. Commu-
tative and overwriting objects are objects such that every pair of operations performed
by different processes either commute or one overwrites the other. All of them have

P. Fraigniaud (Ed.): DISC 2005, LNCS 3724, pp. 1371311 2005.
(© Springer-Verlag Berlin Heidelberg 2005
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consensus number at most 2 [Her91]]. The class of all commutative and overwriting
read-modify-write objects with consensus number 2 is called Common2. Many objects
in this class are provided in real systems.

Afek, Weisberger, Weisman [AWWO3] prove that any Common2 object
shared by any number of processes can be implemented from Registers and any type of
objects of consensus number 2. Hence, if a Queue or Stack can be implemented from
Registers and Common?2 objects, it can be implemented from Registers and any type
of objects of consensus number 2. Proving that such an implementation is impossible
would imply that characterizing an object to be of consensus number 2 is insufficient to
describe its computational power in systems of more than 2 processes.

Attempts to prove the impossibility of such an implementation for Queues have
resulted in the development of a number of restricted implementations of Queues from
Registers and Common2 objects. Specifically, there are wait-free implementations of
Queues shared by one or two dequeuers and any number of enqueuers [HW9O0, [Li01],
and wait-free implementations of Queues shared by one enqueuer and any number of
dequeuers [Dav04al.

Another natural restriction is to consider Stacks and Queues with domain size 1,
i.e., where all the elements stored in the Stack or Queue are the same. Note that single-
valued Stacks and Queues behave identically. Push and Enqueue increase the number
of stored elements by one. Pop and Dequeue decrease the number of stored elements by
one, if there was at least one, and return whether or not this was the case. We prove that a
single-valued Stack shared by any number of pushers and poppers can be implemented
from Registers and Common2 objects. This means that the difficulty of implementing
a general Stack is not simply coordinating pushers and poppers so that they can all
complete their operations, but must involve poppers determining the order in which the
steps of different pushers are linearized.

We obtain our implementation by first constructing an implementation of a Stack
with arbitrary domain shared by one pusher and any number of poppers. Then we show
how to transform it to obtain an implementation of a single-valued Stack shared by any
number of pushers and poppers. We also show how to extend the number of pushers
from one to two when the domain is arbitrary. In contrast, it is not known how to im-
plement a Queue shared by two or more enqueuers and any number of dequeuers from
commutative and overwriting objects.

The implementations in this paper do not directly use Common?2 objects. Instead,
we introduce a new object, BH, with a single operation, Sign, and we show that, for
any number of processes, a BH object can be implemented from a single Fetch&Add
object. Then we implement our Stacks from a single BH object and one single-writer
Register per pusher. The form of our implementations is very simple: To perform a
Push, a process appends information to its single-writer Register, and performs one or
two Sign operations (depending on the implementation). To perform a Pop, a process
appends information to its single-writer Register, performs two Sign operations, and
then collects the single-writer Registers of all pushers.

We also show that any countably infinite collection of Fetch&Add objects and
single-writer Registers can be simulated using one BH object and one single-writer
Register per process. In this case, a process can perform any operation by appending the
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operation and its arguments to its single-writer Register, applying one Sign operation to
the BH object, and then reading the single-writer Registers of all other processes. Thus,
a system with one BH object and one single-writer Register per process, and a system
with Common2 objects and Registers are equally powerful. In particular, to show that
an object cannot be implemented from Registers and objects in Common?2, it suffices to
prove that it has no implementation from one BH object and one single-writer Register
per process. Moreover, it suffices to prove the lower bound for a restricted class of im-
plementations in which each operation is simulated by an algorithm with a fixed, very
simple form. This restriction enables us to better understand the flow of information
between processes and to analyze the interaction between them.

In Section 2, we discuss the BH object and its properties. Section 3 contains our
stack implementations. Throughout the paper, we assume that all objects are determin-
istic and linearizable and we consider only wait-free implementations.

2 The BH Object

In this section, we define the BH object, show how to implement it using a single
Fetch&Add object, and show how it can be used to implement any collection of Com-
mon?2 objects. Our goal is to show the existence of such implementations. We do not
address their efficiency.

2.1 Definition of BH

Consider an object with only one operation, in which a process appends its own ID to
a shared log. We refer to an occurrence of a process ID in the log as a signature. We
assume process IDs are positive integers, so a list of signatures is a finite sequence of
positive integers. The object keeps, by means of its internal state, a complete ordered
list of signatures. As a process signs the log, that process receives, in response, the
entire list of signatures, including the one being applied by its current operation. This
object has consensus number co, because processes can decide on the input value of
the process whose ID is the first signature in the log. Hence, this does not capture the
limited power of a system with Registers and Common?2 objects.

Informally, a BH object, short for Blurred History, works much like the object de-
scribed above, but it is restricted so that it can be implemented from Registers and
Common?2 objects. As before, the object has one operation, Sign, and the state of the
BH object is the complete list of signatures applied so far. However, the response a pro-
cess P, gets from Sign is not the exact state ¢ of the BH object, but instead, a set of
sequences indistinguishable (in the sense defined below) to P, from o.

Two sequences of integers o, o’ are a-indistinguishable if there exist b # ¢, both dif-
ferent from a, such that o = o1 -be- 09, 0’ = o1 -¢cb- 05 and neither b nor ¢ appears in 0.
In other words, o’ is exactly the same as o, except for the last consecutive occurrences of
two different elements other than a, which are swapped. Two sequences o, ¢’ are also
a-indistinguishable if there is a sequence ¢” which is a-indistinguishable from both.
Thus, a-indistinguishability is transitively closed. We use the terms a-indistinguishable
and indistinguishable to P, to refer to the same relation.
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To provide further intuition, we also give a direct, yet equivalent, definition for
the notion of indistinguishability. We can view a state ¢ as providing two types of
information:

— the number of signatures by each process, and
— for each signature, which signatures precede it (and, hence, which signatures follow
it).

Let o be the state of a BH object immediately after P, performs Sign. In response to its
operation, P, will receive the following information from o

— the number of signatures in o by each process, and

— the relative order of each pair of signatures in o, provided that at least one of the
signatures in the pair is by P, or is followed by another signature by the same
process.

Hence, P, won’t be able to tell the relative order of the last signatures by other pro-
cesses, when those signatures are consecutive. For example, if the BH object is in state
123 and P; applies Sign, the response will be {1231, 1321}, which we can write as
1{23}1. As a more elaborate example, if the BH object is in the state 1324451671718
and P, applies Sign, Py will get the response 1{23}4{45}1671{178}9. Notice that, in
this example, Py can derive the exact location of the last (and only) signature by Fs
because it knows the location of the two surrounding signatures (the second by P; and
the first by Pr).

When two sequences o, o’ are a-indistinguishable, one is a permutation of the other,
and the set of locations of last signatures by processes other than P, is the same in both.
From the response to a Sign operation, P, can compute the response of any previous
Sign operation by some other process P, except for possibly the last operation by P.
To see this, note that P, knows the location of any signature of P, except possibly the
last signature of P, and furthermore, later steps (by P, and by other processes) can
only add information about the exact state at the end of P,’s operation. For example,
if Py receives the response 124{24}353151 to a Sign operation, it can see that the
response Ps got from its first Sign operation is 124{234}5. In this example, P; knows
the location of the first signature by Ps, but it can see that P5 couldn’t have had that
information from the response to its first Sign.

2.2 Implementing a BH Object

In this section, we informally explain how to implement a BH object using a Fetch&Add
object. A more formal description of this implementation appears in [Dav04b]. The ini-
tial state of the BH object is an empty sequence, and the initial value of the Fetch&Add
object in our implementation is 0.

We can view the value V' stored in the Fetch&Add object as an infinite sequence of
bits, {b; | i = 0,1,...}. Let N denote the number of processes in the system and, for
i=1,...,N,let V, denote the infinite subsequence of bits {b; | (j mod N) +1 =
a}. Then V1, ..., Vy are mutually disjoint. At any point in time, V, encodes a finite
sequence of non-negative integers as the concatenation of the unary representations of
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these integers, each integer separated from the next by 10, and followed by an infinite
sequence of 0’s. For example, 1, Uz, u3 is encoded as 1*1+101%2+101%3+100 - - -, Then
any positive integer can be appended to the end of the sequence by only changing certain
bits of V, from O to 1.

We implement every Sign operation by P, using one Fetch&Add operation on V'
that appends a number to the sequence encoded in V. Since P, is the only process
changing V,, it can keep the value of V, in a local register v,. Whenever P, needs to
append a number to the sequence encoded in V,, it can inspect v, to decide which bits
of V, have to be changed from O to 1. P, can then set those bits using a Fetch&Add
operation on V' with an appropriate argument. For example, if V, stores 2, 0, 3, encoded
as 111010111100 - - -, and P, needs to append the value 1 to this sequence, it has to
change the 12-th and 13-th bits of V;, from O to 1. P, can accomplish this by performing
a Fetch&Add operation on V' with argument 20~ 1+11N | ga—1+12N

In our BH implementation, every process P, has, in addition to v,, a second local
register w,. This register has initial value 0. It is used to store the last value received
by P, from a Fetch&Add operation on V. A Sign operation by P, is implemented as
follows:

— using v, and w,, process P, computes a value x such that performing a Fetch&Add
operation on V' with argument = has the effect of appending w, to the sequence
encoded in V;

— P, appends w, to vg;

- P, performs Fetch&Add on V' with argument z;

— P, stores the response from this Fetch&Add operation in wy;

— using w,, process P, computes the response from Sign.

The computation of = was described above. Thus, it remains to explain how to compute
the response from the Sign operation.

From the response to its Fetch&Add operation, P, can compute the number of pre-
vious signatures by some other process P, as the number of runs of 1’s in the sequence
Vp. It can also compute uy, ;, the i-th non-negative integer in the sequence encoded by
Vb. Note that uy, ; is the response P, received from the Fetch&Add operation it per-
formed during its (¢ — 1)-st Sign operation. Hence, P, can compute which signatures
precede the (i — 1)-st signature by P,. The only information about the signature log that
P, cannot compute is the relative order of the last signatures by other processes, when
those signatures are consecutive. This is precisely the information needed to construct
the class of states indistinguishable to P, from the signature log.

2.3 Implementations Using a BH Object

In this section, we show that a system with one single-writer Register per process and
one BH object can be used to simulate a system with infinitely many Common2 objects
and Registers. To do that, we implement a countably infinite collection of Fetch&Add
objects and single-writer Registers using one single-writer Register per process and one
BH object. Our claim follows from the fact that any Register can be implemented from
single-writer Registers [VA86], and that any Common?2 object can be implemented from
Fetch&Add objects and Registers [AWWO93]].
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Consider a system of countably infinitely many Fetch&Add objects and single-
writer Registers. Assume the objects in this system are indexed by positive integers. A
process may perform three types of high-level operations:
Fetch&Add(k, ), if k is the index of a Fetch&Add object, Read(k), if k is the in-
dex of a Register, and Write(k, x), if & is the index of one of the Registers to which it
may Write. In a system with one single-writer Register per process and one BH object,
we implement each of the three types of operations as follows:

P, appends the current high-level operation to its Register;
P, Signs the BH object;

P, Reads the Registers of all processes;

— P, locally computes the result of the implemented operation.

Throughout the implementation, the value held in P,’s Register is an ordered list of all
the high-level operations that P, has started. We linearize a high-level operation at the
moment the process executing it Signs the BH object. Thus, given the responses P, gets
from its Sign and Read operations, P, can compute which high-level operations have
occurred so far. It can also compute the linearization of these operations, except for
what is blurred in the response it gets from the BH object. This information is enough
for P, to compute the result of its high-level operation:

— If the high-level operation is a Write, its response is simply OK.

— If the high-level operation is Read(k), we know that only one process P, writes
to the single-writer Register with index k. In this case, P, returns the argument of
the last Write operation by P, to this Register that is linearized before this Read. If
there is no such Write operation, then the initial value of the Register is returned.

— If the high-level operation is Fetch&Add(k, x), P, needs to compute the sum of the
arguments of all the Fetch&Add operations on this object that are linearized before
the current operation. Note that P, does not need to know the order in which these
operations are linearized, since addition is commutative.

Something stronger can be said about a system with one single-writer Register per
process and one BH object.

Theorem 1. Let S1 be a system with countably infinitely many Common?2 objects and
Registers. Let Sy be a system with one single-writer Register per process and one BH
object. If there exists an implementation of some object O in S1, then there exists an im-
plementation of O in Sy. Furthermore, to perform a high-level operation on O, process
P, begins by appending this operation to its single-writer Register and then alternately
performs Sign and Reads of all Registers.

In the construction, a process uses its single-writer Register to record which opera-
tion it performs, on which object it performs this operation, and any parameters of this
operation. Thus, when implementing a single object that supports a single operation
that takes no parameters, the single-writer Registers are not needed.
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3 Stack Implementations from a BH Object

3.1 A Single-Pusher Stack Implementation

In this section, we give a single-pusher many-popper Stack implementation from one
BH object B and an unbounded array V' of single-writer Registers, each capable of
holding one Stack element and each of which can only be written by the single pusher
P;. Alternatively, V' can be a single-writer register capable of holding any sequence
of Stack elements. The initial state of B is the empty sequence. Let process P, be a
popper, for a > 1. The implementation is presented in Figure[Tl

The pusher P; holds a local variable last, initialized to 0, which is used to store the
index of the last slot of V' to which P, wrote. To push an element = onto the Stack, P;
increments last and writes x into V[last]. P; then signs B. A signature of P; in B is
called a push step. Recall that this is an occurrence of 1 in the state of B.

To pop an element off the Stack, P, first performs two Sign operations on B. From
the result of its second operation, which is an equivalence class of a-indistinguishable
sequences, P, selects any representative o. Then P, locally computes a function f
of o (see Figure[I)). The value of this function is either 0, in which case P, returns e,
indicating an empty Stack, or a positive integer, which P, uses to index V. In the second
case, the value stored in that location of V' is the result of P,’s Pop. The signatures of
poppers in B are called pop steps. The signature produced by the first Sign occurring
in a Pop operation is called a first pop step, and the signature produced by the second
Sign is called a second pop step.

The heart of this implementation is the function f. It takes a BH state o as input,
and decides which value the process computing it should pop from the Stack. Inside the
function, we consider each Push operation ¢, starting with the latest, and try to match
it with the earliest completed Pop operation « that starts after the push step of ¢. If no
such « exists, we erase ¢ from ¢ and continue. On the other hand, if o exists, we erase
both « and ¢ from ¢ and continue. If « turns out to be the Pop operation that invoked f
on o, which is the case if the second pop step of « is the last signature in o, we decide
that v should return the value pushed on the Stack by ¢.

For the purposes of proving the correctness of this implementation, it will be con-
venient to assume that P; is pushing the values 1,2, 3, ..., thus identifying the value
stored in a cell of V' with the index of that cell.

A crucial fact in proving the correctness of this algorithm is given in Lemma [5]
where we show that the choice of ¢ made in line 6 does not affect the output of a
Pop operation. Specifically, the result of applying f to two indistinguishable states is
the same. In order to establish this result, we prove several Lemmas saying that, under
certain conditions, swapping two consecutive steps of o does not change the result of f.
The last pop step in o, which is the second pop step of the Pop operation that invoked
f, is never moved.

Leto = 11,a,b, 72 and 0’ = 71,b, a, 7o, where a # b and 7 is not empty. Lem-
mas [T} 2] and Bl describe situations in which f(c) = f(o’).

Lemma 1. Swapping two consecutive pop steps by different processes, of which at least
one is a first pop step, does not affect the result of f. Formally, if a is a first pop step
and b is a pop step, then f(o) = (o).
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1.
2
3

4
5
6
7
8
9

10.

11.
12.
13.

14.
15.
16.
17.
18.

19.

20.

Procedure P;:Push (x)

increment ( last )
Write( V[last], x )
Sign( B, 1

Procedure P;:Pop, ford > 1

Sign( B, d )
C <— Sign( B, d )
G +— any sequence in C

1 + f(o)
ifl=20

return €
else

return Read( VI[1] )
endif

Function f (G)

while there exist push steps in ©
i +— location of last push step in ©

A<+—{ (j, j ) :jand j are the locations of the first

and second steps of a pop operation and i < j }
if A is not empty
(k, ¥ ) <— pair with minimum j' in A
if k¥ is the last location in ©
return number of push steps in ©

endif
delete signatures at i, k and k' from ©
else
delete signature at i from ©
endif
endwhile
return 0

Proof. During every iteration of the while loop, membership in A is determined in
line 13 by the order between push steps and first pop steps, and the selection of a pop
operation in line 15 is determined by the order between second pop steps. Hence, the
computations of f on ¢ and ¢’ take exactly the same decision during every iteration of

Fig. 1. A Single-Pusher Implementation

the while loop.
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The same argument can be used to show:

Lemma 2. Swapping a consecutive push step and second pop step does not affect the
result of f. Formally, if a is a push step and b is a second pop step, f(o) = f(o’).

Lemma 3. Swapping two consecutive second pop steps does not affect the result of f.
Formally, if both a and b are second pop steps, f(o) = f(o’).

Proof. We use induction on the number of executions of the while loop to show that
f(o) = (o).

The only difference in the computations of f on o and ¢’ can arise in an iteration in
which both pop operations involved in the swap are in the set A, one of them is selected
in f(o) and the other is selected in f(c’). Let T and 7’ be the respective sequences at
the beginning of that iteration. Without loss of generality, we must have

T =T, 1,7’2,011,7'3,b1,7'4,a2,b2,7'5 and

/
T =T, 1a7—2aa1a7—3ab1a7—4ab2aa2a7—53

where the 1 following 77 is the last step by the pusher P;. Hence 72, 73, 74, 75 contain
no 1’s. The steps a1 and a9 are the first and second steps of a pop operation by P,, and
b1 and by, are the first and second steps of a pop operation by P,. Notice that in this case
T3 cannot contain pop steps by P, because P, has a pending operation.

In this scenario, 1, a1, as are deleted in f (o) and 1, by, b are deleted in f(c”). Let

T = Tla723733b137_43b237_5 and

==/
T =T1,7T2,01,73,T4,02,T5.

Then f (o) = f(7) = f(7) and f(¢’') = f(7') = f(7'). The computation of f is not
affected by what popper is performing a particular Pop operation. It is only affected by
the locations of pop steps in the sequence. Hence, f(7) = f(7”), where

F// =T1,72,73,0A1,T4,02,T5.

Since 73 contains no pop steps by P, and no push steps, 7' can be transformed into 7"
by repeatedly swapping the first pop step a; with pop steps that immediately precede
it. By Lemmal[ll f(7') = f (7).

Lemma 4. Removing the first step of an incomplete Pop does not affect the result of f.

Proof. The first step of an incomplete pop operation is never considered when building
the set A, nor when selecting a pop operation from A, so removing it will cause no
change in the computation of f.

Lemma 5. Let o be the BH state at the end of a pop operation by some process P,. Let
o' be a sequence indistinguishable to P; from o. Then f(o) = f(o’).

Proof. By properties of the BH object, there is a sequence of states ¢(©) () ..
o™ with 0 = ¢(® and ¢(™ = o’ such that any two consecutive states (¢,
o1 can be obtained from one another by swapping two consecutive last steps by
some processes other than P;. We have three possibilities:
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— One of these steps is a first pop step. Since it is the last step by that process, it must
be part of an incomplete pop operation. By Lemma [ removing it will not affect
the result of f. But removing it erases the difference between o(¢) and o(¢t1), so
f(0)) = foletD).

— Both steps are second pop steps. By Lemma[3 f(c(¢)) = f(o(ct1),

— One is a push step, the other is a second pop step. By Lemma 2} f(c(®)) =
FloterD).

Inductively, f (o) = f(o').

Next, we assign linearization points for Push operations and for completed Pop
operations. We do not linearize any incomplete Pop operations (which only apply one
Sign). A Push operation is linearized at its push step. Let a be a complete Pop operation
and let o, be the BH state when « is completed. We define the linearization point of o
as follows:

— If there are no Push operations deleted unmatched (i.e. on line 19) during the com-
putation of f on o, then « is linearized at its second pop step.

— Otherwise, « is linearized immediately before the Push operation ¢ deleted on
line 19 whose push step occurs earliest in o,,. If multiple Pop operations are lin-
earized at the same place, they are put in the same order that their second pop steps
appear in g,.

Note that, in the second case, the push step of ¢ occurs between the two pop steps of «a:
Since ¢ occurs in ¢, the second pop step cannot occur before the push step. If the first
pop step occurs after the push step, then A is not empty at the end of the first iteration
of the computation of f on o, and ¢ is deleted on line 18, rather than line 19.

Furthermore, if 79, dy, 71, 1, T2, d2 is the BH state when the Pop operation o com-
pletes, dy and d are the two pop steps of «, and 75 does not contain any push step or
both pop steps of any Pop operation, then « is not linearized at its second pop step. This
follows from the fact that A is empty during the first iteration of f on 7y, dy, 71,1, T2, do
and, hence, the last Push operation is deleted unmatched.

Given o, we define h(o) to be the Stack history associated with o. It contains the
sequence of operations in the order they are linearized, together with their return values.
For example, h(11216264241266) is the sequence

(Push, OK), (Push, OK), (Pop by P, 2), (Push, OK), (Pop by P, 3),
(Pop by P4, 1), (Pop by P, ¢€), (Push, OK), (Pop by Fs, 4).

Theorem 2. For every state o, the Stack history h(c) is legal.

Proof. We use induction on the number of push steps in o.

First, let o be a history with no push steps. Any Pop operation which is completed
during o will output ¢, hence h(o) is legal.

Now let &£ > 0 and assume that, for all sequences o’ with at most k push steps, h(c”’)
is legal. Let o be a history with k + 1 push steps. Let ¢ denote the last Push operation.

First, consider the case where o contains no completed Pop operations that start after
its last push step £. Then o = m, £, p, where p contains no push steps. Let ¢/ = 7, p.
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All Push operations in ¢’ return the same result, OK, as in ¢ and each is linearized
in the same place in h(o”) and h(o).

Any Pop operation « whose second pop step occurs before £ in o is linearized before
¢ in h(o) Moreover, since 0, = o/, it follows that o has the same result in ¢ and o’
and is linearized in the same place in ~A(o) and h(c”).

Now let a be a Pop operation whose second pop step occurs after £ in . Since there
are no completed Pop operations that start after ¢, the first pop step of « occurs in 7.
Then o = 19, d1, 71, ¢, T2, d2, T3, where d; and ds are the pop steps of « and 75, 73 does
not contain any push step or both pop steps of any Pop operation. By the observation
following the definition of the linearization points, « is not linearized at its second pop
step and ¢ is deleted unmatched during the computation of f on o,,. It follows that o
has the same result in both o and o”.

If « is not linearized immediately before ¢, then it is linearized immediately be-
fore a push step that occurs in ™ and whose Push operation is also deleted during the
computation of f on o,,. Hence, « is linearized in the same place in h(c) and h(o”).

Each Pop operation that is linearized immediately before £ in /(o) is linearized at its
second pop step in h(c”). These operations are linearized after the last Push operation
in h(c’) and are linearized in the same relative order as they are in h(o).

Thus k(o) = h(o’), (Push, OK). By the induction hypothesis, h(c’) is legal. Thus,
sois h(o).

Now consider the case where o contains at least one completed Pop operation that
starts after the last push step £. Then o = 79,4, 71, d1, T2, d2, 73, where dy and ds are
the two steps of the first completed Pop operation « that starts after £. Then 71, 72, 73
contains no push steps and 71, 72 does not contain both steps of any Pop operation.

Since ¢ ends before « begins, it is linearized before «. Any other (Pop) operation /3
that is linearized between ¢ and o must be linearized at 3’s second pop step, co. Since
this occurs before do, the definition of « implies that 3’s first pop step, ¢1, must occur
before £. Thus g = po, c1, p1, ¢, p2, c2, where py does not contain any push step or the
both pop steps of any Pop operation. But then the observation following the definition
of the linearization points says that 3 is not linearized at ¢y, which is a contradiction.
Thus, there are no operations linearized between ¢ and « in h(0).

During the first iteration of the computation of f on o, = 79, ¢, 71, d1, T2, d2, Vari-
able ¢ contains the location of £ and, by the choice of «, variables k and k&’ contain the
locations of s first and second pop steps. Thus f returns the number of push steps
in o, which is the index of the location in V' to which ¢ writes. By Lemma [3] the
sequence that is chosen on line 6 during « gives the value for f as o,. Hence « returns
the value pushed by ¢.

Now we argue that removing both ¢ and o does not change the relative order of the
linearization points of the the remaining operations nor the results of these operations.
Let o/ = 79, 71, T2, 73. Note that the linearization points of each Push operation (except
¢) is the same in ¢’ as in o. We consider a number of different cases for completed Pop
operations.

A Pop operation whose second pop step is in 7 has o, = o/,. Thus it is linearized
at the same point and returns the same value in o and o”.
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If a Pop operation 3 has its second pop step in 73, then, during the first iteration of
the computation of f on og, ¢ and « are matched and deleted on line 18, leaving o”.
Thus [ has the same linearization point in o as it does in ¢’ and returns the same value.

Finally, consider a Pop operation 3 whose second pop step is either in 7 or 7o.
Since ¢ is matched with « during the computation of f on o, and og is a proper prefix
of 0,4, ¢ is deleted unmatched during the first iteration of the computation of f on og.
The only difference between the resulting sequence and 023 is the first pop step d; of a,
which, by Lemmald] does not affect the result of f. Hence, 3 returns the same value in
h(o) and h(o’).

By definition of «, 3’s first pop step is in 7y. Since no operations are linearized
between ¢, which is linearized at ¢, and «, which is linearized at ds, (3 is not linearized
at its second pop step in o. Hence it is linearized immediately before some push step.
If that push step is not £, then (3 has the same linearization point in ¢’, since the same
Push operations are deleted unmatched in the computations of f on oz and ab.

The only other Pop operations are those whose second pop steps are in 7y, 72 and
which are linearized immediately before ¢ in o. They are linearized in order of their
second pop steps. Since the last Push operation, ¢, is the earliest unmatched Push op-
eration in the computation of f on o, it must be the only unmatched Push operation.
Thus, in ab, there are no unmatched Push operations, so in ¢’, these operations are lin-
earized at their second pop steps. Hence, they have the same relative order in o and o”.
Since the linearization point of all other operations are in 7y or in 73, all operations in
h(o") occur in the same order in k(o).

Since we show that each operation in h(o’) returns the same result as it does in
h(o). It follows that k(o) is exactly equal to h(c”) with an inserted pair of consecutive
operations, the Push ¢ and the matching Pop «. By the induction hypothesis, h(o”) is
legal, so, from the specifications of a Stack object, h(o) is also legal.

3.2 A Single-Valued Stack Implementation

The single-popper Stack implementation is based on the observation that the number of
times each pusher signs the BH object prior to a Pop is precisely the number of elements
that were pushed on the Stack prior to that Pop. If there is only one pusher, there is no
ambiguity about the order in which the Push operations occurred. Unfortunately, this is
not the case when there are many pushers. For example, suppose processes P; and P
each pushed a value on the Stack by signing the BH object and then process Ps; popped
a value by signing the BH object twice. The resulting state 1233 of the BH object is
indistinguishable to Ps; from 2133, the state that results when P; and P» perform their
operations in the opposite order. Consequently, it is not clear if the value pushed by P;
or P; is the one which should be popped. While we can overcome this problem for the
special case of exactly two pushers (see following section), the general solution remains
elusive. However, if all the values pushed on the Stack are the same, then the problem
of choosing which value to match with which Pop is obviated.

A process performing a Pop on a single-valued Stack only needs to determine
whether or not its Pop operation has some matching Push. It does not matter which
pusher performed the Push. This is essentially the problem that is solved by the single-
pusher Stack implementation (in the previous section).
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To perform a Push, a process appends 1 to its single-writer Register and signs the
BH object once. To perform a Pop, a process appends 2 to its single-writer Register,
signs the BH object twice, and then reads the Registers of all other processes. Let C'
denote the equivalence class of BH states returned as a result of the second Sign opera-
tion in a Pop. As in line 6, we select any representative o from C. However, before we
compute f on o, we replace every push step in o with a push step by a virtual process,
Ppy. A step by some process P, is a push step if the corresponding value in P,’s Regis-
teris a 1. If f returns O on the modified sequence, the Pop returns €; otherwise the Pop
returns the single value in the domain.

The proof of correctness is essentially the same as the the proof for the single-
pusher Stack, except for the addition of the following lemma, which handles two Push
operations whose order cannot be distinguished.

Lemma 6. Swapping two consecutive push steps does not affect the result of f.

3.3 A Two-Pusher Stack implementation

We will now extend the algorithm given in Section[3.1]to allow two pushers instead of
just one. The basic idea is similar to the “helping” mechanism that appears in Herlihy’s
universal construction [Her91]J: the completion of a Push operation by one pusher might
“help” linearize a pending Push operation by the other pusher.

Let P, and P; be the two pushers, and let P; be a popper, for d > 2. We assume
that, in addition to a BH object B, we have two unbounded arrays Vi, V5 of single-
writer Registers, where V, is written by pusher P,. To push the value x, P, first writes
2 in the next available location in V,,. P, then applies two Sign operations on B. Recall
that in the single-pusher implementation, a Push operation consisted of only one Sign.

A Pop operation by Py begins by applying two Sign operations on the BH object.
The return value of the second operation is an equivalence class of states indistinguish-
able to P, from the real state of B. We then select any representative o, as in line 6.
However, before we can apply function f on o, we need to transform ¢ from a two-
pusher history into a single-pusher history. This transformation is performed by a new
function, g, described below.

The function g takes as arguments a two-pusher history o, and the arrays V7, V5. It
constructs a single-pusher history 7 and an array V. The two histories, o and 7, contain
exactly the same pop steps. The push steps by P; and P; in o are replaced in 7 with
push steps by a virtual process, Py. The idea is that a Push operation ¢ is linearized
either at its second step, or at the second step of the first push operation ¢’ by the other
pusher which was started and completed after the first step of ¢. The function g can be
computed as follows.

— Find the earliest second push step in o; call that push operation ¢’.

— If there is a push operation ¢ which has a first step that occurs before the first push
step of ¢’, delete both ¢ and ¢’, and insert two steps by P in 7 at the location of
the second push step of ¢'.

— If no such ¢ exists, delete ¢’ and insert a step by P in 7 at the location of the
second push step of ¢'.
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— Whenever we delete the i-th Push operation by P,, write V,[¢] into the first empty
location in V. In the first case, when we delete ¢ and ¢/, append the value corre-
sponding to ¢ before the one corresponding to ¢’.

— Repeat until no push operation in ¢ has two steps.

— At the end, delete any remaining first push steps.

For the purposes of proving correctness, we may assume that the i-th value pushed
by P, and written in V,[¢] is the pair (a,%). For example, if o = 1112332611241
3322431426 (where second push steps and second pop steps are underlined), we have
g(o,V1,Va) = (7, V) where 7 = 0330064033043406 and V' = (1,1), (1,2), (2,1), (1,3),
(2,2), (2,3).

After computing g(o) = (7, V'), a Pop operation computes f(7). If the latter evalu-
ates to 0, the Pop returns ¢; otherwise the Pop returns the element in location f(7) of V,
the array computed in g. For example, for o, 7, V from the previous example, f(7) = 2
and V[f(7)] = (1,2).

The following two Lemmas are needed to prove the correctness of this extension.

Lemma 7. Let o be the state at the end of a Pop operation by Py and let o’ be a state
indistinguishable to Py from 0. Let g(0) = (7, V) and g(o') = (7', V'). Then V =V’
and f(r) = f(r').

Lemma 8. Let 0 be a BH state. Let o' be any prefix of 0. Let g(0) = (1,V') and let
g(o’) = (7', V'). Then 7' is a prefix of T and V' is a prefix of V.

Finally, we argue that our algorithm is linearizable. Given a two-pusher history o,
let g(o) = (7, V). We define the linearization points for Push operations in o to be the
corresponding steps where they appear in 7. We define linearization points for Pop op-
erations in o the same way they are defined in the single-pusher history 7. By Lemmal8]
all Pop operations completed in ¢ have returned the exact same values as if they had
occurred in 7. Since the single-pusher history 7 is linearizable, so is o.

4 Conclusions

In this paper, we have showed that it is possible to construct wait-free implementations
of certain restricted Stacks using only Registers and Common?2 objects. Specifically,
it is possible to implement single-valued Stacks (and Queues) shared by any number
of process, and general (multi-valued) Stacks shared by one or two pushers and any
number of poppers.

Queue implementations exist for any number of enqueuers and at most two de-
queuers [Li0O1]], and for one enqueuer and any number of dequeuers [DavO4al]. In a
Stack implementation, only the poppers output relevant values. If there are only two
poppers, they might be able to agree on the sequence of values to output. This sug-
gests that Stack implementations for any number of pushers and at most two poppers
might exist. However, we conjecture that implementing a Stack with domain size 2,
shared by three pushers and three poppers, is impossible to implement from Registers
and Common?2 objects.
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Since modern distributed systems do provide more powerful types, our results are
mainly of theoretical interest. The BH object is not an object one would want to imple-
ment in hardware or use in an efficient implementation. Moreover, the implementations
we present use an unbounded size BH object and an unbounded number of single-writer
Registers (or single-writer Registers of unbounded size).

However, we believe the BH object is a very useful tool for studying the computa-
tional power of Registers and objects in Common?2. It provides a simple characterization
of the information a process can obtain from such objects during the course of a com-
putation. This makes it much easier to show the existence of algorithms for this model
and has the potential of leading to the development of interesting impossibility results
dealing with questions at the foundations of our understanding of shared memory dis-
tributed computing.
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Abstract. Atomicity (or linearizability) is a commonly used consistency
criterion for distributed services and objects. Although atomic object im-
plementations are abundant, proving that algorithms achieve atomicity
has turned out to be a challenging problem. In this paper, we initiate
the study of systematic ways of verifying distributed implementations
of atomic objects, beginning with read/write objects (registers). Our
general approach is to replace the existing operational reasoning about
events and partial orders with assertional reasoning about invariants and
simulation relations. To this end, we define an abstract state machine
that captures the atomicity property and prove correctness of the object
implementations by establishing a simulation mapping between the im-
plementation and the specification automata. We demonstrate the gen-
erality of our specification by showing that it is implemented by three
different read/write register constructions: the message-passing register
emulation of Attiya, Bar-Noy and Dolev, its optimized version based on
real time, and the shared memory register construction of Vitanyi and
Awerbuch. In addition, we show that a simplified version of our specifi-
cation is implemented by a general atomic object construction based on
the Lamport’s replicated state machine algorithm.

1 Introduction

Many distributed and network-based services can be modeled as shared objects
accessible to (possibly remote) clients through well-defined interfaces. Atomicity
[16/21] (also known as linearizability [10]) is a desirable property for such objects
as it allows clients using the objects to perceive the operations that occur in each
run as occurring atomically, in some sequential order. This perception makes it
easier to understand the behavior of a system using distributed services, and so,
simplifies the task of system design.

Atomic services could be implemented simply on single server machines.
However, to achieve high availability in a distributed system and to tolerate
failures, atomic services are typically implemented by distributed algorithms.
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Many distributed algorithms have been proposed for implementing atomic ob-
jects; see, for example, [T7THBO27IB3I32TOBSITATIIRZ223I8]. These use a
range of techniques to achieve the appearance of total ordering, for example,
assigning timestamps and processing operations in timestamp order, or using
quorum configurations.

Although atomic object implementations are abundant, proving that algo-
rithms achieve atomicity has turned out to be a challenging problem. Most exist-
ing proofs for such algorithms are long, subtle, and difficult to understand and
check. As evidence of the difficulty, we note that several published proofs for
implementations of atomic shared read/write memory objects have later been
shown to be incorrect. We believe that a fundamental reason for the difficulty of
these proofs is their style: they are based on detailed, not-very-systematic, rea-
soning about events and their ordering. Useful structure in such proofs is often
provided by lemmas about partial orders of operations on objects, for example,
Proposition 3 of [I6] (for single-writer read/write objects) and Lemma 13.16 of
[21] (for multi-writer read/write objects). These lemmas provide sufficient con-
ditions for correctness of atomic read/write object implementations, based on
a list of properties that a partial ordering of operations must satisfy. However,
showing that these properties hold still requires detailed, ad hoc reasoning about
events (see, e.g., [22123]).

In this paper, we study systematic ways of verifying distributed implemen-
tations of atomic objects, beginning with read/write objects (registers). Our
general approach is to replace operational reasoning about events and partial
orders with assertional reasoning about invariants and simulation relations. The
assertional methods differ from the traditional operational arguments in two
important ways. First, the system properties are stated precisely in terms of
predicates over the system state components. Second, assertional proofs can be
checked by examining individual state transitions of the algorithm without rea-
soning about entire executions. As such they lend themselves to mechanization,
i.e., the process of checking a proof can be carried out using interactive tools,
such as theorem provers.

Our approach to carrying out assertional atomicity proofs is first to define
an abstract state machine that captures the atomicity property and then, prove
correctness of the object implementations by establishing a simulation mapping
between the implementation and the specification automata. The challenge is
to find a specification automaton that is general enough to apply to many ex-
isting implementations, and at the same time sufficiently close to the actual
implementations to simplify the task of finding the mapping. One example of
an atomicity specification that turned out to be too abstract for carrying out
simulation proofs is the canonical atomic object automaton of Section 13.1.2
of [2I]. The canonical object automaton maintains a buffer used to store incom-
ing client requests. Buffered requests can later be applied to the object state,
and the generated responses are returned to their originators. Unfortunately,
this specification, though simple, does not provide sufficient detail to allow for
easy match with concrete implementations.
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We therefore, give more detailed specifications. Namely, we define an ab-
stract state machine, which we call the Partial-Order Machine (PO-Machine),
which records information about operations and their orders in its state. The
PO-Machine expresses the common behavior of many existing atomic register
implementations, in which client operation requests are gradually ordered rela-
tive to other operation requests until all the necessary ordering constraints are
achieved. The ordering constructed is, in the limit, guaranteed to be a partial
order of the requested operations that satisfies sufficient conditions for showing
atomicity.

We use the PO-Machine as a formal specification for distributed algorithms
that implement atomic memory. We show that it is implemented by three dif-
ferent read/write register constructions: the message-passing emulation of At-
tiya, Bar-Noy, and Dolev (ABD) [3] (extended to handle multiple writers as in
[23]), an optimized version of ABD that takes advantage of synchronized clocks
at writers [§], and the unbounded version of the shared memory construction
of a multi-writer /multi-reader register from single-writer/single-reader registers
of [36]. We also show that a slight modification of the PO-Machine, called the
TO-Machine, can be used to prove atomicity of a general (i.e., not necessarily
read/write) object implementation based on the replicated state machine proto-
col of Lamport [I5].

We specify the PO-Machine and the algorithms formally using the I/O Au-
tomata (IOA)[20] and Timed IOA [12/I1] models, in fact, using formal spec-
ification languages that have been defined for these models. The IOA/TIOA
specification languages lead to very stylized assertional proofs for invariants and
simulation relations that can be partially automated using theorem provers.
Moreover, the same IOA specifications can be used by the IOA compiler [31130]
to produce executable Java code.

Other related work: Our use of a partial order automaton as an abstract spec-
ification was inspired by prior work of Fekete et al. on specifying the behavior
of an Eventually Serializable Data Service [9]. Their specification used a (dif-
ferent) partial-order machine, which expresses weaker consistency requirements
than atomicity. The algorithm studied in [9], based on an earlier algorithm of
Liskov et al. [13], was shown to achieve this weaker form of consistency.

The only other published simulation-based atomicity proofs we are aware of
are those of Bogdanov [5] (replicated state machine), and Doherty et al. (lock-
free queue) [7]. The proofs in both these papers are complicated: They involve
multiple levels of asbtraction as well as both forward and backward simulations.
In contrast, every construction considered in this paper is shown to be atomic
by exhibiting a single forward simulation directly from the implementation au-
tomaton to a specification automaton.

Another example of using assertional reasoning for proving atomicity is the
work by Wang and Stoller [37], which uses static analysis combined with model
checking to verify atomicity of code blocks involving lock-free synchronization
primitives. A more general discussion of assertional proof techniques can be
found in [28§].
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The rest of the paper is organized as follows: In Section 2] we introduce
preliminary definitions and notation used throughout the paper. The sufficient
condition for proving atomicity is specified in Section Bl The PO-Machine is
described in Section @l The ABD algorithm is presented and proved correct in
Section Bl A time-based version of ABD is discussed in Section Bl Section [
briefly discusses the proofs of the Vitanyi-Awerbuch’s register construction, and
of the Lamport’s replicated state machine. Section [8 discusses future directions.
For lack of space, we only outline intuition and highlight basic ideas underlying
the correctness proofs. The detailed proofs can be found in the full version of
the paper [6].

2 Preliminary Definitions

We use the I/O Automata (I0A)[20] model to formally specify services, describe
algorithms and carry out proofs. An I/O automaton is a non-determenistic state
machine whose state can change atomically through a discrete transition labeled
by a discrete action. The set of the automaton’s actions is called the action
signature of the automaton. The actions can be either external or internal. The
external actions, which can be either input or output, model interaction with
the automaton’s environment; and the internal actions model local computation
steps. In Section [, we also use the Timed I/O Automata (TIOA) model [I2/T1],
which, in addition to discrete transitions, also allows the automata state to evolve
by trajectories, which describe evolution of the state over time.

We use forward simulations to carry out atomicity proofs. Informally, a for-
ward simulation is a relationship between the states of two automata requiring
that the transitions of one system can in some sense be mimicked by the other.
A precise definition of the simulation formalism can be found in [21].

The read/write service: A read/write object (a register) type consists of the
following components: (1) an arbitrary set of values V' with an initial value vo,
(2) the set of operations of the form write(v), v € V, and read, (3) the set of
responses are ack and v € V, and (4) the sequential specification f such that
flw,write(v)) = (v,ack) and f(w,read) = (w,w).

A read/write service implements a shared read/write register. To access the
service, a client issues an operation descriptor consisting of a location identifier
loc, and an operation identifier id. In addition, the write operation descriptor
also contains a value val. We often refer to an operations descriptor = simply
as operation x, and denote its various components by x.loc, x.id, and z.val. We
denote by O, and O, the sets of the write and the read operations respectively,
and by O = O, U O, the set of all operations. For a set X C O, we denote by
X.id = {x.id : © € X} the set of identifiers of operations in X.

Clients use the actions of the form request(x), z € O, and response(z,v), x €
O, v € V' U{ack}, to issue operation requests and receive responses respectively.
Given a sequence 3 of the request and response actions, an requested operation
x is said to be complete in g if 8 contains response(z,v) for some v € V U {ack}
which we call the return value of x.
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We say that (§ is well-formed if there exists a function cause mapping each
response event to a preceding request event in 3 so that the following is satisfied:
(1) For each response event e = response(z, x), cause(e) = request(z) (i.e., re-
sponses are not spuriously generated); and (2) cause is one-to-one (i.e., responses
are not duplicated ).

The following definition will be used throughout the paper: Let IT be a set of
read and write operations, and R be a binary relation over I1. For an operation
7 € IT we define last-prec-writes(m,R) = {w € Oy : (w,m) € R AN Av' € Oy :
(w,w') € RN (W', 7) € R}.

3 Atomicity

Atomicity (or linearizability) is specified as a property satisfied by the object
implementation traces. It is typically defined in terms of the existence of serial-
ization points for operations so that shrinking the operations to occur at their
serialization points results in a valid sequential execution of the read/write reg-
ister (see, e.g., Chapter 13 of [21], Chapter 9 of [4], or [10]). For our purposes in
this paper, it is enough to give a sufficient condition for proving atomicity; this
condition is equivalent to the one in Lemma 13.16 of [21].

Let 8 be a well-formed sequence of the actions of the read/write service
interface that contains no incomplete operations, and II be the set of opera-
tions requested in . We say that 3 satisfies Partial Order property (henceforth,
referred to as PO) if there exists an irreflexive partial ordering < of all the
operations in II, satisfying the following:

Property 1 (PO Constraints)

1. If the response event for m precedes the request event for ¢ in 3, then ¢ A .

2. For any two write operations m and ¢ in II, either 1 < ¢ or ¢ < 7.

8. If w is a write operation in II and ¢ is a read operation in Il whose request
event follows the response event for w, then ™ < ¢.

4. If w is a read operation in Il and ¢ is a read operation whose request event
follows the response event for w, then for each w € last-prec-writes(m, <),
w < .

5. Let 7 be a read operation in II, and v be the value returned by 7. If
last-prec-writes(m, <) # 0, then v = w.val for some
w € last-prec-writes(mw, <). Otherwise, v = vy.

The following lemma is proved in [6]:

Lemma 1. § satisfies PO iff there exists an irreflezive partial ordering of all
the operations in II, satisfying the (more restrictive) constraints of Lemma 13.16

Of [21/

! Note that our notion of well formedness is weaker than that usually found in the
literature as it allows requests from the same location to be issued concurrently.
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From the above result and Lemma 13.16 of [21], we obtain:

Lemma 2. If 3 is well-formed and satisfies PO, then (3 satisfies atomicity.

4 The PO-Machine

In this section we define the Partial-Order Machine. First, we formally specify
the environment assumptions of the read/write service. This environment is
represented by a single automaton, called Users, whose code could be found
in [6]. The Users automaton contains a single variable requested to keep track
of the ids of requested operations, in order to avoid repeats. An implementation
of the environment would not have such a variable, but would use some other
mechanism to ensure unique operation ids (e.g., client id and a counter).

Lemma 3. For x,y € requested, v =y < x.id = y.id.

The PO-Machine signature and state variables appear in Figure [Tl and its
transitions appear in Figure [l This automaton maintains a partial order in
its state, represented by variables vertices and edges. Vertices correspond to
requested operations, and edges to ordering relationships that have been deter-
mined for these operations. When a request arrives, it is put into vertices; later,
it becomes classified as ordered, then completed, and finally, responded. Edges
may be added at any time from ordered write operations to unordered ones (see
action add-edge).

Anunordered operation 7 may become ordered at any time after it has acquired
incoming edges from all write operations that completed before m began (i.e., all
writes in prec(m)). This ensures that constraints 1 and 3 of Property[llhold among
all writes, and between writes and reads. Constraint 1 is also trivially preserved
among reads as edges originating at read requests are disallowed by the PO sig-
nature (see Figure[l). When a write operation m becomes ordered, new edges are
inserted to ensure that m is ordered with respect to all previously-ordered write
operations (see action order) so that constraint 2 of Property[lis satisfied.

An ordered operation may become completed at any time; when a read oper-
ation ¢ completes, it also forces each write operation 7 immediately preceding ¢
in the partial order to complete. This ensures that every read operation invoked
after ¢ completes will find 7 in its prec set, and will therefore, become ordered
only after it has an incoming edge from 7. This guarantees that constraint 4 of
Property [lis satisfied, and also captures the essence of the “helping” mechanism
found in many atomic register implementations.

A completed operation is allowed to return a response. The response returned
by a read operation is the value written by the last preceding (in the partial
order) write operation, or the initial value if no such write exists (see action
response). Thus, constraint 5 of Property [l is satisfied.

In [6], we prove that the limit of the transitive closure of (vertices,edges),
maintained in the derived variable dag, satisfies Property [Il Since every trace
of PO-Machine is obviously well-formed, by Lemma 2l PO-Machine implements
an atomic register:
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Theorem 1. FEach trace of the PO-Machine satisfies atomicity.

Signature:
Input: Output: Internal:
request(z), x= € O response(z, v), = € O, add-edge(x,y), € € O, y € Oy U Op
v € VU{ack} order(x), = € O
complete(x), = € O
State:
vertices C O, initially empty responded C O, initially empty
ordered C O, initially empty edges C O X O, initially empty
completed C O, initially empty prec is a partial function from O to subsets of O,

initially empty

Derived vars:
dag, the transitive closure of (vertices, edges)

For © € Oy, last-writes(z) = last-prec-writes(z, dag)

Fig. 1. PO-Machine signature and states

Input request(z) Internal complete(x)
Effect: Precondition:
vertices := vertices U {z} z € ordered — completed
prec(z) 1= completed N Oqy Effect:
completed := completed U {x}
if x € Oy then
Internal_a(.id-edge(x,y) Vy € last-writes(z) do
Precondition: completed := completed U {y}
y € vertices — ordered
x € ordered
Effect: Output response(x, ack), © € Oq
edges := edges U {(x, y)} Precondition:
x € completed — responded
Effect:
Internal order(x), =z € Ow responded := responded U {x}
Precondition:
x € vertices — ordered
Vy € prec(z) : (y, z) € dag Output response(x, vg), = € Op
Effect: Precondition:
edges := edges U {(x,y) : y € ordered N Oy A x € completed — responded
(y, =) € dag} last-writes(xz) = @
ordered := ordered U {x} Effect:

responded := responded U {x}

Internal order(x), @ € Oy

Precondition: Output response(xz, v), * € Op
x € vertices — ordered Precondition:
Yy € prec(z) : (y, ) € dag x € completed — responded
Bffect: last-writes(z) # 0
ordered := ordered U {x} v = w.val : w € last-writes(x)
Effect:
responded := responded U {x}

Fig. 2. PO-Machine transitions

5 The Attiya, Bar-Noy, and Dolev Algorithm

In this section, we present a distributed wait-free implementation of an atomic
multi-writer /multi-reader register based on the well-known message-passing al-
gorithm of Attiya, Bar-Noy, and Dolev [3] (which we call ABD). We prove cor-
rectness of ABD by showing that ABD implements PO-Machine, which by The-
orem [I implies that ABD implements an atomic register.
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The original ABD protocol implements a wait-free atomic read/write regis-
ter using a collection of n processes communicating among themselves through
reliable point-to-point channels. The implementation is resilient to up to n/2 pro-
cess crashes. Each process in ABD is responsible for both: handling the client
operation requests, and storing and updating the local copy of the register value.

Here, we present a generalized version of ABD where we let the two roles in
the ABD protocol be performed by two classes of agents: clients and replicas.
This design allows for flexibility in assigning roles to actual network locations
thus simplifying the algorithm deployment in real systems. We also use a sepa-
rate client to handle each user request so that the actual clients can handle any
number of requests and in whatever order (for example, requests can be par-
titioned among several threads, or executed sequentially). Our implementation
also supports multiple writers using the technique of [23].

We now describe the ABD implementation (the ABD automaton) in more
detail. Let P be a finite set of replicas. We define a quorum system Q on P to
be the union of a set of write quorums Q,, and the set of read quorums Q.
Qw and Q,. are sets of subsets of P such that for each Q,, € Q,, and Q, € Q,,
QuwNQr # 0. The ABD automaton is the composition of the Users automaton
of Section [ the client automata C,, z € O, the replica automata R, p € P,
and the reliable point-to-point channel automata connecting each client C,, with
replica R, and vice versa. The client’s interface and state variables appear in
Figure Bl The code of the reader client, the writer client and the replica appear
in Figures [ Bl and [ respectively. We do not present the specification for the
channel automata as their functionality is obvious.

The value stored at each replica is associated with a tag. Tags are two-field
records consisting of a sequence number sn, which is a non-negative integer, and
a request identifier id. Tags are ordered lexicographically with the precendence
to the sequence number field.

Clients access read (resp. write) quorums by first sending a message to all
the replicas, and then awaiting responses from a write (resp. a read) quorum.
The request handling at clients involves two rounds of quorum accesses, called
the read phase and the write phase respectively, such that a read quorum is
contacted during the read phase, and a write quorum is contacted during the
write phase. A client keeps track of the request progress through the phases
using the variable status. The operation’s status is initially idle. It is changed
to pending (p) at the beginning of the read phase. It becomes sending (s) at the
beginning of the write phase. It is changed to committed (c) upon completion of
the write phase, and finally to responded (r) after a response is returned.

Specifically, to handle a write request z, the client C,; (see Figure[]) performs
a read phase to determine the highest tag t associated with the values stored at
some read quorum. It then performs a write phase to store the value v associated
with tag (t.sn,z.id) at a write quorum. It then responds with ack. To handle a
read request y, client Cy, (see Figure[) first performs a read phase to determine
the value v associated with the highest tag t among those associated with the
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values stored at some read quorum. It then performs a write phase to guarantee
that the pair (¢,v) is stored at a write quorum. It then responds with v.

The replica’s algorithm (see Figure ) is simple: In response to a read phase
message, a replica p either responds with its current tag (for write requests), or
the current tag and the value (for read requests). In response to a write phase
message carrying a tag which is bigger than p’s current tag, p overwrites its
current tag and the value with those in the message. Otherwise, the p’s state is
left unchanged. In both cases, p responds with ack.

Types:
Tag = N20 x ©.id, with selectors sn and id, ordered lexicographically

Phase = {idle, p,s,c,r}, ordered so that idle < p <s<c<r

Signature:
Input: Output:
request(x) response(x, v), v € V U {ack}
receive(m)p,z, p € P, m € {ack} U send(m)g,p, p € P, m € {r,w} U
NZ0 U (Tag x V) (Tag x V)
Internal:

rg-collected(q)z, g € Qr

wg-collected(q)z, g € Quw

State:

status € Phase, initially idle read-resp € P, initially empty
val € V, initially undefined write-resp € P, initilly empty
tag € Tag, initially (0, i) for each p € P: reg-buffery, € seqof({r, w} U
(Tag x V)), initially A
Fig. 8. The state and signature of client automata Cy, x € O for ABD

Input request(z) Input receive(ack)p,x
Effect: Effect:

status := p write-resp := write-resp U {p}

for each p € P:
append (r) to reg-buffer.
ppend (r) a-bufferp Internal wa-collected(q)

Precondition:
Input receive(v, t)p, z status =s
Bffect: write-resp D q
read-resp := read-resp U {p} Effect:
if status = p At > tag then status 1= c
val 1= v
tag =t Output response(x, v)
Precondition:
Internal rq-collected(q)q status = c
Precondition: val = v
status = p Effect:
read-resp O q status (= r
Effect:
status :='s

Output send(m)z,p
Precondition:

req-buffer, # X

m = head(req-buffery,)
Effect:

delete head of 7eq—buﬁevp

for each p € P:
append (tag, val) to req-buffery,

Fig. 4. Transitions of reader C,, x € O, for ABD
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Input request(z)
Effect:
status := p
for each p € P:
append (w) to reg-buffery

Input receive(sn)p,z, sn € N20
Effect:

read-resp := read-resp U {p}

if status =p A sn > tag.sn then

Input receive(ack)p,ax
Effect:
write-resp 1= write-resp U {p}

Internal wg-collected(q) 4
Precondition:

status =s

write-resp D q
Effect:

status 1= c

tag.sm i= sn
Output response(w, ack)
Precondition:

Internal rg-collected(q) 4 tat
status = c

Precondition:
status = p

read-resp D q Effect:
Effect: status i=r

status :='s

tag.sn :=tag.sm 41 Output send(m)z,p

for each p € P:
append (tag, x.val) to reg-buffery

Precondition:

m = head(reg-buffery,)
Effect:

delete head of reg-buffery,

Fig. 5. Transitions of writer C,, € O,, for ABD

Signature:
Input: Output:

receive(m) g, p, © € O, m € {r,w} U (Tag X V) send(m)p,z, =z € O, p € R, m € {ack} U (Tag x V)
State:
val € V, initially vg
tag € Tag, initially (0, ig)
For each @ € O: resp-buffery, € seqof({ack} UNZ0 U (Tag x V)), initially A

Transitions:

Input receive(r)z,p Input receive(t, v)z, p Output send(m)p, a

Effect: Effect: Precondition:
append (val, tag) to resp-buffer,, if t > tag then resp-buffery, # X\
tag =t m = head(resp-buffery)
val 1= v Effect:

Input receive(w)z,p
Effect:
append (tag.sn) to resp-buffer;

append (ack) to resp-buffery, delete head of resp-buffer,

Fig. 6. Replica automaton R,, p € P for ABD

Correctness of ABD: We now prove that ABD implements an atomic register.
Our strategy will be to show that ABD implements PO-Machine by exhibiting a
forward simulation from ABD to PO-Machine. In the following, for each = € O,
we will use subscript = to refer to the state variables of C,. It is convenient
for the ABD correctness proof to define several derived variables for the ABD
automaton. These are summarized in Figure [7

Among these variables, the most interesting one is min-tag which is used to
keep track of the lowest possible tag that could ever be determined by a client at
the end of the read phase. At the beginning and before any replica has responded,
min-tag is the smallest tag among the maximum tags carried by replicas in every
read quorum. As the client is progressing through the read phase it might get a
response from a replica whose tag is bigger than the current value of min-tag.
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pending = {z € O : statusg > p}

ordered = {z € O : statusy > s}

completed = {x € O : statusy > c}

responded = {z € O : statusy > r}

For r € Op: last-writes(r) = {w € Oy N ordered : s.tagy = s.tagy}
For x € O, p € P:

t, if 3v € V : (v, t) € resp-buffery, , U channelp o
new-tag(x, p) = (sn, xz.id), if (sn) € resp-buffery, 5 U channelp z
tagp, otherwise

— For z € O:

if VQ € Qp, read-resp 2 Q

max[tagy, ming ¢ g, max{new-tag(z, p) : p € Q \ read-respy }],
min-tag(xz) =
tagy , otherwise

Fig. 7. Derived variables for the ABD automaton

In this case, the definition of min-tag ensures that min-tag is assigned to that
higher value. Finally, upon completion of the read phase, the value of min-tag
is fixed to be the maximum tag received during the phase. The simulation proof
relies on the following key property of min-tag:

Lemma 4. For each x € O, min-tag(x) is non-decreasing.

The simulation mapping from the states of ABD to the states of the PO-
Machine appears in Figure Bl The first four components of the mapping are
straightforward: All the operations that have ever been requested (indicated by
status > idle) are mapped to vertices; the operations that have completed the
read phase and acquired final tags (indicated by status > p) are mapped to
ordered; and the operations that have responded (indicated by status > c) are
mapped to responded.

The set of edges consists only of edges among operations that have completed
their read phases [®7). The edges among these operations are determined by
their tag order and type. Specifically, any two writes z and y, such that tag, <
tagy, are connected by edge (z,y) (B8); and each read = and write y such
that tag, = tagy, are connected through edge (y,z) ([&9). To maintain the
mapping for edges, each rg-collected(x) for x € O, is simulated by a sequence of
add-edge(y, z) for each ordered write operation y such that tag, < tag,, followed
by order(z); and each rg-collected(z) for € O,, is simulated by a sequence of
add-edge(y, z) for each ordered operation y such that tag, = tag,. No actions
involving unordered operations (i.e., the operations with status < s) result in
adding new edges.

The most interesting part of the proof is to show that order(x) becomes
enabled once all the (y,z) edges have been added. For that we need to show
that the tag acquired by x at the end of the read phase is at least as big as
the tag of every operation that had completed before x began. Since at the
end of the read phase, tag, = min-tag(x), the necessary enabling condition is
provided by part 16 of the mapping that requires that for each y € prec(z),
tagy < min-tag(z).
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f is the relation over states(PO — Machine) X states(ABD) such that each (s, u) € f iff:

w.requested = s.requested
w.vertices = s.pending
u.ordered = s.ordered

u.completed = s.completed U | s.last-writes(r)

r€OrNs.completed
u.responded = s.responded

For all © € u.vertices, if y € u.prec(z), then s.tagy < s.min-tag(x)

w.dag C s.ordered X s.ordered

For all x,y € Oy N u.ordered, if (z,y) € u.dag, then s.tagy < s.tagy

For all x € Oy N u.ordered and y € Op N u.ordered, (z,y) € u.edges iff s.tagy = s.tagy

CONOO PO

Fig. 8. Forward simulation from ABD to PO-Machine

To show that 86 is maintained throughout the read phase of x, request(x)
is simulated by the request(x) action of the PO-Machine; and each receive is
simulated by the empty sequence. Since at the time z is invoked, the tag of every
y € prec(x) has been stored at a write quorum of replicas, and because every pair
of write and read quorums intersects, mingeq, maxpyeq{tagy} > tag,. Hence, 86
is preserved by request(z). Finally, since min-tag(z) is non-decreasing (Lemma )
and prec(x) is not affected by any action except request, Rl6 is preserved by
receive. Hence, by the end of the read phase of z, for each y € prec(z), tag, <
min-tag(z) as required.

We argued informally that the mapping in Figure § is a forward simulation
from ABD to the PO-Machine. A detailed proof appears in [6].

Lemma 5. The mapping in Figure[d is a forward simulation from ABD to the
PO-Machine.

Since by Theorem [I each trace of the PO-Machine satisfies atomicity, the
same is true for every trace of ABD:

Theorem 2. FEach trace of ABD satisfies atomicity.

Automated Tools Support: We have used the TIOA to PVS translator and TAME
library [2] to generate descriptions of the PO-Machine and the ABD algorithm
in the language of the Prototype Verification System (PVS) [26]. We used PVS
to substantially increase the level of detail and assurance of some of our previous
hand proofs. In fact, we discovered several gaps and bugs in our hand proofs.
Automatic translation enabled us to easily tweak the simulation relations and
rerun the proof scripts. We also used the IOA code generator tool [31U30] to
compile the verified ABD automaton into an executable Java code. This way,
a single formal representation of the ABD algorithm was used for specification,
verification, and execution.

6 Timed ABD

In this section, we present an optimized version of the ABD protocol, called
Timed-ABD, that takes advantage of perfectly synchronized clocks at the writers
to eliminate the read phase of the write implementation (see [§]).
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The Timed-ABD is the composition of the following timed automata: the
replica and reader client automata in Figures [6] and E] respectively augmented
with arbitrary trajectories that keep their state unchanged; and the writer client
automata whose code appears in Figure @ To model synchronized clocks, each
writer maintains a local variable clock whose trajectory is d(clock) =1 (i.e., the
clock value grows continuously, at the same rate as the real time).

The writer algorithm is as follows: To write a value, the writer first takes its
current clock reading, and then delays its execution until its clock exceeds the
initial reading. The second clock reading is used as the tag with which the client
performs the write phase.

Signature:

Internal:
ordery
wa-collected(q)z, ¢ € Qu

Output:
response(z, v), v € {ack}
send(m)z,p, m € {w} U (Tag X V)

Input:
request(x) ;
receive(m)p,z, p € P, m € {ack} UNZ0

State:

clock € R, initially 0

Discrete reg-time € R, initially 0
status € Phase, initially idle

tag € Tag, initially (0, z.id)

write-resp C P, initilly empty

for each p € P: reg-buffer, € seqof({w} U (Tag X V)),
initially X\

Transitions:

Input request(z)
Effect:
status := p
req-time := clock

Internal ordery
Precondition:
clock > reg-time

status = p
Effect:

tag.sn := clock

status :='s

for each p € P:
append (tag, x.val) to reg-buffery

Input receive(ack)p,ax
Effect:
write-resp 1= write-resp U {p}

Internal wg-collected(q) s
Precondition:

status =s

write-resp D q
Effect:

status 1= c

Output response(x, ack)
Precondition:
status = c

Effect:
status :=r
Trajectories:
evolve Output send(m)z,p
Precondition:
m = head(req-buffery)
Effect:
delete head of 7eq—buﬁevp

d(clock) = 1

All the other state variables are kept unchanged

Fig. 9. Writer client C, z € O, for Timed-ABD

The simulation mapping from the states of Timed-ABD to the states of
Timed-PO (i.e., the PO-Machine augmented with arbitrary trajectories that do
not change its state) appears in Figure[I(l To see that the mapping is preserved,
we observe that a write operation becomes ordered once it is verified that a
non-zero amount of time has elapsed since it was requested. We therefore, simu-
late each Timed-ABD trajectory corresponding to a non-zero time interval by a
trajectory of Timed-PO of the same length, followed by a sequence of add-edge
actions, followed by order. The rest of the simulation proof is straightforward
(see [6] for details).
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f is the relation over states(Timed-ABD) X states(Timed-PO) such that (s, u) € f iff:

1-5: Identical to 1-5 in Figure [§]
6: For all € u.vertices N O, if y € u.prec(s), then s.tagy < s.min-tag(z)
7-8: Identical to 7-8 in Figure [§
9: For all @ € u.vertices N Oy, if y € u.prec(z), then s.tagy.sn < s.reg-timeg
10: For all @ € (u.vertices — u.ordered) N Oy, y € u.ordered N Oy, if s.tagy.sn < s.clockg, then (y,z) €
u.edges.

Fig. 10. Forward simulation from Timed-ABD to Timed-PO

7 Other Algorithms

We discuss briefly how to prove atomicity of the unbounded multi-writer /multi-
reader register construction of Vitanyi and Awerbuch [30] (referred to henceforth
as VA), and of a general atomic object implementation based on the replicated
state machine algorithm of Lamport [15] (referred to henceforth as RSM).

First, we observe that VA can be recast as a special case of ABD with the
write quorums being the rows and the read quorums being the collumns of the
matrix. Therefore, the simulation proof of VA is almost identical to that of ABD.
In particular, it is easy to see that the simulation from ABD to PO-Machine in
Figure B is also a forward simulation from VA to PO-Machine.

To prove atomicity of RSM, we use a simplified version of the PO-Machine,
called TO-Machine. The TO-Machine constructs a single total order of all the
requested operations. In particular, every operation becomes ordered only after
it is ordered relative to all the other ordered operations. The TO-Machine is
parameterized by the emulated object sequential specification and initial state
which are used to compute responses. The simulation proof is based on the ob-
servation that in RSM, an operation x becomes ordered once the local timestamp
at each replica becomes greater than that of z. The full proof appears in [6].

8 Conclusions and Future Work

Our work with four algorithms so far suggests to us that our PO-Machine (or
small variants) may be general enough to capture many of the existing atomic
register algorithms. We plan to use these methods to study a wider variety of al-
gorithms, such as bounded-timestamp-based constructions (see e.g., [34]), whose
proofs have been notoriously difficult and bug-prone. An interesting challenge
will be to extend our framework to capture implementations that are not ex-
plicitly based on timestamps, for example, the construction that creates atomic
bits from safe bits [32]. Another interesting direction deals with adapting the
PO-Machine to capture weaker register semantics, such as safe registers, reg-
ular registers (including the multi-writer regular registers of Welch [29]), and
sequentially consistent registers. There is an increased recent interest in these
semantics as they capture the guarantees provided by many Byzantine-resilient
storage systems [24125]T] based on Byzantine quorums [24].

Yet another interesting application domain for our techniques is the verifi-
cation of multi-threaded programs based on lock-free synchronization primitives
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(such as CAS, LL/SC, etc.). This area has recently been receiving an increased
attention due to the growing popularity of multi-processor computing platforms,
and the introduction of lock-free synchronization primitives into the Java con-
currency package.

Finally, we are interested in identifying common patterns behind many di-
verse implementations of atomic objects. This will make it easier to understand
and compare different algorithms. We expect that such patterns should be ex-
pressible in terms of common specification automata (e.g., a unified version of

the PO- and TO-Machines).
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Abstract. This paper presents lower bounds on the time- and space-
complexity of implementations that use the k compare-and-swap (k-
CAS) synchronization primitives. We prove that the use of k-CAS prim-
itives cannot improve neither the time- nor the space-complexity of im-
plementations of widely-used concurrent objects, such as counter, stack,
queue, and collect. Surprisingly, the use of k-CAS may even increase the
space complexity required by such implementations.

We prove that the worst-case average number of steps performed by
processes for any n-process implementation of a counter, stack or queue
object is £2(log,,,n), even if the implementation can use j-CAS for
j < k. This bound holds even if a k-CAS operation is allowed to read the
k values of the objects it accesses and return these values to the calling
process. This bound is tight.

We also consider more realistic non-reading k-CAS primitives. An
operation of a non-reading k-CAS primitive is only allowed to return
a success/failure indication. For implementations of the collect object
that use such primitives, we prove that the worst-case average number
of steps performed by processes is {2(log, n), regardless of the value of
k. This implies a round complezity lower bound of §2(log,n) for such
implementations. As there is an O(log, n) round complexity implemen-
tation of collect that uses only reads and writes, these results establish
that non-reading k-CAS is no stronger than read and write for collect
implementation round complexity.

We also prove that k-CAS does not improve the space complexity of
implementing many objects (including counter, stack, queue, and single-
writer snapshot). An implementation has to use at least n base objects
even if k-CAS is allowed, and if all operations (other than read) swap
exactly k base objects, then the space complexity must be at least k - n.

1 Introduction

Lock-free implementations of concurrent objects require processes to coordinate
without relying on mutual exclusion, thus avoiding the inherent problems of lock-
ing, e.g., deadlock, convoying, and priority-inversion. Synchronization primitives
are often evaluated according to their power to implement other objects in a
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lock-free manner. A conditional synchronization primitive may modify the value
of the object to which it is applied only if the object has a specific value. The
compare-and-swap synchronization primitive (abbreviated CAS) is an example
of a conditional primitive: CAS(O, old, new) changes the value of an object O to
new only if its value just before CAS is applied is old; otherwise, CAS does not
change the value of O.

CAS can be used, together with read and write, to implement any object
in a deterministic wait-free manner [20]. It has consequently became a synchro-
nization primitive of choice, and hardware support for it is provided in many
multiprocessor architectures [22/2729).

In recent years, the question of supporting multi-object conditionals in hard-
ware has been deliberated in both industrial and academic circles [T2/T6IT7ITY].
The design of concurrent data structures seems to be easier if conditional prim-
itives can be applied to multiple objects [I7]. On the other hand, almost all of
the current architectures support conditional primitives only on a single object.

To help resolve this debate, it is natural to ask whether multi-object con-
ditionals admit more efficient implementations. Of concrete interest are k-CAS
synchronization primitives that atomically check and possibly modify several ob-
jects; when k = 2, this is the familiar double compare&swap (DCAS) primitive.

In this paper, we prove lower bounds on the time- and space-complexity of
implementations of widely-used objects that use multi-object conditional primi-
tives such as k-CAS. We show that the use of such primitives does not improve
neither the time- nor the space-complexity of implementing these objects.

We start by proving that the worst-case average number of steps performed
by processes in solo-terminating implementations of counters, stacks and queues
is £2(logy, 1 n), assuming the implementation uses only j-word conditionals for
J < k,read and write. This extends a worst-case lower bound of £2(log, n) on the
number of steps needed for implementing these objects using unary condition-
als [23]. Both lower bounds hold even when implementations can use reading
conditional primitives, which read and return the values of all the objects they
access. As an example, a reading DCAS operation returns the values of the two
objects it accesses just before it is applied. Solo termination [I325] requires a
process running alone to complete its operation within a finite number of its
steps. (This property is provided by obstruction-free implementations [21].)

At this point, it is natural to question the validity of charging only a single
unit for a reading k-CAS operation, that compares, possibly swaps, and returns
k values. For the purpose of proving lower bounds, it is easier to state what
cannot be done in one step, rather than to stipulate the correct price tag for a
reading k-CAS operation. It is clearly overly optimistic to assume that k values
can be read in one step, and thus, we investigate non-reading k-CAS primitives
that only return a boolean success indication.

For the weaker wake-up problem [I5], even a non-reading k-CAS primitive
is more powerful than 1-CAS. The algorithm of Afek et al. [1] can be adapted
to yield an O(log,; n) worst-case step implementation, whereas [23] proves a
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worst-case lower bound of 2(log, n) steps on implementations of wake-up that
can use unary conditional primitives.

Interestingly, there exist widely-used objects such as collect, for which non-
reading k-CAS is no stronger than read and write. We prove that the worst-
case average time complexity of solo-terminating implementations of collect is
2(logyn), even if k-CAS primitives can be used, for any k. The proof hinges on
the fact that a non-reading k-CAS operation only tells us whether the values
of the k objects to which it is applied equal a particular vector of values or
not. Thus, such an operation provides only a single bit of information about the
objects it accesses. This intuition is captured, in a precise sense, by adapting a
technique of Beame [I0], originally applied in the synchronous CRCW PRAM
model. This implies that the round complexity [11] of such implementations is
2(logy n), matching an O(log, n) round complexity implementation of collect
using read and write, given by Attiya, Lynch, and Shavit [g].

Finally, we turn to study the space complexity of implementations that use
multi-object conditional primitives. We extend a result of Fich, Hendler and
Shavit [14], who show a linear space lower bound on implementations that use
read, write, and unary conditional primitives. They prove this bound for wait-
free implementations of many widely-used concurrent objects, such as stack,
queue, counter, and single-writer snapshot. We show that an implementation
cannot escape this lower bound by using multi-object conditional primitives.
Moreover, if all operations (other than read) swap exactly k locations, then the
space complexity is at least k - n.

Our results indicate that supporting multi-object conditional primitives in
hardware may not yield performance gains: under reasonable cost metrics, they
do not improve the efficiency of implementing many widely-used object.

Several shared object implementations use k-CAS, most often DCAS, to sim-
plify design (e.g. [5I18]). Doherty et al. [I2] argue that in certain cases, e.g., for
implementing double-ended queues, even DCAS does not suffice and that simple
and easy-to-prove implementations should rely on 3-CAS. There is a variety of
algorithms for simulating multi-object k-CAS (and other objects) from single-
object CAS, load-linked and store-conditional (e.g. [36I7/9I28]). A few papers
investigate the consensus number of multi-object operations [2l24]. Attiya and
Dagan [7] prove that any implementation of two-object conditional primitives
from unary conditional primitives requires 2(loglog” n) steps. The k-compare-
single-swap synchronization primitive of [26] is a weaker variant of non-reading
k-CAS, and our lower bounds hold for it.

2 The Shared Memory System Model

We consider a standard model of an asynchronous shared memory system, in
which processes communicate by applying operations to shared objects. An 0b-
ject is an instance of an abstract data type. It is characterized by a domain of
possible values and by a set of operations that provide the only means to manipu-
late it. No bound is assumed on the size of an object (i.e., the number of different
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possible values the object can have). An implementation of an object shared by
a set P={p1, -+ ,pn} of n processes provides a specific data-representation for
the object from a set B of shared base objects, each of which is assigned an initial
value, and algorithms for each process in P to apply each operation to the object
being implemented. To avoid confusion, we call operations on the base objects
primitives and reserve the term operations for the objects being implemented.

A wait-free implementation of a concurrent object guarantees that any pro-
cess can complete an operation in a finite number of its own steps. A solo-
terminating implementation guarantees only that if a process eventually runs
by itself while executing an operation then it completes that operation within
a finite number of its own steps. Each step consists of some local computation
and one shared memory event, which is a primitive applied to a vector of ob-
jects in B. We say that the event accesses these base objects and that it applies
the primitive to them. In this extended abstract we consider only deterministic
implementations, in which the next step taken by a process depends only on its
state and the response it receives from the event it applies.

An ezecution fragment is a (finite or infinite) sequence of events. We denote
the empty execution fragment by €. An execution is an execution fragment that
starts from an initial configuration. This is a configuration in which all base
objects in B have their initial values and all processes are in their initial states.
If o € B is a base object and FE is a finite execution, then value(E, o) denotes
the value of o at the end of E. If no event in E changes the value of o, then
value(E, o) is the initial value of o. In other words, in the configuration resulting
from executing F, each base object o € B has value value(E, o). For any finite
execution fragment F and any execution fragment E’, the execution fragment
EE’ denotes the concatenation of F and F’.

An operation instance, ® = (O, Op, p, args), is an application by process p of
operation Op with arguments args to object O. In an execution, processes apply
their operation instances to the implemented object. To apply an operation
instance @, a process issues a sequence of one or more events that access the
base objects used by the implementation of O. If the last event of an operation
instance @ has been issued in an execution F, we say that @ completes in E.
The events of an operation instance issued by a process can be interleaved with
events issued by other processes.

If a process has not completed its operation instance, it has exactly one en-
abled event, which is the next event it will perform, as specified by the algorithm
it is using to apply its operation instance to the implemented object. We say
that a process p is active after E if p has not completed its operation instance
in E. If p is not active after F, we say that p is idle after E. We say that an
execution E is quiescent if every instance that starts in £ completes in F.

Processes communicate with one another by issuing events that apply read-
modify-write (RMW) primitives to vectors of base objects. We assume that a
primitive is always applied to vectors of the same size. This size is called the
arity of the primitive. RMW primitives with arity 1 are called single-object
RMW primitives. RMW primitives with arity larger than 1 are called multi-object
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RMW primitives. For presentation simplicity we assume that all the base objects
to which a primitive is applied are over the same domain. A RMW primitive,
applied to a vector of k base objects over some domain D, is characterized by
a pair of functions, (g,h), where g is the primitive’s update function and h is
the primitive’s response function. The update function ¢ : D* x W — D¥,
for some input-values domain W, determines how the primitive updates the
values of the base objects to which it is applied. Let e be an event, issued by
process p after execution E, that applies the primitive (g, h) to a vector of base

objects (o1, ..., 0r). Then e atomically does the following: it updates the values of
objects 01, . .., ok to the values of the components of the vector g({(v1, ..., vk), w),
respectively, where ¥ = (v1,...,v;) is the vector of values of the base objects

after E, and w € W is an input parameter to the primitive. We call ¥ the
object-values vector of e after E. The RMW primitive returns a response value,
h(¥',w), to process p. If W is empty, we say that the primitive takes no input.

A k-compare-and-swap (k-CAS), for some integer k > 1, is an example of

a RMW primitive. It receives an input vector, (oldy, ..., old, news, ..., news),
from D?*. Its update function, g(7’, (oldy, ..., oldy, newy, ... ,newy)), changes
the values of base objects o01,...,0r to values news,...,newy, respectively, if

and only if v; = old; for all i € {1,...,k}. If this condition is met, we say that
the k-CAS event was successful, otherwise we say that the k-CAS event was
unsuccessful. The response function of a non-reading k-CAS primitive returns
true if the k-CAS event was successful or false otherwise. The response function
of a reading k-CAS primitive returns v’

Read is a single-object RMW primitive. It takes no input, its update function
is g((v)) = (v) and its response function is h({v)) = v. Write is another example
of a single-object RMW primitive. Its update function is g({v), w) = (w), and its
response function is h((v), w) = ack. A RMW primitive is nontrivial if it may
change the values of some of the base object to which it is applied, e.g., read;
it is trivial, otherwise. Fetchéadd is another example of a single-object RMW
primitive. Its update function is g({v),w) = (v + w), for v, w integers, and its
response function simply returns the previous value of the base object to which
it is applied.

Next, we define the concept of conditional synchronization primitives.

Definition 1. A RMW primitive (g, h) is conditional if, for every possible input

{7|g(7,w) + 7}’ < 1. Let e be an event that applies the primitive (g, h)

with input w. A vector ¢y, such that g(cy,w) # ¢y s called the change point of
e. Any vector v # ¢, is called a fixed point of e.

w,

In other words, a RMW primitive is a conditional primitive if, for every input
w, there is at most one vector ¢, such that g(cy, w) # ¢w. k-CAS is a conditional
primitive for any integer k£ > 1. The single change point of a k-CAS event with
input (oldy,...,oldy, news,...,newy) is the vector (oldy,...,oldy). Read is also
a conditional primitive.

Next we define the notion of invisible events. This is a generalization of
the definition provided in [I4] that can be applied to multi-object primitives.
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Informally, an invisible event is an event by some process that cannot be observed
by other processes.

Definition 2. Let e be a RMW event applied by process p to a vector of objects
(01,...,0k) in an execution E, where E = E1eEs. We say that e is invisible in
E on o;, for i € {1,...,k}, if either the value of o; is not changed by e or if
Ey = E'¢'E”, € is a write event to o;, E' is p-free, and no event in E' is applied
to 0;. We say that e is invisible in E if e is invisible in E on all objects o;, for
ie{l,....k}.

All read events are invisible. A write event is invisible if the value of the
object to which it is applied equals the value it writes. A RMW event is invisible
if its object-values vector is a fixed point of the event when it is issued. A RMW
event (and specifically a write event) e that is applied by process p to an objects
vector is invisible if, before p applies another event, a write event is applied to
each object o; that is changed by e before another RMW event is applied to o.

If a RMW event e is not invisible in an execution F on some object o, we
say that e is visible in 2 on o. If e is not invisible in F, we say that e is a visible
event in F.

3 Step Lower Bounds for Counters and Related Objects

In this section we prove a lower bound on the average step complexity of solo-
terminating implementations of a counter that use only read, write and condi-
tional primitives. We then prove the same result for stacks and queues by using
a simple reduction to counters. For the lower bounds obtained in this paper,
we only consider executions in which every process performs at most a single
operation instance. This can only strengthen our lower bounds.

A counter is an object whose domain is AV. It supports a single operation,
fetchéincrement. A counter implementation A is correct if the following holds for
any non-empty quiescent execution F of A: the responses of the fetchéincrement
instances that complete in E constitute a contiguous range of integers starting
from O.

In order to prove the lower bound we argue about the extent to which pro-
cesses must be aware of the participation of other processes in any execution of
a counter implementation. Intuitively, a process p is aware of the participation
of another process ¢ in an execution if information flow from ¢ to p is possible
in that execution. The following definitions formalize this notion.

Definition 3. Let E be an execution and p, q be two distinct processes. Let e
be an event in E, by process q, that applies a non-trivial primitive to a vector v
of base objects. We say that p is aware of e, in E through event f if v contains
a base object o such that at least one of the following holds:

— There is a prefic E' of E such that eq is visible on o in E' and there is a
RMW event f that applies a primitive other than write to o, issued by p,
that follows eq in E’,
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— there is a process v & {p,q} that is aware of eq in E through an event g and
p is aware of g in E through f.

If p is aware of an event e in E through one or more (other) events, we say
that p is aware of e in E. If p is aware of an event e of ¢ in E, then p is also
aware of all of q’s previous events in E.

If p is aware of any event by ¢ in E, then p may be aware of ¢’s participation
in the execution. The key intuition behind our step lower bound proof is that
in any n-process execution of a counter implementation, ‘many’ processes need
to be aware of the participation of ‘many’ other processes in the execution. The
following definition provides a quantification of the extent to which a process is
aware of the participation of other processes in an execution.

Definition 4. Let E be an execution and let p and q be processes. We say that
p is aware of q after E if either p = q or if p is aware of some event of q in E.
We denote by F(E,p) the set of processes that p is aware of after E. We call
this set the awareness set of p after E. If p is aware of q after E and p # q, we
denote the last event of q in E that p is aware of in E by lastAware(E,p,q).

Information about processes that participate in the execution flows through
base objects. The following definition provides a quantification to the number of
other processes a process can become aware of when it reads from a base object.

Definition 5. Let E be an execution, o be a base object and q be a process. We
say that o has record of q after E if there exists an event e in E such that all of the
following hold. (1) E = EyeEs, (2) e is an application of a non-trivial primitive
to an objects-vector that contains o by some process r such that ¢ € F(Eqe,r),
and (8) e is visible in E on o. We define the familiarity set of o after E as the
set of all processes that o has record of after E, and denote it by F(E, o).

Definition [l only provides an upper bound (not necessarily tight) on the
number of other processes that a process may become aware of when it accesses
a base object. This can only strengthen our lower bound. We also note that
requirement (2) of Definition [f] makes sure that a RMW event e that modifies
an object o extends o’s familiarity set with the familiarity sets of all other objects
accessed by e.

The following lemma proves an intuitively-clear relation between the value
returned by a fetch&increment operation instance of a process in some execution
and the size of that process’ awareness set after that execution.

Lemma 1. Let E be an execution of a counter implementation. If the
fetch&increment instance by p returns i in E then |F(E,p)| > i.

The following corollary is an immediate consequence of Lemma, [Tl

Corollary 1. Let E be a quiescent n-process execution of a solo-terminating
counter implementation, then the following holds:

Spep F(E,p) > (n+1) - (n+2)/2,
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We need the following technical definition and lemma.

Definition 6. Let S = {e1, -+ ,ex} be a set of events by different processes
that are enabled after some execution E, all about to apply write and/or condi-
tional RMW primitives. We say that an ordering of the events of S is a weakly-
visible-schedule of S after E, denoted by o(E,S), if the following holds. Let
E, =Eo(E,S), then

1. at most a single event of S is visible on any one object in Ey. If e; € S is
visible on a base object in Ey, then e; is issued by a process that is not aware
of any event of S in F1,

2. any process is aware of at most a single event of S in FE1, and

3. All the read events of S are scheduled in o(E,S) before any event of o(E, S)
changes a base object.

Lemma 2. Let S = {e1,--- ,ex} be a set of events by different processes that
are enabled after some execution E, all about to apply write and/or conditional
RMW primitives. Then there is a weakly-visible-schedule of S after E.

Lemma [l is proved by a careful ordering of the events of S that is done in
an iterative manner. Our step complexity lower bounds follow.

Theorem 1. Let A be an n-process solo-terminating implementation of a
counter from base objects that support only read, write and either reading or
non-reading conditional primitives with arity k or less. Then A has an execution
E that contains £2(nlogy,n) events, in which every process performs a single
fetch&increment instance.

Proof. We construct an n-process execution, E, of length 2(nlog;,,; n) in which
every process performs a single fetchéincrement instance. The construction pro-
ceeds in rounds, indexed by the integers 1,2,---,r for some r € §2(log;, n).
We prove that the construction maintains the following invariant: before round %
starts, the awareness set of any process and the familiarity set of any base object
has size at most (2k + 1)*~1.

Before execution starts, objects have no record of processes and processes are
only aware of themselves, thus the induction claim holds. If a process p has not
completed its fetchéincrement instance before round i starts, we say that p is
active in round 1. All processes are active in round 1. All the processes that are
active in round ¢ have an enabled event in the beginning of round 7. We denote
the set of these events by S;. We denote the execution that consists of all the
events issued in rounds 1,...,7 by F;.

From Lemma [2] there is a weakly-visible-schedule, o(E;_1,.S;), of the events
of S; after F;_1. E; is constructed by extending E;_1 with o(F;_1,5;).

Assume the induction hypothesis holds before round i starts. Let o be some
base object. From Definition [6, at most one event of S; is visible on o in E;. If
there is no such event, then F(E;,0) = F(E;_1,0). Otherwise there is a single
such event, e, issued by some process p. Let oy, ..., 0;, forsome 7,1 < j < k—1be
the base objects accessed by e in addition to o, if any. From Definition @] p is not
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aware of any event from S; in E;. Thus F(E;,0) C F(E;_1,0) U F(E;—1,p) Ul_,
F(E;_1,0;) hence, from the induction hypothesis, |F(E;,0)| < (k+1)(2k+1)"~1.
Therefore the induction hypothesis for round ¢ + 1 holds for all base objects.

Let us now consider the maximal size of the awareness set of any process right
after round ¢ terminates. Clearly, F(F;,p) = F(F;-1,p) for any process p that
is not active in round 7. From Definition B the same holds for all the processes
that issue a write event in round i. Let p be a process that issues a read event in
round 7 that accesses some base object 0. As reads are scheduled before any event
changes a base object in round 4, we have F(E;,p) C F(E;—1,p) U F(E;_1,0)
hence |F(E;,p)| < 2(2k + 1)1,

Consider a conditional RMW event e by process p that is issued in round 7 and
accesses base objects o1, ...,0; for some j < k. From Definition [0} if e is visible
in E;, then p is aware of no event of S; in E;. Hence F(E;,p) C F(E;_1,p) U{Zl
F(FE;—1,01). Otherwise e is invisible in E; and, again from Definition[@] p is aware
of at most a single event ¢’ from S; in E;. Let ¢ be the process that issues €', then
q is not aware of any event of S; in E;. Let of, .. .,0;-1, for some 1 < j; <k —1,
be the base objects accessed by e’ in addition to o, if any. _

Thus we have F(E;,p) C F(Ei—1,p) U F(Ei-1,q) U_; F(Ei—1,01) UL,
F(E;_1,0;). Consequently, we have |F(E;,p)| < (2k + 1)* regardless of whether
e is visible in F; or not. Thus the induction hypothesis holds for all processes
before round i + 1 starts.

From Corollary [Tl there are at least n/3 processes the awareness set of each
of which contains at least n/4 other processes after E. Consequently each of
these processes is active in at least the first logy,, ,;(n/4 — 1) rounds, hence each
of these processes performs at least logy,, (n/4 — 1) events in E. [ |

The full version contains a similar result for stacks and queues.

Theorem 2. Let A be an n-process solo-terminating implementation of a stack
or a queue from base objects that support only read, write and either reading or
non-reading conditional primitives with arity k or less. Then A has an execution
E that contains £2(nlogy i n) events, in which every process performs a single
fetch&increment instance.

By using techniques from [23], Theorems [l and [2] can be extended to hold
also if base objects support the validate, swap and move primitives.

4 Step and Round Lower Bounds for Collect

In this section we consider a variation on collect that we call the input collection
problem (ICP). The input to ICP is an n-bit vector that is given in an array of
n base objects, each of which stores one bit. An ICP object supports a single
operation called collect, which every process performs at most once. The response
of the collect operation is an n-bit number whose 7’th bit equals the ¢’th input
bit. We prove step- and round complexity lower bounds on implementations of
ICP. It can easily be seen that these bounds hold also for the ordinary collect
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object (defined in, e.g., [4]) by considering executions of collect in which every
process performs a store instance immediately followed by a collect instance.

Round complexity is defined as follows. Let E be an execution. A round of
is a consecutive sequence of events in F/, in which every process that is active just
before the sequence begins issues at least one event. A minimal round is a round
such that no proper prefix of it is a round. Every execution can be uniquely
partitioned into minimal rounds. The round complexity of E is the number of
rounds in this partition. Let A be an implementation. A’s round complexity is the
supremum over the round complexity of all its executions. Round complexity is
a meaningful measure of time for fail-free executions in which processes operate
at approximately the same speed.

Attiya et al. [8] present an O(log,n) round complexity implementation of
ICP from read and write. They prove a matching lower bound for such imple-
mentations. In this section we prove an {2(log, n) round complexity lower bound
for ICP implementations that can use non-reading k-CAS primitives for any k, in
addition to read and write. Thus we show that non-reading k-CAS is no stronger
than read and write in terms of ICP implementation round complexity.

Beame [I0] proves a lower bound of £2(log, n) for a problem similar to ICP
in the concurrent-read concurrent-write (CRCW) PRAM model. We use a vari-
ation on his technique to prove a similar lower bound for solo-terminating im-
plementations of ICP even when non-reading conditional primitives of any arity
may be used. Clearly a fan-in argument would not work in this case.

Fix an implementation A of ICP. For notational simplicity we assume in
this section that all base objects are indexed, where 0; denotes the base object
indexed by j. The base objects of the input array are o1,...,0,.

The proofs presented in this section consider only the subset of synchronous
executions of A, denoted £(A), in which the participating processes issue their
events in lock-step. Clearly £(A) is a proper subset of all the possible executions
of A; proving our lower bound for this subset can only strengthen it.

In detail, an execution E in £(A) proceeds in rounds. In the beginning of
each round, each of the participating processes whose instance of collect has not
yet been completed has an enabled event. All processes have an enabled event
in the beginning of round 1. In each round these enabled events are scheduled
in a specific order, which we will shorty describe. As we consider deterministic
implementations, this implies the following: the states of all processes and the
values of all base objects right after each round of E terminates depend solely
on the input vector. Thus, we denote the single execution of £ that results when
the input vector is I by Er. An execution Er € £(A) terminates after the collect
instances of all the processes complete.

Let E; be the execution of £(A) for some input vector I. We denote by Ej
the prefix of E; that contains all the events issued in rounds 1,...,t of E;. We
denote by S(Er.:) the set of the events that are enabled just before round ¢ of
E7 starts. Then in round ¢ we extend Er;—; with a weakly-visible-schedule of
S(Er,) after Er;_1 to obtain Ey ;. Lemma [2] guarantees that this can be done.
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The following definition formalizes the notion of partitions, which is the key
concept of the technique of Beame [10] that we apply.

Definition 7. We let PV (i,t) (respectively CV (j,t)) denote the set of all pos-
sible states of process p; (respectively the possible values of object o;) right after
round t of an execution E € E(A) terminates. The sets PV (i,t) and CV (j,t)
induce a partitioning of the input vectors to equivalence classes. The process
partition P(i,t) is the partition of the input vectors to equivalence classes that
is induced by the set PV (i,t). Two input vectors I, I are in the same class of
P(i,t) if and only if there is a state s € PV (i,t) so that p; is in state s after
round t of both executions Ey, and Er,. We define an object partition, C(j,t),
stmilarly.

From Definition [ we have |PV (i,t)|, |CV (j,t)] < |E(A)| = 2", |PV (i, t)] =
|P(i,t)] and |CV (§,t)] = |C(4,t)], for any process p;, object o; and round ¢.

In the following we consider a full-information model, i.e., we assume that
the state of any process reflects the entire history of the events it issued (and
their corresponding responses) and that objects are large enough to store any
such state. This assumption can obviously only strengthen our lower bound.

Theorem 3. Let A be a solo-terminating implementation of ICP from base o0b-
jects that support only read, write and non-reading conditional primitives of any
arity. Then there is an execution of E(A) in which some process issues £2(log, n)
events as it performs its instance of collect.

Proof. Assume there is a process p; whose instance of collect completes in round
m or an earlier round in every execution of £(A). We show that m € 2(log, n).
The collect instance of p; returns different responses for different input vectors.
As the response of the collect instance performed by p; depends only on p;’s state
before the response is returned, we have: |P(i,m)| = 2™. Let r; = max; |P(i,t)|
and ¢, = max; |C(j,t)| respectively denote the maximum size of all process
and object partitions right after round ¢. Let ry and ¢y respectively denote the
maximum size of any process partition and object partition just before execution
starts. We prove that the sequences r¢, ¢; satisfy the recurrences: (1) r¢11 < r¢-cy,
and (2) ¢;41 < m -1y + ¢ with initial conditions: (3) 7o = 1, and (4) ¢o < 2.

Before any execution starts, we have Vj € {1,...,n} : |C(j,1)] = 2, as the
single bit in every input base object partitions the set of input vectors to 2. We
also have Vj > n : |C(j,1)| = 1, as other base objects have the same initial value
regardless of the input. Additionally we have Vi : |P(i,1)| = 1, as the initial
state of a process does not depend on the input vector. Thus initial conditions
(3) and (4) hold.

Assume the claim holds for rounds 1,--- ,¢ and consider round ¢ + 1. Let
us consider |P(i,t + 1)|, the partition size of process p; right after round ¢ + 1
terminates. p;’s partition size can grow in round ¢+ 1 only because of executions
in which p; applies a read or a non-reading conditional primitive in round ¢+ 1.
The primitive applied by p; in round ¢ + 1 and the base objects to which it is
applied are only a function of p;’s state before round ¢ 4+ 1 begins. Thus the
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number of different events applied by p; in round ¢ + 1 of all the executions of
E(A) is at most P(i,t) < 4.

We consider the following two possibilities. If p; applies a non-reading con-
ditional primitive in round ¢ + 1 of an execution, then it receives a single bit
response. In this case every state of p; before round ¢ + 1 starts can change
to one of at most two states. If p; applies a read to some object o; in round
t + 1 of an execution, then, from Definition [, the read is applied before o; is
changed in round ¢ 4+ 1. Thus, from induction hypothesis, the event can read
at most |CV (i,t)] < ¢ different values. Hence p;’s state in each such execu-
tion can change to one of at most ¢; different states. In either case we get:
|P(i,t 4+ 1)| < rs - ¢, which proves recurrence (1).

Let o; be some base object. We now consider the set of values, CV (j,t + 1),
that object 0; may assume right after round ¢+1 terminates in all the executions
of £(A). There may be executions in which no process writes to o; during round
t 4+ 1, thus we may have:

CV(j,t) CCV(j,t+1). (1)

Let n(j,t + 1) denote the number of distinct values that o; may assume right
after round t+1 in all of the executions in which its value is modified during
that round. Let E; be such an execution. From Definition [, at most a single
event of S(Er+1) may be visible on o; after Ef411. If there is such an event,
then it is issued by a process that is not aware of any event of S(Ey ;+1). Thus
the number of distinct values written to o; by any process p; in round ¢ + 1 of
all executions is at most |P(¢,t)| < r;. As any process may write to o; in round
t+ 1 we get:

n(,t+1) <Y [P(kt)| <n-my. (2)
k=1

Combining Equations [I] and 2] proves recurrence (2). As shown in [10], solving
the recurrences for the sequences 7;, ¢; yields m > log, n + 1 —log(1 + log, 2n).
Thus, there is an execution in which some process performs 2(log, n) events. B

The following lower bound on the average step complexity of ICP also follows
from the proof of Theorem [3

Theorem 4. Let A be a solo-terminating implementation of ICP from base ob-
jects that support only read, write and non-reading conditional primitives of any
arity. Then A has an execution that contains £2(nlogyn) events.

5 Space Complexity

Fich et al. [14] consider wait-free implementations of a class of visible objects.
Intuitively, a visible object supports some operation Op such that any instance
of Op must issue a visible event before it completes. This class contains widely-
used objects such as counter, stack, queue, and single-writer snapshot. They
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show that any wait-free implementation of a visible object from base objects
that support only unary conditional primitives, read and write must use 2(n)
such objects. In this section we generalize this result and show that it holds also
for implementations that may use conditional primitives of any arity. The results
of this section apply to both reading and non-reading conditional primitives.

Let A be a wait-free implementation of a visible object. Lemma 3.2 in [14]
proves that A can be brought to a state where all processes have pending indexed
events whose visibility depends on their index: an event with index ¢ cannot be
made invisible by events with indices larger than i. Such a state is called an
n-levelled state. This is being formalized by the following definition.

Definition 8. The state resulting from a finite execution E is n-levelled if there
18 a sequence e, €s, . . ., e, of events by different processes, all about to apply non-
trivial primitives, such that, for every nonempty execution fragment E’ consisting
of some subset of these events (in any order), e; is visible in EE', where j =
min{ile; € E'}. We call e1,€ea,...,e, an n-levelled sequence and say that event
e; is at level j.

An object that only supports read and write primitives is called a register.
An object that can only be accessed by conditional primitives (of any arity) is
called a multi-conditional object. An object that only supports read, write and
may be accessed by conditional primitives (of any arity) is called a read-write-
multi-conditional object.

Let e be a write or a conditional event. The change set of e, denoted C(e), is
the set of base objects whose values may be changed by e; its size is called the
change multiplicity of e and denoted c(e). If e is a write event, then C contains
the single object accessed by e. If e is a conditional event, then C(e) is the set of
objects whose values are changed by e if e is issued when its object-values vector
is a change-point of e.

In what follows we consider an implementation, A, that uses base objects
that only support read, write and conditional primitives of any arity. We let
SPACE(A) denote the number of base objects used by A. We prove that if
A can be brought to an n-levelled state, then SPACE(A) = 2(n). In fact,
multi-object conditionals may worsen the implementation’s space complexity:
the lower bound on space complexity that we obtain is proportional to the sum
of the change multiplicities of the issued events.

Lemma 3. Assume that after execution E, A is in an n-levelled state. Let S =
{e1,...,en} be a corresponding n-levelled sequence. Let S,, and S. respectively
denote the subset of write events of S and the subset of conditional events of S.

1. If A uses only registers and multi-conditional objects, then
SPACE(A) > Y0 c(es).
2. If A uses only read-write-multi-conditional objects, then

SPACE(A) > max((z;;l c(e:)) — 1Sul, fn/21).

Proof. Let e;, e; be two events of §, ¢ < j. Assume first that both e; and e;
are conditional events. We now show that C(e;) N C(e;) = ¢. Assume otherwise
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to obtain a contradiction, then there is some object o € C(e;) N C(e;). From
Definition [§ e; is visible in Fe; and e; is visible in Fe;. Thus the object-values
vector of e; (respectively e;) after E is a change-point of e; (respectively e;).
As i < j, again from Definition [§ e; is visible in Ceje;. However, as o is in the
change set of e;, its value is changed by e;. Consequently the object-values vector
of e; after Fe; is a fixed-point of e;. This is a contradiction to the assumption
that e; is visible in Fe;. It is easily seen that C(e;) N C(e;) = ¢ also when e;, e;
are both write events. This proves (1).

Assume that A uses only read-write-multi-conditional objects. As at most
one write event and one conditional event may change any one object, we have
SPACE(A) > [n/2].If C(e;)NC(e;) # ¢ then it must be that e, is a write event
and e; a conditional event, thus |C(e;) N C(e;)| = 1. This proves (2). |

The above lemma and Lemma 3.2 of [I4] immediately imply the following:

Theorem 5. Let A be an n-process wait-free implementation of a visible object.

— If A uses only registers or multi-conditional objects, then SPACE(A) > n.

— If A uses only multi-conditional objects and C(e) > k for any conditional
event e issued in an execution of A, then SPACE(A) > k- n.

— If A uses only read-write-multi-conditionals objects, then SPACE(P) >

[n/2].
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Abstract. This paper shows that all shared atomic object types that
can solve consensus among k > 1 processes have the same weakest failure
detector in a message passing system with process crash failures. In such
a system, object types such as test-and-set, fetch-and-add, and queue,
known to have weak synchronization power in a shared memory system
are thus, in a precise sense, equivalent to universal types like compare-
and-swap, known to have the strongest synchronization power. In the
particular case of a message passing system of two processes, we show
that, interestingly, even a register is in that sense universal.

1 Introduction

1.1 Atomic Objects

A shared atomic object is a data structure exporting a set of operations that can
be invoked concurrently by the processes of the system. Atomicity means that
any object operation appears to execute at some individual instant between its
invocation and reply time events [I4JIT]. Thanks to atomicity, the type of an
object can solely be defined according to its sequential specification: the set of
all possible sequential executions of the object operations [I1].

Many distributed algorithms are designed assuming, as underlying synchro-
nization primitives, atomic objects, sometimes provided as hardware devices of
a multiprocessor, and sometimes emulated in software. These include objects of
types register, test-and-set, fetch-and-add, queue, and compare-and-swap.

Some of these atomic object types have been shown to have more synchro-
nization power than others in the sense that they can solve the seminal consensus
problem [9] among more processes [I12]. What is meant here by a type solving
consensus is that instances of that type can be used in a deterministic algorithm
that solves the consensus problem; we consider here the uniform variant of con-
sensus where no two processes can decide differently: the problem can be casted
as an atomic object type also called consensus.

The ability for a type to solve consensus among a certain number k of pro-
cesses is important as it implies the ability to emulate any other type in a system
of k processes, irrespective of how many of these processes may crash.
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The type register is in this sense weak as it can only solve consensus for exactly
one process [16]. Test-and-set, fetch-and-add, or queue can solve consensus among
exactly 2 processes. Interestingly, for any number k, there is a type that can solve
consensus among exactly k processes [12]. This leads to a hierarchy of types,
called the consensus hierarchy, classifying types according to their consensus
number (k). Types such as compare-and-swap can solve consensus among any
number of processes, and are said to be universal [12]: their consensus number
is co and they are at the top of the hierarchy.

1.2 Atomic Object Implementations in Message Passing Systems

This paper studies necessary and sufficient conditions for implementing atomic
object types in a distributed system where processes communicate by exchanging
messages: no physical shared memory is assumed. The processes are assumed to
communicate through reliable channels but can fail by crashing. Through such
implementations, algorithms based on shared atomic objects can be automati-
cally ported into a message passing system prone to crash failures. We focus on
robust [2] implementations where any process that invokes an object operation
and does not crash eventually gets a reply.

Two fundamental results are known about such implementations in an asyn-
chronous message passing system (with no synchrony assumptions). The type reg-
ister can only be implemented if we assume that a majority of the processes do
not crash [2], and most of the types cannot be implemented, including test-and-set,
fetch-and-add, queue, and compare-and-swap, if at least one process may crash [9].

In most distributed systems however, certain synchrony assumptions can be
made, and these can even be precisely expressed through axiomatic properties of
a failure detector abstraction [5]: a distributed oracle that provides processes with
hints about crashes, and which can itself be implemented based on synchrony
assumptions, e.g., timeouts.

Two related results, of particular interest in this paper, have been recently
established. First, the weakest failure detector to implement the basic type reg-
ister in a message passing system (with any number of crashes) has been shown
to be an oracle, denoted by X, and which outputs, at any time and at every
process, a set of processes such that (1) any two sets always intersect and (2)
eventually every set contains only correct processes [68]. This result means that
(a) there is a distributed algorithm that implements the type register using X,
and (b) for every failure detector D such that some algorithm implements the
type register using D, there is an algorithm that implements X' using D. Failure
detector D encapsulates information about failures that are at least as strong as
those encapsulated by X.

Second, the weakest failure detector to solve consensus (with any number of
crashes) has been shown to be an oracle, denoted by X' * £2, and which outputs,
at any time and at every process, both outputs of failure detector X and failure
detector {2. Failure detector {2 outputs, at any time and at every process, a
single (leader) process, such that, eventually this process is the same at all pro-
cesses and is correct [4I6IR]. The fact that X' * {2 was established as the weakest
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failure detector to solve consensus directly implies that it is also the weakest to
implement compare-and-swap, and more generally, any other universal type.

1.3 Contributions

Naturally, this raises the following question. What about all other types like
queue, test-and-set, or fetch-and-add? More generally, what about all types that
can solve consensus among k > 1 processes but not k4 1. This paper shows that
the weakest failure detectors to implement these types do all boil down to the
same one: X * (2.

In other words, we show that the weakest failure detector to implement any
type that solves consensus among at least 2 processes is X' * (2.

Our result conveys the interesting fact that, in a message passing system
(unlike in a shared memory system), all these types are, in a precise sense,
equivalent and universal. Hence, if we exclude types that cannot solve consen-
sus among two processes such as register, the consensus hierarchy is thus flat in
a message passing system. From a practical perspective, and given that many
synchronization problems can be casted through atomic object types, our re-
sult suggests that, as far as failure detection is concerned, adopting an ad hoc
approach focusing on each problem individually is not more economic than a
generic approach where the failure detector X' * {2 would be implemented in a
message passing system as a common service underlying all problems, i.e., all
type implementations.

Stating and proving our result goes through defining a general model of
distributed computation encompassing different kinds of abstractions: atomic
objects, message passing and failure detectors. Such a model is interesting by
itself. To our knowledge, besides the model we introduce in this paper, the only
model that captured these different abstractions in a unified framework has
recently been defined (using I/O automata) by considering a restricted form
of failure detectors [I]. In this paper, we establish the weakest failure detector
to implement atomic object types among all failure detectors. Our model, and
in particular our notion of implementation, is a slight generalization of both
the notions of shared memory object implementations of [I2] as well as failure
detector reductions of [5].

To prove our result, we first consider the problem of solving consensus among
a subset of processes S in the system. We observe that failure detector Xg * (2g,
obtained by restricting X and (2 to S, is the weakest to solve consensus in S.
Then we show that the weakest failure detector to solve consensus among any
subset of £ > 1 processes is the same as the weakest to solve consensus among
any subset of k£ + 1 processes. The crucial technical step to establish this result
is to show that the composition of {25 over all pairs S of processes in the system
is £2. (The analogous result for Xg is also needed but more easily obtained).

An interesting particular case is when the system simply consists of two
processes. We show that, in this case, X * {2 is equivalent to X. This equivalence
also has a surprising ramification: whereas no algorithm can solve consensus
using a register in a system of two processes where at least one can crash [16],
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any failure detector that can be used to implement a register in a message passing
system of two processes, where at least one can crash, can also be used to solve
consensus.

1.4 Roadmap

To summarize, this paper shows that all atomic object types that can solve
consensus among k > 1 processes have the same weakest failure detector in a
message passing system with process crash failures. In the particular interesting
case of a message passing system of two processes, this failure detector is also
the weakest to implement a register.

The rest of the paper is organized as follows. Section 2 defines our model.
Section 3 introduces failure detectors X¢ and 25 and establishes some prelim-
inary results. Section 4 determines the weakest failure detector to implement
consensus among any subset of k& > 1 processes in the system. Section 5 derives
our main results on the weakest failure detector to implement atomic types.
Section 6 relates our results with weakest failure detector results in the shared
memory model. For space limitations, several proofs are omitted from this ex-
tended abstract and given in a companion technical report [7].

2 System Model

We consider a distributed system composed of a finite set of n processes IT = {p1,
D2, ..y Pn}; [II| = n > 3. (Sometimes, processes are denoted by p and ¢.) A
discrete global clock is assumed, and @, the range of the clock’s ticks, is the set
of natural numbers. The global clock is not accessible to the processes.

2.1 Failure Patterns and Failure Detectors

Processes can fail by crashing. A process p is said to crash at time 7 if p does
not perform any action after time 7 (the notion of action is defined below).
Otherwise the process is said to be alive at time 7. Failures are permanent, i.e.,
no process recovers after a crash. A correct process is a process that does never
crash (otherwise it is faulty). A failure pattern is a function F from & to 27,
where F(7) denotes the set of processes that have crashed by time 7. The set of
correct processes in a failure pattern F is noted correct(F'). As in [B], we assume
that every failure pattern has at least one correct process. An environment is a
set of failure patterns. Unless explicitly stated otherwise, our results are stated
for all environments and hence we do not mention any specific environment.
Roughly speaking, a failure detector D is a distributed oracle which gives
hints about failure patterns of a given environment £. Each process p has a
local failure detector module of D, denoted by D,. Associated with each failure
detector D is a range Rp (when the context is clear we omit the subscript) of
values output by the failure detector. A failure detector history H with range
R is a function H from IT x @ to R. For every process p € II, for every time
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T € @, H(p,7) denotes the value of the failure detector module of process p
at time 7, i.e., H(p,7) denotes the value output by D, at time 7. A failure
detector D is more precisely a function that maps each failure pattern F of £
to a set of failure detector histories with range Rp: D(F') denotes the set of
all possible failure detector histories permitted for the failure pattern F. Let D
and D’ be any two failure detectors, D * D’ denotes the failure detector, with
range Rp * Rp/, which associates to every failure pattern F', the set of histories
D«D'(F)={H,H) | H € H(D),H € H'(D')}. This notation is naturally
extended to a finite set of failure detectors K: «{D | D € K }.

2.2 Actions, Runs and Schedules

To access its local state or shared services, a process p executes (deterministic)
actions from a (possibly infinite) alphabet A,. Each action is associated with
exactly one process and the set of all actions A is a disjoint union of the A,, (1 <
i < n). The state of a process after it executes action a in state s, is denoted a(s).
A configuration C' is a function mapping each process to its local state. When
applied to a configuration C, action a of A,, gives a new unique configuration
denoted a(C): for all j # i (a(C))(p;) = C(p;) and (a(C))(p;) = a(C(p;)).

An infinite sequence of actions is called a schedule. In the following, Scli]
denotes the i-th action of schedule Sc. Given seq = a;j ...a;a;41 a prefix of a
schedule and C' a configuration, the new configuration seq(C) resulting from
the execution seq on some C' is defined by induction as a;4+1((as . ..a;)(C)). To
each schedule Sc¢ = aj ...a;a;41 ... and configuration Cy correspond a unique
sequence of configurations CoCj ... C;Citq ... such that Ci11 = a;41(C;).

A run is a tuple R =< F,C,Sc,T >, where F is a failure pattern, C' a
configuration, Sc a schedule, and T" a time assignment represented by an infinite
sequence of increasing values such that: (1) for all k, if Sc[k] is an action of
process p then p is alive at time T[k] (p ¢ F(T'[k])) and (2) if p is correct then p
executes an infinite number of actions. An event e is the occurrence of an action
in Sc, and if e is the k-th action in Se, then T[k] is the time at which event e is
executed.

Consider an alphabet of actions A and any subset B of A. Let Sc|B be the
subsequence of Sc consisting only of the actions of B, and T'|B be the sub-
sequence of T corresponding to actions of B in R =< F,C,Sc,T >. We call
< F,C,Sc|B, T|B > the history corresponding to B, and we simply denote it by
R|B. In particular, when B = A,,, R|A,, is called the history of process p; in R.

2.3 Services

A service is defined by a pair (Prim, Spec). Each element of Prim, denoted by
prim, is a tuple < s, p,arg,ret > representing an action of process p identified
by a sort s, an input argument arg from some (possibly infinite) range In and
an output argument (or return value) ret from some (possibly infinite) range
Out. An empty argument is denoted by A. The specification Spec of a service
X is defined by a set of runs. In this paper, we consider three kinds of services:
message passing, atomic objects and failure detectors.
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Message passing. The classical notion of point-to-point message passing channel,
represented here by a service and denoted MP, is defined through primitive
send(m) to q of process p and primitive receive() from q of process pEl Primitive
receive() from ¢ returns either some message m or the null message A; in the
first case we say that p received m. Each non null message is uniquely identified
and has a unique sender as well as a unique potential receiver. The specification
Spec of MP stipulates that: (1) the receiver of m receives it at most once and
only if the sender of m has sent m; (2) if process p is correct and if process ¢
executes an infinite number of receive from p primitives, then all messages sent
by p to ¢ are received by gq.

Failure detector. The only primitive defined for a failure detector service is a
query without argument that returns one value in the failure detector range. A
run R =< F,C, Sc, T > satisfies the specification of a failure detector D if there
is a failure detector history H € D(F') such that for all k, if Sc[k] is a query of
D by process p that outputs v, then H(p, T[k]) = v. Any such history is said to
be associated with run R.

Atomic object. Atomic objects are services defined by a sequential specification,
and which can be accessed through invocation and reply primitives associated
with each operation of the object. It is common to call a pair of invocation
and subsequent reply primitives the occurrence of the operation and identify
an invocation and the associated operation. The sequential specification of an
atomic object is defined by its type and an initial state. A type 7 is a tuple
< Q,0p, I, L >: where @ is the set of states of the type, Op is a set of operations,
I is a set of replies, and L is a relation that carries each state st € @ and
operation op to a set of state and reply pairs, which are said to be legal, and
denoted by L(st,op). When L is a function, the type is said to be deterministic.
An invocation returns A, and a reply has A\ as argument and returns a value in I.
An invocation inv and a reply rep are said to be matching if they are actions of
the same process p and if there exist states st and st’ such that (st’, rep) belongs
to L(st,inv). A (finite or infinite) sequence o = (0g79)(0171) ... (0;7}) . .. where,
for all [, o; and r; are respectively operations and replies, is legal from state s
if there is a corresponding sequence of states s = sg, s1,...5;,... such that, for
each ! (s;+1,7141) € L(s1,01). Such a sequence is called a sequential history of
object O from initial state s.

Only well-formed schedules are considered. Consider a schedule Sc¢, and its
restriction to a process S c| p, we say that some occurrence of invocation is pending
if there is no matching reply. We say that a schedule Sc is well-formed if (i) no
prefix of Sc|p has more than one occurrence of a pending invocation and (ii)
(Sc|p)|Prim begins with an invocation and has alternating matching invocations
and replies. By extension, a run R =< F,C, Se¢, T > is well-formed if its schedule

! More formally, these primitives are respectively a tuple < send_to_q, p, m, X > with
m € M where M is a set of messages and a tuple < receive_from_q,p, \,x > with
x € M U{A}L

2 The definition of the Spec part of an atomic object O is the same as in [T2].
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Sc is well-formed and there is no pending invocation for correct processes in F'.
When reasoning about the atomicity of an object, we consider only operations
that terminate, i.e., both invocation inv and a matching reply have taken place.
If a process p performs an invocation inv and then p crashes before getting
any reply, we assume that either the state of the object appears as if inv has
not taken place, or inv has indeed terminated. An operation is said to precede
another if the first terminates before the second start and two operations are
concurrent if none precedes the other.

Let R =< F,C,Sc,T > be any well-formed run, and R|Prim be the his-
tory corresponding to object O =< Prim, Spec > of type 7, a linearization
of R|Prim with respect to 7 and state s is a pair (H,T”) such that: (1) H a
sequential history of O from state s; (2) H includes all non pending invocations
of operation in S; (3) If some invocation inv is pending in S, then either H
does not include this pending invocation or includes a matching reply; (4) H
includes no action other than the ones mentioned in (2) and (3); (5) 7" is an
infinite sequence such that Sc[k] is an invocation and Sc[k’] the matching reply,
corresponding respectively to H[l] and H[l + 1] then T'[l] = T'[l + 1] belongs to
the interval (T'[k], T[k’]) A run R is linearizable for type 7 and state s if R has
a linearization with respect to 7 and state s. The specification Spec associated
to an object O of type 7 and initial state s is the set of runs well-formed for O
that are linearizable with respect to 7 and state s [I1].

2.4 Algorithms and Implementations

An algorithm A =< Ay, ---, A, Serv >, using a set of services Serwv, is a collec-
tion of n deterministic automata A; (one per process p;) with transitions labeled
by actions in A; such that all operations defined for services in Serv are included
in A. Every transition of A; is a tuple (s, a, s’) where s and s’ are local states of p;
and a is a action of p; such that a(s) = s’. Computation proceeds in steps of the al-
gorithm: in each step of an algorithm A, a process p atomically executes an action
in A. If a is an action of p; and C' is a configuration, a is said to be applicable to C'
if there is a transition (s, a, s’) in A; such that s = C'(p;). By extension, a schedule
Sc = Sc[1]5¢[2] ... Sc[k] ... is applicable to a configuration C' if for each k > 1,
Sc[k] is applicable to configuration (Sc¢[1]...Sc[k —1])(C). A run of algorithm A
isarun R =< F,C,Se, T > such that Scis a schedule applicable to configuration
C, such that R satisfies the specifications of services in Serv.

Roughly speaking, implementing a service X using a set of services Serv
means providing the code of a set of subtasks associated with every process:
one subtask for each primitive sort of X as well as a set of additional sub-
tasks. The subtasks associated to the primitives are assumed to be sequential
in the following sense: if a process p executes a primitive prim (of the ser-
vice to be implemented), the process launches the associated subtask and waits
for it to terminate and return a reply before executing another primitive. All
subtasks use services in Serv to implement service X, in the sense that the
only primitives used in these subtasks are primitives defined in Serv. More pre-
cisely, an implementation of a service X =< Prim, Spec > with primitives of
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sorts psi,...,PSm, using a set of services Serv, among n processes, is defined
by I(X,n, Serv) =< (X1, (psi,...,psL)), ..., (Xn, (psi,...,ps?)) > where, for
each i, X; is the implementation subtask of p; and psé- is the primitive imple-
mentation subtask associated to process p; and the primitive of sort ps; of X
such that the only primitives occurring in these subtasks are primitives defined
in Serv.
An implementation I(X,n, Serv) for environment £ ensures that: for each
algorithm A =< Ay, .-+, A, Serv/U{X} >, the corresponding algorithm A’ =<
Yy AL Serv U Serv’ > in which X is implemented by I(X, n, Serv) where,
for each i, Al is the automaton corresponding to the subtasks A;, X;, pst, . .. ,psg-
is such that all runs R of A’, restricted to actions of Aj,--- , A,, are runs of A.
Note that, we implicitly consider robust [2] implementations of services: ev-
ery correct process that executes a primitive of an implemented service should
eventually get a reply from that invocation. We will sometimes focus on imple-
mentations of S—services: the primitives of such a service can only be invoked
by processes of a subset S of the system. In such implementation, the only
restriction is the fact that only the processes in S contain each one subtask
per primitive sort of the S-service (but all processes contain implementation
tasks). If we do not specify the subset S, we implicitly assume the set of all
processes.

2.5 Weakest Failure Detector

The notion of failure detector D2 being reducible to D1 in a given environment
& (D1 is said to be stronger than D2 in £ and written D2 <¢ D1) of [5], means
in our context that there is an algorithm that implements D2 using D1 and
MP in £. All the implementation subtasks use only MP and D. For every run
R =< F,C,Sc¢, T >, and failure detector history H € D1(F) such that F is in
&, the output of the algorithm in R is a history of D2(F'). We say that D1 is
equivalent to D2 in £ (D1 =¢ D2), if D2 <¢ D1 and D1 <¢ D2 in &.

We say that a failure detector D; is the weakest to implement a given service
in environment £ if and only if the two following conditions are satisfied: (1)
there is an algorithm that implements the service using D; in £, and (2) if there
is an algorithm that implements the service using some failure detector D5 in &,
then Dy is stronger than D; in £. As pointed out earlier, given that most of our
results hold for all environments, we will generally not mention (and implicitly
assume) any environment when stating and proving results.

3 The Quorum and Leader Failure Detectors

We introduce here two failure detectors: the Quorum and the Leader. Both are
defined relatively to a subset S of processes in the system. The first one, denoted
by Xg, is a generalization of X' [68]. The second one, denoted by {2g, generalizes

QM.
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3.1 Failure Detector Xg

Given any subset S of processes in IT, failure detector X'g outputs, at each process
in S, and at any time, a list of processes, called trusted processes, such that every
list intersects with every other list, and eventually, all lists contain only correct
processes. For presentation simplicity, we consider that, at any process of S that
has crashed, the list that is output is simply II. More generally, the lists that
are output satisfy the two following properties:

— Intersection. Every two lists of trusted processes intersect: VF € £,VH €
Ys(F),Vp,q € SN, 7 € ®: H(p,7)NH(q,7") #0

— Completeness. Eventually, every list of processes trusted by every correct
process contains only correct processes: VF € E,VH € YXg(F),¥p € SN
correct(F),3r € Y7 > 1€ ®: H(p, ') C correct(F)

Failure detector X' introduced in [6/8] is simply X'.

In the following, we state a result on a register shared by the processes of
a subset S, and denoted by S—register: the read() and write() operations can
only be invoked by the processes in S. (The sequential specification of a regis-
ter stipulates that the read() returns the last value written.) The proof of this
proposition is in [7].

Proposition 1. X is the weakest failure detector to implement a S—register.

3.2 Failure Detector 2g

Given any subset S of processes in I1, failure detector {2g outputs at any time
and at any process, one process called the leader, such that the following property
is satisfied:

— Unique eventual leader: VF € E,VH € Qg(F),3l € correct(F),3r € ¢,V7' >
T,V € correct(F) NS, H(x,7") = {l}

Intuitively, the guarantee here is that all processes inside S eventually get
the same correct leader. Processes outside S might never get the same leader.
However, the leader process that is output does not need to be in S: it can be
any process in I1. Failure detector {2 corresponds to §2;7.

We state now a result on the consensus type (an abstraction of the consensus
problem) shared by the processes of a subset S, denoted by S—consensus: the
propose() operation can only be invoked by the processes of S. (The sequential
specification of consensus stipulates that all propose() operations return the first
value proposed.) The proof of this proposition is in [7].

Proposition 2. Y *x 2g is the weakest failure detector to implement
S—consensus.
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4 From k-consensus to (k + 1)-consensus

To prove our main result on the weakest failure detector to implement types
with a given consensus number k, we address the question of the weakest failure
detector to implement k-process consensus (we simply write k-consensus). In
short, an algorithm implements k-consensus if it implements S-consensus for any
subset S of size k. We show that, for any k s.t. 1 < k < n, the weakest failure
detector to implement k-consensus is also the weakest to implement (k + 1)-
consensus.

To prove this, we go through intermediate results about the composition,
over a family of subsets S, of all X's and of all {2g.

The following proposition is a direct consequence of the definitions:

Proposition 3. Let S be any subset of II and let L be any family of subsets
of S such that, for all p,q € S, there exists some set L € L such that p and q
belong to L. We have: Xg = x{Xx|X € L}.

An interesting particular case is where subsets X are pairs, i.e., for any
S CI, Xs =+{X, 1P, q € S}. The composition of all Yg, over all subsets S
of size 2, is in this case X:

Corollary 1. For all S C Il, ¥s = +{ X, s1lp,q € S}.
Concerning 2g, we get the following:

Proposition 4. Let L be any family of subsets of Il such that, for all p,q € II,
there exists some L € L such that p € L and g € L. 2 = «{2|L € L}.

Proof. As {2 is also (2, for every L C I, we directly get: *{Q2.|L € L} < (2.

The opposite inequality is more involved.

Consider a run R with a failure pattern F, and let 79 be a time such that
(1) after time 75 no more process crashes and (2) the output of failure detectors
Q2p, L € L, does not change after 7.

In the following, we show how to implement failure detector (S, which is
equivalent to (2 [4]. Failure detector 0S outputs subsets of suspected processes
and ensures: (1) completeness, i.e. eventually every faulty process is permanently
suspected by every correct process; and (2) accuracy, i.e. eventually, some correct
process is never suspected.

Consider the digraph G =< V, E > for which V' = correct(F), and (p,q) € E
if and only if ¢ is leader for p for some (2, such that p € L.

Now consider G’ =< V', E' > the digraph of the strongly connected compo-
nent of G: V' is the set of strongly connected components of G and (C,C") € E’
if and only if there is at least one p € C' and one ¢ € C' such that (p,q) € E.
We say that C € V' is a sink if there is no edge going out of C: note that this
means that (a) if p belongs to some sink S, and (p,q) € F then ¢ € S.

First, there exists at least one sink in G’. Indeed, assume the contrary and
let Cy be any vertex in G’; by induction, we construct a sequence (C,,) (u > 0)
of vertices such that (i) (Cy—1,Cy) € E’ and (ii) Cy—1 # Cy. As we assume
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that there is no sink, this sequence is infinite. Moreover this sequence is cycle
free: if C,, = C,, for some m < u, then a direct induction proves that all Cj
(m < k < u) are the same strongly connected component contradicting (ii). This
implies an infinite number of different C; contradicting the fact that G is finite.

Consider process p in some C, and process ¢ in some sink S. By definition
of L, there is at least one L of £ such that p and ¢ both belong to L. By (a), I,
the common leader for p and ¢, belongs to S. Proving that (b) for every p and
every sink S, there exists a process [ € S such that (p,l) € E.

Moreover, let S and S’ be two sinks, by (b) there is an edge from S to S’
and an edge from S’ to S in G’, proving that S and S’ are in the same strongly
connected component and then S = S’. Hence, there is only one sink in G'. In
the following S will denote this unique sink of G'.

In order to implement ¢S, each process p proceeds as follows.

Process p maintains (1) a set Leader} of all its leaders, (2) for each ¢, a set
Leader] of the known leaders of ¢ and, (3) a digraph G, =< V},, E,, > for which
Vp, =1II, and (k,q) € E, if and only if ¢ € Leader’; and, (4) Trust,, the output
of the emulated failure detector: this output will be the set of processes ¢ such
that there is a path from p to ¢ in G,,.

Process p updates its variables as follows:

— Leader] is always the set of processes output as leader from (2, for all L on
L such that p € L. p broadcasts forever Leader?.

— If p receives from some ¢ a set X of processes, then p replaces Leader] by
X.

- Gp =< V,,E, > for which V,, = II, and (k,q) € E, if and only if ¢ €
Leader’;. Variable Trust, holds the set of processes ¢ such that there is a
path from p to ¢ in G,. If Leader}) or Leader] change, then p computes
again G, and T'rust,,.

As (1) any change in Trust variables comes from changes in the output of
2p’s, and (2) no message is lost, there is a time 71 > 79 after which no variable
Trust, changes.

Consider a correct process p. Observe that if (g, r) is an edge of G, then r
is a leader for ¢, and hence if ¢ is a correct process then r is correct too. Then
by an easy induction, after time 7, every process on a path from p in G, is
a correct process and T'rust, contains only correct processes. This proves the
completeness property of required for (S.

Observe also that, after time 77, for every correct process p, the set of pro-
cesses ¢ such that there is a path from p to ¢ in G is equal to Trust,. Moreover, if
(x,y) € E then Trust, C Trust, and, by an easy induction, (c) if there is a path
from x to y in G then Trust, C Trust,. This proves that, if x and y are in the
same strongly connected component of G, then T'rust, = Trust,. In particular,
for all ¢ in the sink S of G’, Trust, = S. By (b) and (c), for every correct process
p, Trust, C Trust, for at least one process ¢ in S, therefore S C T'rust,. This
proves the accuracy property of ¢S. Hence we get 2 < «{2,|L € L} and then
Q=x{0L|L € L}.
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In particular, for the family of subsets of two elements:
Corollary 2. 2 = «{Q, plp,q € IT}.

It is important to notice a difference here between Proposition 3] and Propo-
sition @, and this conveys a fundamental difference between X and (2. Consider
a strict subset S of IT. If we can implement a {p, ¢}-register within every pair
{p, q} of S, then we can implement a S-register in S. This is not true with {p, ¢}-
consensus and this follows from the fact that some leaders output by (2(,, ;1 might
not belong to the set S. We prove the following in [7]:

Proposition 5. There exists a system of n processes, a non-empty subset of I1,
S, an environment € and a set of failure detectors {2, .1, for all p, q in S, such

that Qs #e *{2p.qy | P.q € S}

If we restrict ourselves however to the overall set of processes I1, the difference
(i.e., the proposition above) does not hold. That is, to implement consensus (resp.
a register), it is necessary and sufficient to implement consensus (resp. register)
among all subsets of at least two processes.

Corollary 3. For anyn >k > 2, 2 = *{2s||S| = k} and X = «{Zs]||S| = k}.

Proof. We apply Proposition 3] and Proposition [ to the family of all subsets of
k (n > k > 2) processes.

We directly get from the previous Corollary and Proposition 2 the following:

Corollary 4. For every k such that 2 < k < n, for any failure detector D,
D implements consensus if and only if D implements S-consensus for all S such
that |S| = k.

It is important to notice again that the previous corollary holds only for
consensus, and not for S-consensus if S # I1.

5 Implementing Atomic Object Types

In the following, we will say that types T1,--- , T, emulate k-consensus if there
is an algorithm that uses only instances of types T1,--- ,T, to implements k-
consensus.

Proposition 6. If a type T emulates 2-consensus, then (1) the weakest failure
detector to implement T is X x £2 and (2) any failure detector that implements
T implements any type.

Proof. Let T be any type emulating 2-consensus. This means that there is an al-
gorithm using T" and message passing that implements 2-consensus. Clearly, this
algorithm with any failure detector D implementing 7" implements 2-consensus
too and by Corollary @it implements consensus. Then, by Proposition 2l we get:
(a) X+« 2 <D.
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Remark that X' * (2 implements any number of instances of consensus. Hence,
using the universality result of consensus [12], we derive that X * {2 implements
any type. Then by (a) any failure detector that implements T implements any
type proving (2). Moreover, as X * {2 implements any type, it implements in
particular T'. Together with (a), this proves (1).

An interesting application of Proposition [6l concerns the environment where
n—1 process might fail (which we call the wait-free environment) and the notion
of consensus number, which we recall now.

In fact, several definitions of the notion of consensus number of a type T
(sometimes also called consensus power) have been be considered [13]. All are
based on the maximum number k of processes for which there is an algorithm
that, using 7', emulates k-consensus. The definitions differ on whether or not the
implementation can use several instances of T, and whether the type register
can also be used. Hierarchy h; means one instance and no register, h] means
one instance and registers, h,, means many instances, no register, and h, means
many instances and many registersﬁ

From Proposition [l the weakest failure detector to implement type T such
that hy(T) = 2 or hy,(T) = 2 is X 2. If T is deterministic, we can derive
from [3] that h,,(T) = h% (T). Hence we get the following:

Proposition 7. In the wait-free environment, for every k such that 2 < k <n,
X % §2 is the weakest failure detector to implement (1) any type T such that
k= hi(T), (1’) any type T such that k = hp(T), (2) any deterministic type T
such that k = hi(T), and (2°) any deterministic type T such that k = hl,(T).

We finally consider the special case where n = 2. In this case, implementing
a register is in some sense equivalent to implementing consensus. More precisely,
we prove the following:

Proposition 8. Forn =2, XY = X x ().

Proof. We actually prove a stronger result. We show that for n = 2, X' is equiva-
lent to S which is a failure detector introduced in [5], and which outputs subsets
of suspected processes and ensures: (1) completeness, i.e. eventually every faulty
process is permanently suspected by every correct process and (2) accuracy, i.e.
some correct process is never suspected. As S implements consensus [5], from
proposition 2 we get: X < X x 2 < S. Denote by p; and ps the two processes
of the system. Consider a failure pattern F. If no process crashes in F', then
by the intersection property of X, one correct process is trusted forever by p;
and po. If some process, say pi, crashes, then by the completeness property of
X, after some time 7, po is the only process trusted by ps. By the intersection
property of X, ps has been trusted forever by py. Therefore, in all cases, at least
one correct process is never suspected. This proves the accuracy property of S.
Hence S < X.

As a direct consequence, we get: forn =2, X = X x 2 =S8.

3 We implicitly assume here n-ported types, i.e., every instance of a type has n ports
in our system of n processes [13].
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6 Concluding Remarks

The question we address in this paper is that of the weakest failure detector
to implement atomic object types (of certain consensus numbers) in a message
passing system. This question is complementary to the question of the weakest
failure detector to solve consensus in a system of n processes, given object types
of consensus number k < n [I5[I7/10]. In this paper, the goal was to actually
implement the types themselves.

It would be interesting to determine, for any k& > 1, the weakest failure
detector to implement any type with consensus number k, given any type of
consensus number j < k. We conjecture that our proof technique could help
show that 2 is the weakest failure detector to implement, with register objects
(instead of message passing channels), any object type with a consensus number
higher than 2. Going from any type with consensus number k > 2 to any type
with consensus number 7 < k < n would probably need a combination of our
proof technique with that of [I0].
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Abstract. This paper provides a realization of distributed leader elec-
tion without having any eventual timely links. Progress is guaranteed
in the following weak setting: Eventually one process can send messages
such that every message obtains f timely responses, where f is a re-
silience bound. A crucial facet of this property is that the f responders
need not be fixed, and may change from one message to another. In
particular, this means that no specific link needs to remain timely. In
the (common) case where f = 1, this implies that the FLP impossibil-
ity result on consensus is circumvented if one process can at any time
communicate in a timely manner with one other process in the system.

The protocol also bears significant practical importance to well-known
coordination schemes such as Paxos, because our setting more precisely
captures the conditions on the elected leader for reaching timely consen-
sus. Additionally, an extension of our protocol provides leader stability,
which guarantees against arbitrary demotion of a qualified leader and
avoids performance penalties associated with leader changes in schemes
such as Paxos.

1 Introduction

A fundamental design guideline pioneered in the Paxos protocol [I] and later
employed in numerous coordination protocols is to separate safety properties
from liveness properties. Safety must be preserved at all times, and hence, its
implementation must not rely on synchrony assumptions. Liveness, on the other
hand, may be hampered during periods of instability, but eventually, when the
system resumes normal behavior, progress should be guaranteed. In various co-
ordination protocols such as Paxos, liveness hinges on a separate leader election
algorithm, with the problem of finding a good leader election algorithm left open.

It is well known in the theory of distributed computing that liveness of con-
sensus cannot be guaranteed in a purely asynchronous system with no timing
assumptions [2]. £2 is known to be the weakest failure detector [3l4] that is
sufficient for consensus, hence provides the liveness properties of consensus. {2
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essentially implements an eventual leader election, where all non-faulty processes
eventually trust the same non-faulty process as the leader.

While (2 captures the abstract properties needed to provide liveness, it does
not say under which pragmatic system conditions is progress guaranteed. It
leaves open the interesting questions of what synchrony conditions should be
assumed when implementing {2 and what additional properties would yield an
ideal leader election algorithm for practical coordination schemes such as Paxos.

A revisit of Pazxos. In this paper, rather than cooking up arbitrary synchrony
assumptions and additional properties, we derive the desired features of our
protocols from Paxos, a cornerstone coordination scheme employed in various
reliable storage systems such as Petal [5], Frangipani [6], Chain Replication [7],
and Boxwood [§].

At a high level, Paxos is a protocol for a set of processes to reach consensus
on a series of proposals. With a leader election algorithm, a process p that is
elected leader first carries out the prepare phase of the protocol. In this phase,
p sends a prepare message to all processes to declare the ballot number it uses
for its proposals, learns about all the existing proposals, and requests promises
that no smaller ballot numbers be accepted afterwards. The prepare phase is
completed once p receives acknowledgments from n — f processes. Once the
prepare phase is completed, to have a proposal committed, leader p initiates the
accept phase by sending an accept message to all processes with the proposal and
the ballot number it declares in the prepare phase. The proposal is committed
when p receives acknowledgments from f + 1 processes. Whenever a higher
ballot number is encountered in the prepare phase or the accept phase, the
leader has to initiate a new prepare phase with an even higher ballot number.
This could happen if there are other processes acting as leaders, unavoidable in
an asynchronous system.

To implement a replicated state machine, Paxos streamlines a series of consen-
sus decisions. A new leader p carries out the prepare phase once for all its proposals.
After the completion of the prepare phase, p carries out only the accept phase for
each proposal until a new leader emerges by initiating a new prepare phase.

Our goal is to distill the conditions under which Paxos can have new proposals
committed in a timely fashion and to provide a leader election protocol exactly
under those conditions. Therefore, we make the following observations:

— After an initial prepare phase, in order for a leader p to make timely
progress, it suffices for p to obtain timely responses for its accept message
from any set of f + 1 processes (or f processes besides itself). The set could
change for different accept messages.

— Any leader change incurs the cost of an extra round of communication for
the prepare phase.

Contribution. Complying with the conditions under which we wish to enable
progress in Paxos, our leader algorithm features the following two desired
propertie:

! Formal definitions of these properties are provided in the body of the paper.
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First, the algorithm guarantees to elect a leader without having any eventual
timely links. Progress is guaranteed in the following surprisingly weak setting:
Eventually one process can send messages such that every message obtains f
timely responses, where f is a resilience bound. We name such a process < f-
accessible. A crucial facet of this property is that the f responders need not be
fixed, and may change from one message to another. We emphasize that this
condition stems from the workings of Paxos, whose safety does not necessitate
that the f processes with which a leader interacts be fixed.

Our solution bears the following ramification on the foundations of dis-
tributed computing. It implies that the FLP [2] impossibility result on consensus
with one failure (f = 1) is circumvented if one process can at any time interact
in a timely manner with one other process in the system.

No previous leader election protocol provides any guarantee in these settings.
In fact, the approach taken in most previous protocols is fundamentally incom-
patible with this condition, because previous protocols gossip about suspicions
until the system converges. This does not allow for a leader to communicate at
different times with different subsets of the system, as the leader will constantly
be under suspicion of some part of the system. Thus, no easy “engineering” of
previous protocols can provide progress under the < f-accessibility condition.

The second contribution provided by our algorithm is leader stability. This
is based on the observation that a leader change necessitates an execution of
a prepare phase by the new leader, an often costly operation. We therefore
embrace the notion of stability that a qualified leader not be demoted, where a
leader is considered qualified if it remains capable of having proposals committed
in a timely fashion. For Paxos, when n = 2f+1 holds, a leader is qualified if it is
non-faulty and maintains timely communication with a set of f other processes
at all times, with the set possibly changing over time.

An important practical measure for a leader election protocol is its communi-
cation complexity [9]. It is desirable that under a steady state, where a qualified
leader operates without being suspected by any other process, only the leader
incurs periodic communication with the rest of the system (hence achieving O(n)
steady-state link-utilization communication complexity.) In [Section 6 we sketch
an extension of our protocol that achieves this ideal. This extension works only
with the basic version of our protocol for {2, which does not uphold stability. It
is left as an open question whether a stable leader election algorithm with O(n)
steady-state message complexity exists under the condition of ¢ f accessibility.

2 Related Work

Our review of previous work concentrates on the two properties of interest to
us: synchrony conditions and leader stability.

On synchrony conditions. A simple solution for the leader election problem is
as follows [IJI0]. Periodically send alive messages from all to all, and let each
process collect data on all the processes it heard from within the last broadcast
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period. Each process elects as leader the process with the lowest process id from
its view. This implementation requires that eventually all n? communication
links become timely with a known communication bound.

A number of papers [IT/9] relax this by assuming an unknown communica-
tion bound. The reduction to the known bound model involves gradually in-
creasing timeout periods until no false alarms incur on the current leader. This
“trick” may be used in almost all leader-election protocols, as is done, e.g., in
[IIOIT2T3ITAUT5]. Nevertheless, all communication links are required to be even-
tually synchronous.

Aguilera et al. further relaxes the model to one that has a process maintaining
eventually timely links with the rest of system [12] and to one that has a process
whose outgoing links to the rest of the system are eventually timely [13]. In [13], a
single correct process called $-source is assumed to have outgoing non-lossy and
timely links eventually . Their protocol works by processes sending accusation
messages to one another when they timeout. Intuitively, every process converges
on the suspicions of the <$-source process, since its accusations are guaranteed
to arrive timely at their destinations.

More recently, and most relevant to our work, there are several pieces of work
that require surprisingly weak synchrony conditions for implementing {2 and con-
sensus. This line of work limits the scope of timely links from the correct pivot
process to only a subset of the system. There are two main flavors, one deals with
failure-detection abstractions without explicit mentioning of synchrony condi-
tions, and the second builds directly over partial synchrony conditions. We start
with the first approach, which historically precedes the second.

The work of [I6/I7] introduces the notion of limited scope failure detectors,
where the scope of the accuracy property of an unreliable failure detector is
defined with respect to a parameter (z) as the minimum number of processes
that must not erroneously suspect a correct process to have crashed. This yields
failure detector classes S, (respectively, ©S,), whose accuracy properties are
required to hold only on a subset of the processes whose size is x. The usual
failure detectors S (respectively, ©S) implicitly consider a scope equal to the
total number of processes. A limited-scope detector in the classes Sy or Sy is
straight-forward to implement using periodic alive messages and timeouts, given
a system in which one correct process (eventually) has x outgoing timely links.
Therefore, under these conditions, a possible construction of {2 is to as follows:
first implement <Sy; then transform S, to ¢S [I4]; finally transform S to
2 [13].

Aguilera et al. [I5] adopts a more direct approach. Define a process p to be
a < f-source if eventually it has f outgoing links that are timely. Any of the f
recipient endpoints of these links may be faulty. Assuming a bound f on the
number of crashed processes, Aguilera et al. [15] presents an {2 construction
with the existence of one correct < f-source. The protocol counts suspicions of
processes about all other processes and exchanges vectors of suspicion-counters.
Each process elects as leader the process with the lowest suspicion counter, break-
ing ties by process ids. Intuitively, the suspicion counters of crashed processes
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grow indefinitely, whereas the < f-source has a guaranteed bounded suspicion-
counter. This guarantees that eventually a correct process is elected as leader
(among all the ones whose counters are bounded), and furthermore, it remains
so permanently because all counters are non-decreasing.

Both the Sy condition and the < f-source condition are neither weaker nor
stronger than ours: Let p denote, respectively, the pivot correct process that
upholds any of these models. The <© f-source assumption and the ¢.S¢ accuracy
assumption require timeliness only on f outgoing links from p, and no correctness
of the f recipients. Our < f-accessible assumption requires f bi-directional timely
links from p, as well as correctness from the f recipients, which are stronger
assumptions. However, in < f-source, the set of f links is fized throughout the
execution, as is the limited-scope subset of ©Sf, whereas < f-accessible allows
the f links to vary in time, which is a weaker assumption.

Although formally these models are incomparable, we note that our assump-
tions are strongly motivated by practical needs, particularly those of the Paxos
protocol. In Paxos, if there is a single leader, the leader can carry out the accept
phase and make progress so long as it is able to communicate with f processes.
This is exactly the condition under which our {2 implementation is guaranteed
to operate. In particular, the leader may in realistic settings have a “moving
set” of f timely links. But so long as at any moment, some set of f links are
timely, our protocol can guarantee progress. Under these conditions, the < f-
source assumption does not hold, nor does ¢Sy, and the protocols of [14/15]
may fail.

Leader stability. The only previous work we are aware of that considers some
form of leader stability is the protocol of Aguilera et al. [12]. Their notion of
stability relates to a leader that is recognized by all non-faulty processes as
leader. For practical consensus protocols such as Paxos, this condition might
have limited value, because no process inside the system can know when a leader
is known to all others. In Paxos, a process must know whether it is a leader in
order to decide whether to initiate the prepare phase. Therefore, our stability
condition uses the leader’s own perspective as the determining time to when its
leadership stabilizes. This is what Paxos needs to avoid having leaders being
arbitrarily de-crowned due to unnecessary prepare messages.

3 Informal Model

The system consists of a set P of n processes, each pair of which can directly
communicate by sending and receiving messages over a bi-directional link. Each
process is equipped with a drift-free local clock. Clocks of different processes need
not be synchronized. When we reason about the system, we often use a global
wall-clock ¢, which is not known or used by the processes within the system.

Each process executes a sequence of steps triggered either by message recep-
tion or timer expiration. In a step, a process may perform any number of local
computations, send messages, and set timers. For simplicity, we denote the time
it takes to perform a step as zero.
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Process and Communication Faults. Processes may fail by crashing permanently,
and otherwise are non-faulty. A failure pattern F}, is a function from wall clock
time to sets of processes that have crashed by that time. We say that p is
non-faulty at time ¢ if p € F,(t). We say that p is non-faulty if it is always non-
faulty. There is a known resilience bound f < L”T_lj on the number of crashed
processes

Communication links are reliable, in the sense that no message from a non-
faulty process can be dropped, duplicated, or changed, and no messages are
generated by the links.

Communication Synchrony. The conditions regarding timeliness of links are at
the heart of our investigation. There is a known upper bound ¢ on the round-trip
delay of messages, but it does not hold on all pairs of processes at all times. What
is known is that eventually there is one process that is able to exchange messages
within the § delay with f other processes. We will now make this notion precise.

Definition 1. Let (p,q) denote the communication link between p and q. We say
that (p,q) is timely at time t if any message sent by p to q at time t receives a
response within 6 time. Note that if ¢ becomes faulty before handling p’s message,

or q is slow to respond, then by definition the link is not timely.

Definition 2. A process p € P is said to be f-accessible at time t if there exist
| other processes q such that the links (p,q) are timely at t.

Our synchrony requirement is the following.

Definition 3. (< f-accessibility) There is a time t and a process p such that for
allt’ > t, p is f-accessible at t'.

Note that the definition of f-accessibility allows a process p to be considered
f-accessible even if the sets of f processes accessed by p at different times change.
This property is fundamentally more practical than fixing a subset with which p
must interact forever. This definition is derived from the way consensus protocols
like Paxos [I] and revolving-coordinator consensus [3] operate.

We also note that there are several known ways to weaken our model with
variations that bear practical importance. First, it is easy to extend the model to
account for a non-zero bound on local processing time and clock drifts, but this
would just be a syntactic burden. Second, it is possible to relax the assumption
that the communication round-trip bound ¢ is a priori known. The trick for
overcoming this uncertainty is to start with an aggressively-low guess of § and
gradually increase it when premature expirations are encountered. Most of the

2 It is easy to generalize the discussion to use quorum systems instead of counting
processes. A read/write quorum system for P, denoted R(P), W(P) C 2, is a pair of
sets of subsets of P, such that every pair Q1 € W(P), Q2 € W(P)UR(P) has a non-
empty intersection, Q1 NQ2 # 0. Each subset is called a quorum. Quorums generalize
thresholds as follows. Operations on (f + 1)-subsets are replaced with operations on
write quorums; operations on (n — f)-subsets are replaced with operations on read
quorums.
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claims in this paper can be adapted to reflect this technique of learning ¢. For
simplicity, we omit this from the discussion. Finally, our non-timely reliable links
may be easily replaced with fair lossy-links as in [15], which are links that deliver
infinitely many times any message-type that has been sent infinitely often. This
requires repeatedly sending messages until acknowledged, and once again, is
omitted from the discussion.

Problem statement. Our goal is to construct in our model a weak leader {2,
defined as follows [3]: {2 provides every process ¢ at any time ¢ with a local hint
£2,(t), such that the following holds:

Definition 4 (2). There exist a time t and a non-faulty process p, such that
for any t' > t, every process q that is not faulty at time t' has £24(t') = p.

4 (2 with O f-Accessibility

Our first protocol implements {2 under the < f-accessibility condition. The pro-
tocol for process p appears in It works as follows.

Each process maintains for itself a non-decreasing epoch number, as well as an
epoch freshness counter. Epochs are implemented using the following data types
and variables. An epoch number is a pair that consists of an integer field named
serialNum and another field named processld, which stores either a process id
or null. We assume a total ordering on process ¢ds with null smaller than any
process id. Epoch numbers are ordered lexicographically, first by serialNum and
then by processld.

We define a state to be a pair consisting of an epoch-number field named
epochNum and an integer field named freshness. States are ordered lexicograph-
ically, first by epochNum and then by freshness.

A process refreshes its epoch number in fixed periodicity of length A, by
incrementing the epoch freshness counter and writing it to its registry, which is
replicated on all processes in the system. If the refresh fails to complete updating
the registry at f+ 1 processes within the known ¢ round-trip bound, the process
increases its own epoch number. The vector registry[] records locally at each
process the latest state it received from others: registry[q| is updated upon receipt
of a refresh message from gq.

Process p records the states it reads of all other processes in a vector named
views[]. A process updates its view by periodically reading the entire registry
vector from n — f processes. Each entry views|[q] has two fields. One is a state
field, and the other is a bit called ezpired indicating whether ¢’s state has been
continuously refreshed or not. Initially, all serialNum and freshness fields are
zeroed, and expired field set to true.

The idea is to select as a leader the process with the lowest non-expired epoch
number (breaking ties using process ids). To assess whether an epoch number
has expired or not, every process reads the registry of all processes from n — f
processes periodically. The exact period between the completion of a previous
read and the start of the next must be at least A + ¢ to guarantee that every
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process has had a chance to refresh its registry at least once between reads. If a
process p detects no change in another process ¢’s counter, p expires ¢’s epoch
number and no longer considers ¢ a contender for leadership until a new epoch
is detected for q.

The intuition behind the success of the protocol is as follows. First, unless
a process always manages to write its registry to f other processes within 0
time units after some point, its epoch number will increase indefinitely or will
be considered expired (e.g., when it fails).

Second, consider a process p that after a certain time ¢ always manages to write
its registry to f other processes within §. It follows that eventually p stops increas-
ing its epoch number. Note that this is true for any < f-accessible process. Let p
be the process whose epoch number stops increasing at the lowest value in the sys-
tem. Denote that lowest epoch number as e;,. The timely refreshing of e, makes it
eventually known as p’s epoch by all non-faulty processes. Observe that e, never
expires at any other process, because p succeeds in refreshing e, ’s freshness counter
every A time period. Furthermore, eventually all higher epoch numbers either be-
come known to all non-faulty processes, or belong to processes whose (lower) epoch
numbers expire. Hence, eventually all other processes will consider p leader.

The protocol also makes use of monotonically increasing counters, such as
refreshNum and readNum, to associate responses with requests. These counters
are initialized to 0. Variables epochStartTime and lastCompletedReadStart Time
are introduced for later use, when the protocol is extended for stability in
Section

Process p also has a variable leader : P Unull, that captures p’s view of
the current leader. leader is initially set to null. £2,(¢) is thus defined to be the
value of leader, on process p at time ¢. The correctness proof showing that the
protocol in Figure [[limplements (2 appears in the full version of this paper [19).

5 Stability

Driven by our need to employ {2 within repeated consensus instances of the
Paxos protocol, we now introduce a crucial addition to f2.

The definition of {2 mandates that eventually a single leader stabilizes and
is never replaced. However, it allows many leaders to be replaced many times
until that time arrives. This is undesirable in many respects. In Paxos, replacing
a leader is a costly operation. The new leader needs to perform an extra round
of communication in order to collect information about the latest actions of the
previous leader. In many other settings, electing a new leader involves heavy
re-configuration procedures, which should be avoided if possible.

We therefore would like to require that a qualified leader (e.g., a & f-accessible
leader) never be demoted. To this end, we first need to define precisely what it
means for a process to be a leader. Our definition is simple and is grounded in
practice: A process p is a leader at time ¢ if it considers itself a leader at time t.
More precisely, we have the following simple definition:
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Start refreshTimer with A time units; Start readTimer with A + § time units;

REFRESH:
Upon refreshTimer timeout: /* time to refresh the registry */
start refreshTimer with A time units;
ackMsgCount := 0; refreshNum +-+;
send (refresh, p, registry[p], refreshNum) to every q € P;
start roundTripTimer with § time units;

Upon receiving (refresh, g, rg, rn):
if (registry[q] < rg) registry[q] := rg; send to q {ack,p,q,n); end if

Upon receiving (ack, q, p, rn = refreshNum):
if (++ackMsgCount > f + 1)
stop roundTripTimer; registry[p].freshness ++;
end if

ADVANCE EPOCH:
Upon roundTripTimer timeout: /* no timely links to a quorum */
views[p).expired := true; registry[p].epochNum.serialNum ++;
epochStartTime := currentTime;

COLLECT:
Upon readTimer timeout: /* time to read the registries */
lastReadStartTime := currentTime; readNum ++;
statusMsgCount := 0; oldViews := views; /* store for comparison */
send (collect, p, readNum) to every q € P;

Upon receiving (collect, ¢, rn): send to q (status, p, q, rn, registry);

Upon receiving (status, g, p, n = readNum, qReg):
for each r € P views|r].state := max(qReg[r], views[r].state); end for
if (++statusMsgCount > n — f) /* responses from a quorum collected */
lastCompletedReadStart Time := lastReadStartTime;
for every r € P /* check if r has refreshed its epoch number */
if (views[r].state < oldViews[r].state) views[r].expired := true; end if
if (views[r].state.epochNum > oldViews[r].state.epochNum )
views|[r].ezpired := false;
end if
end for
leaderEpoch := min({views[q].state.epochNum | views|q].ezpired = false}
U{(0, nu11)});
leader := leaderEpoch.processld; start readTimer with A + § time units;
end if

Fig. 1. 2 with <& f-accessibility
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Definition 5. Process p is a leader at time t iff £2,(t) = p.

Intuitively, this definition is desirable because, once p considers itself a leader,
it takes actions as leader and may incur any cost mentioned earlier associated
with leadership. Leader stability is then defined simply as follows:

Definition 6 (Leader Stability:). Let p be a leader at time t, and assume
that p is f-accessible during the period [t — §,t + 7]. We say that a protocol
implementing (2 satisfies leader stability at time t+ 7 if p is still a leader at time
t+ 7, and no other process q # p is a leader at time t + 7.

2 with Stability

In this section, we introduce changes to the above protocol in order to provide
for leader stability. In order for these changes to work, however, we require
n=2f+ 15

In the protocol of Figure[l, p considers itself a leader immediately when p sets
leader), to p; that is, when p’s current epoch number is the lowest non-expired
epoch number in p’s view. This is insufficient; the scenario that disrupts stability
is as follows. Suppose a process p becomes a leader at time ¢ because its current
epoch number e, is the lowest non-expired epoch number in its view at ¢. In the
meantime, another process ¢ times out on an epoch number e, < e, — 1 and
advances to a new epoch number e, + 1 < e,. If ¢ now becomes f-accessible,
eq + 1 will eventually become the lowest epoch number, demoting leader p even
if p has been f-accessible; leader stability is thus violated.

To achieve stability, for a process p to become a leader, we not only require
that p’s epoch number be the lowest non-expired epoch number in p’s view, but
further require that p declare itself a leader only after making sure that no non-
expired lower epoch number will cause other processes to claim leadership. This
can be achieved by the following two extensions to the first protocol:

1. Whenever a process initiates a new epoch number, rather than incrementing
the epoch number by 1, it learns the highest existing epoch number through
a timely communication (with bound ) with n — f processes and then picks
an epoch number that is higher than any existing epoch number.

2. Process p not only checks whether its current epoch number is the lowest in
its current view, but also waits for sufficiently long to ensure that all non-
expiring epoch numbers that can be lower than e, must have been reflected
in p’s view.

To be precise, let ¢ be the time when the current epoch number e, is chosen,
a process p has to wait until the completion of a collect/status round that
starts at least 2A + 36 time units after time ¢. This is because a non-faulty
and f-accessible p will start its first refresh for e, at t + A and receive f +1
responses before ¢t + A 4+ 4. In order for another process g to pick an epoch

3 Alternatively, we could require that an accessible process have timely links to n — f
processes, rather than f + 1 processes.
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Start refreshTimer with A time units; Start readTimer with A + § time units;
REFRESH: same as in Figure [Tl

ADVANCE EPOCH:
Upon initialization or roundTripTimer timeout:
/* no timely links to a quorum, retrieving existing epoch numbers */
stop refreshTimer;
refreshNum ++; isLeader := false; views[p].ezpired := true;
epochCount := 0;
globalMazEn := registry[p].epochNum;
seqNum ++;
send (getEpochNum, p, segNum) to each process g € P;
start getEpochTimer with ¢ time units;

Upon getEpochTimer timeout: /* no timely links to a quorum, retry */
seqNum ++;
epochCount := 0;
globalMazEn = registry[p].epochNum;
send (getEpochNum, p, segNum) to each process q € P;
start getEpochTimer with ¢ time units;

Upon receiving (getEpochNum, ¢, sn):
localMazEn :=max{registry[r].epochNum | r € P};
send to g (retEpochNum, p, q, sn, localMazEn);

Upon receiving (retEpochNum, ¢, p, sn = seqgNum, en):
if (en > globalMaxEn) globalMazEn := en; end if
if (++epochCount > n — f) /* epoch numbers from a quorum collected */
registry[p).serialNum = globalMazEn.serialNum + 1;
epochStartTime := currentTime;
start refreshTimer with A time units;
end if

COLLECT: same as in Figure [

BECOME LEADER:
Upon change to lastCompletedReadStartTime
if (leaderEpoch = registry[p].epochNum A
lastCompletedReadStartTime — epochStartTime > 2A + 396)
isLeader := true;
end if

Fig. 2. Stable Leader Election Protocol with < f-accessibility
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number e, lower than e,, ¢ must have started the (timely) communication
to learn existing epoch numbers before t + A + § and then started epoch e,
at t + A+ 26; otherwise, due to n— f+ f +1 > n, one of the n — f processes
reporting existing epoch numbers will be among the ¢ 41 that know e, and
will report an epoch number that is e, or higher. If ¢ never expires e, then
it will complete its refresh for e, at t + 2A + 35. Any collect/status round
after ¢t + 2A + 36 will reflect ey; therefore, e, is not the lowest non-expired
epoch and p will not become a leader.

To capture the condition under which a process considers itself a leader, we
introduce, in addition to variable leader),, a boolean local variable isLeader,, for
each process p and define {2, as follows:

D isLeader, = true
2, := < leader, leader, # p A leader, # null
null otherwise

The full protocol is given in The correctness proofs appear in the full
version of this paper [19].

6 Reducing Message Complexity

As suggested in [9], a crucial measure of communication complexity is the number
of links that are utilized infinitely often in the protocol. Our protocols use all-to-
all communication infinitely often to keep leader information up to date, hence
employ O(n?) infinite-utilization links.

For the protocol in Figure[I], the steady-state communication complexity can
be reduced to O(n), where in a steady state there exists a unique f-accessible
leader that is never suspected by any non-faulty process. We briefly sketch the
required changes here. The full paper [19] contains a precise protocol description
and its correctness proof.

The first change is related to the refreshing of epoch numbers. A process
p that is not currently the leader need not refresh its own epoch number; it
can simply let it become inactive, since it is not contending for the leadership.
Therefore, we disable the periodic refresh at p when it is not a leader. A pro-
cess increments its epoch number only when it experiences a roundTripTimer
timeout, as in the original protocol, and may “revive” an inactive epoch number
when becoming a leader.

The second change is related to the monitoring of epoch numbers in the
system. In a steady state, there is no reason for a process p to monitor the states
of all other processes. Therefore, we disable periodic collect altogether.

A process p that does not obtain any refresh message carrying the current
presumed leader’s epoch number for some timeout period suspects that the cur-
rent leader has failed. Likewise, a process p that hears a refresh message carrying
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a lower epoch number than the current presumed leader’s epoch number assumes
that it does not have up-to-date information about the current leader .

In these two cases (only), a process activates the collect procedure twice,
where the second one is activated at least A 4 ¢ time units after the first one
completes, as in the original protocol. Process p then determines the lowest active
epoch number and compares it with its current epoch number. If p’s current
epoch number is no higher than the lowest active epoch number, p becomes a
leader and activates refresh periodically as in the original protocol. Otherwise,
p will consider the process owning the lowest epoch number as the leader and
expect to receive refresh messages from that process periodically.

The intuition behind the success of the modified protocol is somewhat similar
to our original protocol, but with crucial differences. As before, consider a process
p that, after a certain time ¢, always manages to write its registry to f other
processes within 4. It follows that eventually p stops increasing its epoch number.
Note that this is true for any < f-accessible process.

Now, consider a non-crashed process ¢ with the lowest current epoch number
in the system. If ¢ is not the leader yet, then ¢ believes that there exists a lower
active epoch number than its own. Because such an epoch number no longer
exists, eventually ¢ times out on that epoch number and performs two collects.
Because its epoch number is the lowest among the non-crashed processes, it will
learn that its epoch number is no higher than the lowest active epoch number
in the system and become a leader. If ¢ is not < f-accessible, eventually it will
fail updating its own freshness counter and will increase its epoch number.

Together, we have that, on the one hand, the < f-accessible processes stop
increasing their epoch numbers. On the other hand, any non < f-accessible pro-
cess either crashes or increases its own epoch number to be higher than the
lowest epoch number in the system. As before, the process p whose epoch stops
increasing at the lowest value in the system becomes a permanent leader.

In terms of message complexity, once an f-accessible leader is elected and all
processes receive its refresh messages without suspecting the leader, eventually
all non-leader processes stop refreshing their epochs and stop reading, hence the
communication complexity drops to O(n).

7 Discussion

The condition we introduced to uphold stability in this paper, namely n = 2f+1,
is stronger than what is required in practice. It is worth noting that, for both
Paxos and our stable leader election protocol, it suffices for a leader p to interact
in a timely fashion once with n — f processes. Subsequently, p can maintain its
leadership and proceed with consensus decisions, provided that it can interact
at any time with f 4 1 processes.

Stability also appears to be in conflict with the ability to reduce the steady-
state message complexity to O(n). Intuitively, the reduced message complexity
forces a process to decide whether to become a leader based on less accurate in-
formation, thereby creating opportunities for unnecessary demotion. For example,
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in our protocol, to ensure stability, a process becomes a leader only when it is cer-
tain that no process can have a lower active epoch number. This is hard because
epoch numbers can remain inactive (and unknown to other processes) before they
are revived. It is left as an open question whether a stable leader protocol exists
under < f-accessibility with O(n) steady-state message complexity.

8 Conclusion

It is our firm belief that leader election algorithms that implement {2 should be
studied in the context of practical coordination schemes that realize consensus.
This paper makes two contributions toward this goal.

First, it contributes to the study of weak synchrony conditions that enable
leader election. < f-accessibility, the synchrony condition we require, is new and
surprisingly weak, in that it requires no eventual timely links. It is incompa-
rable to (but also not stronger than) previously known conditions for leader
election. The condition is derived by our observations on Paxos, leading to an
implementation of {2 under f-accessibility.

Second, it provides practical and stable leader election protocol that elimi-
nates unnecessary and potentially expensive leader changes. The paper therefore
provides Paxos with a “good” leader election protocol; this was left as an open
problem in Lamport’s original Paxos paper [I].
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Abstract. In a distributed system with N processes, time stamps of
size N (such as vector clocks) are necessary to accurately track potential
causality between events. Plausible clocks are a family of time-stamping
schemes that use smaller time stamps at the expense of some accuracy.
To date, all plausible clocks have been designed to use fixed-sized time
stamps, and the inaccuracy of these schemes varies from run to run. In
this paper, we define a new metric, imprecision, that formally charac-
terizes the fidelity of a plausible clock. We present a new plausible clock
system that guarantees an arbitrary constant bound on imprecision. This
bound is achieved by allowing time stamps to grow and shrink over the
course of the computation. We verify the correctness of our algorithm,
present results of a simulation study, and evaluate its performance.

1 Introduction

The events of a distributed system can be ordered by potential causality: whether
one event might have affected another. Determining this ordering between events
is of fundamental importance to a variety of distributed algorithms. For example,
a global snapshot consists of a set of events such that no pair is causally related
[11213]. Cache-coherence protocols can maintain consistency by ordering updates
to a shared object by potential causality [4J5J6] Resource allocation algorithms
can use this relation to resolve contention for a shared resource [78].

Many logical time-stamping schemes exist to track potential causality be-
tween events. Lamport clocks [9], for example, time stamp each message and
event with an integer, while vector clocks [L0/11] time stamp each message and
event with an array of integers. Although Lamport clocks require less overhead,
they carry limited information: Lamport clocks order all events that are causally
related but may also order events that are not causally related. On the other
hand, the larger time stamps of vector clocks permit them to be completely
accurate: Vector clocks order all and only events that are causally related.

This trade-off between space and accuracy is inherent to the problem. For
a system with NN processes, time stamps of size N are both sufficient and
necessary for complete accuracy [I2]. This result means that no time-stamping
scheme can simultaneously guarantee small time stamps and perfect accuracy.

A plausible clock is a time-stamping system that satisfies the requirement that
all events that are causally related be ordered, but not necessarily the additional
requirement that only events that are causally related be ordered [13]. Because
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plausible clocks do not guarantee perfect accuracy, they can be implemented with
small time stamps. Several plausible clock schemes have been developed [13/14]
that use constant-sized time stamps. The accuracy achieved by these schemes
varies from run to run and even over the course of a single execution. Their
performance, therefore, is quantified in terms of their expected-case inaccuracy
and is generally assessed through simulation.

In this paper, we introduce a new performance measure: imprecision. Infor-
mally, the imprecision of a time stamp is the maximum number of incorrect
orderings permitted by such a stamp. Thus, imprecision reflects an upper bound
on the inaccuracy of a time-stamping system. Existing plausible clock algorithms
are parameterized by the size of time stamps used. For any chosen size less than
N , however, the imprecision of such an algorithm can be quite high. In contrast,
we describe a new algorithm that is parameterized by the amount of impreci-
sion. This algorithm allows time stamps to grow and shrink over the course of
the computation as necessary to maintain the desired level of precision. To our
knowledge, this is the first guaranteed precision plausible clock algorithm.

We quantify the performance of our algorithm in two ways. Firstly, we study
the expected-case time-stamp size through simulation. That is, we determine
the average time-stamp size needed to maintain a given level of precision, under
a variety of circumstances. Secondly, we examine the expected-case accuracy
achieved by our algorithm through simulation. That is, we determine how close
the actual inaccuracy comes to the upper bound reflected in the selected level
of imprecision. We compare the performance of our algorithm with that of two
existing plausible clock algorithms.

2 Background and Definitions

2.1 The Model

A distributed system consists of N processes. Processes communicate by message-
passing, which is asynchronous, point-to-point, and fault-free. The execution of a
process p; is a finite sequence of events denoted H; . Each event is either a local,
send, or receive event. There is a one-to-one correspondence between send events
and their matching receive events. The execution of the system is the set of all events
from the individual histories, H = (Ui : 1 <i< N : H;)

The happens before ( — ) relation [9] orders the events in H by their potential
causal relationship. For two events a € H; and b€ H;, a — b if and only if:

1. i=j and a occurs before b on p;,
2. a is a send event and b is the corresponding receive event, or
3. there exists an event ¢ € H such that a — ¢ and ¢ —b.

! The notation we use for quantification throughout this paper is (op wvars
ranges : exp ), where op is an associative and commutative operator with an iden-
tity element, vars is the set of bound variables, ranges is a predicate restricting the
ranges of the bound variables, and exp is the expression to be quantified.
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Two events are concurrent when neither happens before the other:

allb=-(a—=b A=(b—a) .

2.2 Logical Clocks

A time-stamping system X [13] is a tuple ((S, £>>, G, X.stamp, X .tag) , where:
S is a set of logical time values used locally (time stamps),

= is an irreflexive transitive relation on time stamps,

G is a set of logical time values appended to messages (time tags),

X.stamp is the time stamping function mapping events to stamps, and
X.tag isthe tagging function mapping event time stamps to message time tags.

The relation = is irreflexive and transitive, therefore (S, 5») is a strict
partial order. This strict partial order induces further relations: for r,s € S,

X

r=s=r=s

< X X X
rlls=-(r=s)Aa(s>r)Aa(r=s) .

For convenience, we will overload the definitions of these relations to allow them
to directly compare events of H . For instance, given two events a,b € H ,

aSb = X.stamp(a) X X.stamp(d) .

In practice, the function X.stamp is guaranteed to be locally computable
by defining it inductively. First, time stamps are defined for all initial events.
Then, a function on S x G is given that determines the time stamp of an event
based upon the most recent local time stamp and the most recently received
message time tag. When the time-stamping system is clear from context, we will
omit the name and write simply stamp and tag.

2.3 Example: Vector Clocks

The vector clock is a logical clock that characterizes the happens before relation

(ie, a = b = a Vector b). A time stamp s € S is a vector of N integers

(S = ZN). The stamp function is defined inductively. The time stamp of
an initial (local) event on p; is all 0’s except for the " entry, which is 1.
A subsequent local or send event on p; has the same stamp as its immediate
predecessor on p; , except the " entry is incremented. Finally, the time stamp
of a receive event is the element-wise max of the current stamp (with the ‘"
entry incremented) and the incoming tag.

Time tags are identical to time stamps (G = S). The tag function is the
identify function: The time tag appended to a message is the time stamp of the

relation is defined to bd2

. Vector
corresponding send event. The

2 The bound variables i and j will be understand to range from 1 to N and so the
range can be omitted.
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r VT s = (Vin el <s[i]) A (35 r[i] < slf]) -
A vector clock maintains the two important properties. First, events on a
given process are mapped to a strictly increasing sequence of integers. That is,
for two time stamps r = stamp(a) and s = stamp(b) on process p;, a —
b = r[i] < s[i]. Second, a stamp records the most recent happens before event
from each process. For instance, consider a time stamp r = stamp(a) on process
p; . For each entry r[j] where j # i, there exists a time stamp s = stamp(b)
on p; such that s[j] = r[j]. This event b is the most recent event on p; that
happens before a. More formally, b —a A =(3c€ H; = b—c AN c—a).

2.4 Plausible Clocks

A time-stamping system P is plausible if and only if it satisfies, for all a,b € H ,

a—b=a—b (1)
a=b=aZb. (2)

Equation ({l) requires that a plausible clock’s ordering relation on time stamps
be consistent with the happens before relation between events: Every pair of
causally-related events is correctly ordered by the plausible clock, although some
unrelated (i.e., concurrent) events may also be ordered. Equation (2] requires
that a plausible clock’s time stamps can be used to distinguish different events.

2.5 Imaccuracy

The inaccuracy of a plausible clock is the ratio of the number of incorrectly
ordered event pairs to the number of concurrent event pairs in the system [14].
Formally, we define C as the set of concurrent pairs in the system, and M as
the set of incorrectly ordered pairs. The inaccuracy of a plausible clock P on a
history H , p(P, H), is therefore defined by

C={(a,0)e HxH:al|b: (ab)}
M ={(a,b) e Hx H : a||b/\—\(aﬁb): (a,b) }
| M]

P
Accuracy can then be defined as 1 — p(P, H). Note that || and || are both
symmetric, so a single pair of events is counted twice in both C' and M .

2.6 Imprecision

Our goal is to create a plausible clock that can guarantee an arbitrary bound on
inaccuracy. To be practical, there should be no presumption of global information
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nor should the clock modify the underlying computation (e.g., by sending extra
messages). Our approach is to bound the inaccuracy by controlling the maximum
possible error permitted by individual time stamps. To this end, we redefine
inaccuracy in terms of this error.

First, we define the local error of a plausible clock to be the number of
mistakes it makes with respect to a given event. More precisely, it is the number
of (concurrent) events that are mistakenly ordered before the event in question.
Formally, we define the local error of P with respect to an event b by

S(PHb) ={aceH :a|brhalb: al}l.

We can now define the total number of mistakes in terms of the local error for
each event (note, we do not double-count pairs in the definition of local error):

IM|=2x (Y beH : §(PHD)) .

Therefore, inaccuracy can be written as

(>>beH = 6(P,H,D))
Cl '

p(PH) =2+

Our definition of p(P, H) is still problematic. We would like to define inac-
curacy in terms of the local error per event; however, it is currently the ratio
between the sum of local error and the total number of concurrent event pairs.
To this end, we define e(H) as the ratio between the total number of concurrent
pairs and the total number of events:

]
= e
e(H)=1/2 |
For computations that exhibit regular communication patterns and whose pro-
cesses are not partitioned, the value of €(H) remains constant as H is extended
with new events. If the processes were partitioned (say one process ceases to
communicate), this ratio would increase without bound as H is extended with
new events. For the remainder of the paper, we will assume fault-free executions
where all processes actively communicate within the system. Rewriting the total
number of concurrent pairs in terms of this concurrency ratio, we have

(> be H = 6(P,H,b))

p(P,H) = 1/e(H) * i

Since we assume that e(H) is a constant, we need only to bound the mean value
of § in order to bound the inaccuracy. Unfortunately, we cannot use § directly
in our algorithm; the stamp function is defined inductively over time stamps
and not histories. Therefore, we define a new metric that is based on time stamps
and hence can be used directly by a plausible clock to reason about fidelity. We
call this metric imprecision. The imprecision of a time stamp generated by a
plausible clock is an upper bound on the number of ordering mistakes made for
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an event with that time stamp. More formally, let H(P, s) be the set of histories
for which the plausible clock P generates the time stamp s:

H(P,s)={H : (3a€ H :: Pstamp(a)=s): H } .
Imprecision, (P, s), then is defined by
Y(P,s) = (MaxH € H(P,s), a€ H : Pstamp(a)=s: 6(P,H,a) ) .

Intuitively, imprecision is the worst-case value of § for an event with a given
time stamp. Note that imprecision is independent of history and therefore is a
function of the information contained within a time stamp. If we guarantee that
all time stamps generated during a computation have an imprecision below some
arbitrary bound, K , then the mean value of ¢ is also below that bound. The
resulting bound on inaccuracy is given by

(> be H = (P, Pstamp(b)) )

p(P,H) < 1/e(H) + T

< K/e(H) .

3 A Guaranteed Precision Plausible Clock

3.1 Logical Time Intervals

With vector clocks, the time stamps of events on process p; all differ in their
it" entry. This one entry orders these events and distinguishes between them.
The other entries serve a different purpose: Each one uniquely identifies the most
recent happens-before event on the corresponding remote process. Our approach
is conceptually similar. Time stamps are vectors where the i** entry orders and
distinguishes between events on p;, while the other entries indicate the most
recent happens-before events on remote processes. The difference is that a range
of values, rather than a single one, is used as an entry in the array and hence
the most recent happens-before events are not uniquely identified.

At the core of our algorithm is the concept of a time interval. A time interval
is a tuple (beg,end) where beg and end are integers and beg < end . Unlike
the integer entry of vector clocks which corresponds to a single event, a time
interval corresponds to a set of events. The event of interest is within this range.
Thus, when comparing two time intervals, we can conclude something about the
ordering of the respective events of interest only when the ranges do not overlap.
The ordering between two intervals m and n is given by

int
m < n = m.end < n.beg

int int int
m=an = -(m<n)A-(n<m)
int int int

mgn=m<n)V(m=n).
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m m<=n m=n ‘ .
[ n ] n
[m ] monnT m .,
L n ] L n ]
[m] = o ——
[ n ] [ n ]

Fig. 1. Examples of time interval comparison

We define a precise interval to be one in which the begin and end points are
equal. In the case of precise intervals, an overlap reflects exact equality:

precise(m) = m.beg = m.end

mn = precise(m) A precise(n) Am=n .

3.2 Definition of S and G

A time stamp s € S is a vector of N time intervals. Let min_beg(s)
(min_end(s)) be the minimum begin (end) point in s. Like vector clocks,
our time stamps map the events of a given process to an increasing sequence.
That is, for two time stamps r = stamp(a) and s = stamp(b) on process p; ,

precise(r[i]) A precise(s[i]) (3)

a—b=rli] < sl . 4)

A time stamp s also satisfies several additional properties. First, all imprecise
intervals of s share the same end value. Second, all precise intervals of s are
greater than the imprecise intervals. Both properties are captured by:

(Vi : —precise(s[i]) : s[i].end = min_end(s) ) . (5)

Like time stamps, a time tag ¢ is also a vector of N time intervals. It satisfies
all the properties of time stamps and, in addition, the property that imprecise
intervals have the same begin point:

(Vi : —precise(s[i]) : s[i].beg = min_beg(s) ) . (6)
Thus, G C S. See Fig. @ for an illustration of a time stamp and a time tag.

Ordering. The comparison of time stamps in our algorithm is similar to that of
vector clocks. The % relation is formally defined by:

r B = (Vi il Ssli]) A (355 ] S sli])
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1 | —— 1 | ——
2 L 2 L
3 | — 3 | ——
4 ! 4 1
5 | — 5 | —
6 | 6 | ——
(a) (b)

Fig. 2. A time stamp (a) and a time tag (b) in a system with 6 processes. Imprecise
entries in a time tag share a common interval.

Space Complexity. Since precise intervals can be encoded with a single integer
and all imprecise intervals share the same end point, time stamps can be encoded
with N 41 integers (i.e., N begin values and one common end value).

For a time tag with R precise intervals, Rlog N bits are required to encode
the mapping between precise intervals and their respective processes. Since all
imprecise intervals are the same, a time tag requires R(L + log N) 4+ 2L bits,
where L bits are used to encode a single integer.

Imprecision. The size of the intervals determines the imprecision of a time stamp.
In any given history, the local error possible for a stamp s with respect to some
process p; is the size of the i*"* interval of s. Hence, the imprecision is the sum
of these interval lengths:

P(s) = (Z i sfil.end — s[i].beg ) .

3.3 Definition of Stamp

The stamp function is defined inductively for process p; as follows. Initially, all
time stamp entries are precise intervals equal to (0,0) except for the it" entry
which is set to (1,1). During a local/send event, the ** entry is incremented.
Thus, if r is the old stamp on p;, the new stamp s is defined by

precise(s[i]) A s[i].end = r[i].end + 1
(Vj:g#i:shl=rll) -

Upon receiving a time tag, the max of the beg and end points of each entry is
taken and the i*® entry is incremented. Thus, if r is the old stamp on p; and
t is the time tag of the incoming message, the new stamp s is defined by

precise(s[i]) A s[i].end = maz(r[i].end, t[i].end) + 1
(Vi : j#i: s[j] = (max(r[j].beg, t[j].beg), max(r[j].end, t[j].end)) ) .
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Algorithm 1: stamp

Data: r is old stamp on p;, s is new stamp on p;, t is incoming tag
INITIALLY:

for j:=1 to N do s[j]:=(0,0)

si] == (1,1)

LOCAL or SEND EVENT:
for j:=1 to N do s[j]:=r[j]
s[i].end := s[i].end + 1
s[i].beg := s[i].end

RECEIVE EVENT:
for j:=1 to N do
s[jl.end := max(r[j].end, t[j].end)
s[j].beg := max(r[j].beg, t[j].beg)
end
s[i].end := s[i].end + 1
s[i].beg := sli].beg

3.4 Definition of Tag

The goal of the tag algorithm is to construct the smallest possible time tag while
not exceeding its bound on imprecision. Informally, the time tag is constructed
by iteratively adding the greatest precise intervals until the error of the time
tag is below the imprecision bound, K . The common imprecise interval of the
time tag is formed by taking the max end value and the min beg value of the
remaining intervals not in the time tag. The pseudo-code for tag is Algorithm 2l
The function ith-max(i, s) returns the index of the i** largest precise interval
in time stamp s.

3.5 Example

Figure 3] depicts two examples of a process executing three events: a local event,
a receive event, and a send event. In these example, the process is p3, there are
a total of 6 processes, and the bound on imprecision is 30. Observe that the
time stamps satisfy property (Bl), while the time tags satisfy (@) and (@l). Also
note that the imprecision of each stamp (and tag) is less than the bound.

When a message is received, the new stamp is calculated as the element-wise
max of the old stamp and the incoming message. The result of this operation is
a valid time stamp (i.e., it satisfies (B])). In Fig. Bla) the imprecision of the local
stamp increases as the result of an incoming message (from 6 to 15), while in
Fig.B(b) it decreases (from 6 to 3).

Message tags are constructed from time stamps using the largest possible
common interval such that the imprecision of the tag is less than the bound. In
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Algorithm 2: tag

Data: r is the time stamp of the send event, ¢ is the outgoing tag
for j:=1 to N do t[j]:=(0,0)

minbeg := (Minj : 1 <j <N : r[jl.beg )

i:=1

k := ith_max(i,r)

while (N —i+ 1) % (r[k].end — minbeg) > K do

t[k] := r[k]

=1+ 1

k := ith_max(i, r)
end

for j:=1 to N do
if t[j] = (0,0) then
t[j].end = r[k].end
t[j].beg = minbeg

end
end
(13,20) an
(13,20) (13,20 ('3, 8) (10,14
(13,20) (13,20) (12) (10,14)
(25) (22) (3.9 (17)
(24) (25) (13) (10,14)
~ [(13.20) (24) B (10,14)
(1320)] v a8 |
p3 \\\\‘ ,’/’/x p3 \\\‘ ,’/’ -
(9,12) (13,20) (13,20) (9,12 (11,12) (11,12)

(14) (14,20) (14,20) (14) (14) (14)

(15) 1) (22) (15) (16) (17)
(10,12) (25) (25) (10,12) (10,12) (10,12)
(11,12) (24) (24) (11,12) (13) (13)

(18) (18,20) (18,20) (18) (18) (18)

(a) (b)

Fig. 3. Sample executions illustrating stamp and tag

Fig.Bl(b), for example, entries 1,2,4, and 5 are part of the common interval, giving
an imprecision of 4 * (14 — 10) = 16. The next largest common interval would
include entry 3 and so would be (10,17). The resulting imprecision, however,
would be 5 x (17 — 10) = 35 which exceeds the bound.

4 Proofs of Correctness

In this section, we sketch the proof of correctness for our time-stamping scheme.
Only the main theorems and lemmas are given, while details are available in [15].

We first define two operators on time stamps, then use these operators to
show plausibility and boundedness of imprecision.
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4.1 The Join (x) and Expand Operators

We define the join (r x s) of two time stamps by

(Vi = (r x s)[i].beg = max(r[i].beg, s[i].beg)
A (r ™ s)[i].end = max (r[i].end, s[i].end) ) .

The stamp function for receive events can be redefined in terms of join. Figure[
is a graphical representation of this operator.
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Fig. 4. The join ( x ) operator

An important property is that S is closed under join. That is, the join of two
time stamps, r and s, satisfies (Bl). This closure property allows us to prove,
inductively, that all stamps generated by stamp are indeed elements of S and
all tags generated by tag are indeed elements of G .

Next, we define the expand of a time stamp by

expand(s) = (Zz : —precise(s[i]) : min_end(s) — min_beg(s) ) .

Thus, expand(s) is the size of the smallest (i.e., shortest common interval)
time tag that can be generated from s.

We can show that the join operation does not increase the worst-case error
of the system. That is, the expand of the join of two time stamps is less than
or equal to the max of their respective expand ’s:

expand(r X s) < max(expand(r),expand(s)) .

This property allows us to prove inductively that the expand of all stamps
generated by stamp and all tags generated by tag is below a specified bound.

4.2 Proof of Plausibility

In order to prove that P is plausible, we begin by showing that the L relation
holds between pairs of events on the same process as well as send-receive pairs.

Theorem 1. If a and b both occur on a process p;, a — b < a .
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Theorem 2. If a is a send event and b is the corresponding receive, a .

h

Another property of P is that the " (precise) interval can be used to order

events on p; with other events.

Theorem 3. If a and b occur on processes p; and p; respectively, a #b N

stamp(a)[i] R stamp(b)[i] = a — b, and stamp(a)[i] o stamp(b)[i] =
a—b.

Theorem 4. P is plausible.
Proof. There are two proof obligations: properties (II) and (@) of plausible clocks.

Property [(): ¢« - b = a L b. Assume a — b. Therefore, there exists a
chain of events c¢g,c1,...,c, where ¢g = a and ¢, = b and (Vk : 0 <
k< n : ¢ — cpp1 ) such that adjacent pairs in this chain are either on
the same process or matching send/receive events. From Theorems [l and 2] we

P . .

have (Vk : 0 <k <n : ¢t — cgy1 ). Furthermore, since end intervals are
. . . P . . . .

non-decreasing along this chain, — is transitive along this chain. Therefore,

P
a—b.

Property (3): a=b = a L b. The forward direction follows immediately from

the definition of = . For the reverse direction, assume a Ly Let pi (p;) be the
process on which a (b) occurs and let r (s) be stamp(a) (stamp(b) ). Since
rZs, rli] & s[i] and r[j] = s[j]. From @), both r[i] and s[j] are precise.
From Theorem [B] neither r[j] nor s[i] are precise. Since precise intervals are
greater than imprecise intervals, these two intervals cannot be simultaneously

equivalent unless a =b. a

4.3 Proof That Imprecision is Bounded
Theorem 5. ¢(stamp(a)) = (> i :: stamp(a)[i].end — stamp(a)[i].beg )

Proof. Consider an event b that occurs on process p; . From Theorem[3] ¢ and
b are correctly ordered when the j** intervals of their stamps are ordered by

int int . . . .
= or < . Hence, ordering mistakes can only occur when the ;' intervals are

related by X . From @) and ), at most stamp(a)[j].end — stamp(a)[j].beg

such events exist. Thus, (Y. i :: stamp(a)[i].end — stamp(a)[i].beg ) is an

upper bound on the number of incorrectly related events ( £ but not — ). This
bound is tight since, for any time stamp s a history can be constructed in which
there is an event whose stamp is s and for which (> ¢ :: stamp(a)[i].end —
stamp(a)[i].beg ) ordering mistakes are made. |
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5 Experimental Evaluation

We consider a client-server system with 2 clients and 98 servers. A client performs
local events and sends messages to a random server. While waiting for a response,
a client performs only local events. Servers reply to messages in FIFO order, and
only perform local events if there are no outstanding requests from clients. Event
arrivals follow a negative exponential distribution.

For our analysis, we consider only events from the middle of the computation
(i.e., events that have are causally related to some event from each process
which, in turn, is also causally related to some event from each process). We
exclude events at the beginning and end since plausible clocks (including our
own) perform better during the startup of a computation than in steady-state.

The two primary characteristics we evaluate are: the relationship between
message size and inaccuracy; and the difference between the (worst-case) inac-
curacy bound determined by imprecision and the actual (expected-case) inaccu-
racy achieved. The former allows a comparison between our algorithm and other
plausible clock algorithms in terms of trading off accuracy for message overhead.
The latter is unique to our algorithm, where imprecision can be controlled.

Figure [l depicts the relationship between message size and resulting inac-
curacy. The plausible clocks considered are R-Entries Vector (REV) and Comb
(a combination of REV and k-Lamport) [I3]. We fix the k-Lamport component
of Comb to 5 entries while varying the size of its REV component. The results
show that, on average, our algorithm (labeled “Common Interval” in the figure)
yields better accuracy than either of the other two.

Although this figure compares these plausible clocks directly, it is worth re-
membering that these clocks differ in a fundamental way: Our algorithm does
not guarantee a constant message overhead, while other plausible clock algo-
rithms do not guarantee any level of accuracyE Therefore, while it is useful
to compare their performance in trading off accuracy for message overhead, the
choice of which algorithm to use will likely be driven by the primary performance
property being optimized.

Figure[Gldepicts the relationship between the inaccuracy bound (derived from
imprecision) and the observed inaccuracy. We see that the resulting inaccuracy
is significantly less than the inaccuracy bound. Imprecision measures the worst-
case error per time stamp. Actual runs, however, may not generate events that
result in error equal to each time stamp’s imprecision. Thus, while our algorithm
provides a guarantee on the worst case behavior, it does not do this at the expense
of degrading the expected case inaccuracy.

6 Related Work

Several algorithms have been proposed as scalable solutions to vector clocks. For
instance, in [I6] Baldoni and Melideo proposed k -dependency vectors. Their al-

3 Notice that the data points for our algorithm have error bars in the horizontal axis
since time tag size varies.
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gorithm affixes a constant-size vector of integers to application messages. The
trade-off for this approach is that extra computation may be required to de-
tect the causal relationship between events. The algorithm requires a dedicated
checker process to determine the causal order of events.

The definition of plausible clocks was formalized in [I3], where it was also
shown that such clocks could be combined to improve accuracy. Two plausible
clock algorithms were presented: REV and k-Lamport, along with their combi-
nation, Comb. In [I3/17], the performance of Comb was analyzed through simu-
lation. The results of those studies showed good performance of Comb and also
the dependency of that performance on several factors (e.g., local history size,
communication pattern, system size). However, formal analysis of the expected
behavior of a plausible clock algorithm was left for future work.

NUREV clocks were proposed in [14]. This plausible clock uses a fixed vector
size and a dynamic mapping of processor ids to vector entries. Several mappings
were proposed to minimize the ordering errors produced by this clock, and hence
maximize the expected accuracy. This work did not consider the cost of encoding
the dynamic map in the time tag.

Unlike these other approaches, our notion of imprecision—since it reflects a
worst-case bound—permits the evaluation of plausible clock performance inde-
pendent of a particular history or set of histories.

7 Conclusion

The contribution of this work is threefold. Firstly, we have defined a new met-
ric, imprecision, which quantifies the worst-case accuracy of a plausible clock
time-stamping system. This metric characterizes the system itself, independent
of any particular history. Existing plausible clocks are parameterized by message
time tag size and (even those with good average-case accuracy) have unbounded
imprecision. Our second contribution is a new plausible clock algorithm which is
parameterized by imprecision. This algorithm guarantees a maximum, bounded
imprecision by varying the size of time tags as needed during a computation.
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Finally, we provide an experimental evaluation of this algorithm’s performance.
We find that the expected message size for our algorithm compares favorably
with existing plausible clocks. We also note that since imprecision is a conserva-
tive upper bound on inaccuracy, the actual inaccuracy for a given history may
be considerably less than this guaranteed bound.
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Abstract. A semantic framework for analyzing safe composition of distributed
programs is presented. Its applicability is illustrated by a study of program com-
position when communication is reliable but not necessarily FIFO. In this model,
special care must be taken to ensure that messages do not accidentally overtake
one another in the composed program. We show that barriers do not exist in this
model. Indeed, no program that sends or receives messages can automatically be
composed with arbitrary programs without jeopardizing their intended behavior.
Safety of composition becomes context-sensitive and new tools are needed for
ensuring it. A notion of sealing is defined, where if a program P is immediately
followed by a program Q that seals P then P will be communication-closed—it
will execute as if it runs in isolation. The investigation of sealing in this model
reveals a novel connection between Lamport causality and safe composition. A
characterization of sealable programs is given, as well as efficient algorithms for
testing if O seals P and for constructing a seal for a significant class of programs.
It is shown that every sealable program that is open to interference on O(n?)
channels can be sealed using O(n) messages.

1 Introduction

Much of the distributed algorithms literature is devoted to solutions for individual tasks.
Implicitly it may appear that these solutions can be readily combined to create larger
applications. Composing such solutions is not, however, automatically guaranteed to
maintain their correctness and their intended behavior. For example, algorithms are
typically designed under the assumption that they begin executing in a well-defined
initial global state in which all channels are empty. In most cases, the algorithms are not
guaranteed to terminate in such a state. Another inherent feature of distributed systems
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is that, even though they are often designed in clearly separated phases, these phases
typically execute concurrently. For instance, Lynch writes in [12, p. 523]:

“An MST algorithm can be used to solve the leader-election problem [...].
Namely, after establishing an MST, the processes participate in the STtoLeader
protocol to select the leader. Note that the processes do not need to know when
the MST algorithm has completed its execution throughout the network; it is
enough for each process i to wait until it is finished locally, [...].”

In general, when two phases, such as implementations of an MST algorithm and of the
STtoLeader algorithm, are developed independently and then executed in sequence, one
phase may confuse messages originating from the other with its own messages. Perhaps
the first formal treatment of this issue was via the notion of communication-closed lay-
ers introduced by Elrad and Francez in [2]]. Consider a program P =P, || ... || P, con-
sisting of n concurrent processes P; = Q;;L;; Q;, the execution of which is, intuitively,
divided into three phases, Q;, L;, and Q;. Elrad and Francez define L=1L, | ... || L, to
be a communication-closed layer (CCL) in P if under no execution of P does a com-
mand in some L; communicate with a command in any Q; or Q’j [2]. If a program P can
be decomposed into a sequence of CCLs then every execution of P can be viewed as
a concatenation of executions of P’s layers in order. Hence, reasoning about P can be
reduced to reasoning about its layers in isolation. This approach has been investigated
further and applied to a variety of problems by Janssen, Poel, and Zwiers [9J7U8113]].
Stomp and de Roever considered related notions in the context of synchronous com-
munication [[14]]. Gerth and Shrira considered the issue of using distributed programs
as off-the-shelf components to serve as layers in larger distributed programs [6]]. They
observe that the above definition of CCL is made with respect to the whole program P
as context, and hence is unsuitable for off-the-shelf components. They solve the prob-
lem by defining L to be a General Tail Communication Closed (GTCC) layer if, roughly
speaking, for all layers Ti || ... || T, we have that Lis a CCL in L; T} || ... || Ln; Tp,. Since
this definition does not refer to the surrounding program context of a layer, it asserts a
certain quality of composability. Sequentially composing GTCC layers guarantees that
each one of them is a CCL.

We develop a framework for defining and reasoning about various notions central to
the design of CCLs in different models of communication. The communication model
used in most of the literature concerning CCLs is that of reliable FIFO channels. In
practice, channels often fail to satisfy this assumption. Three main sources of imperfec-
tion are loss, reordering, and duplication of messages by a channel. This paper studies
the impact of message reordering on the design of CCLs. Our communication model,
which we call REL, will therefore assume that channels neither lose nor duplicate mes-
sages but message delivery is not necessarily FIFO. As we shall see, in REL, the CCL
property depends in an essential way on Lamport causality [11]. Indeed, to ensure CCL,
causality is all that is needed in REL, whereas either duplication or loss already mandate
the need for headers in messages [Sl4]].

Consider for instance the task of transmitting a message m from process i to process
j where it is stored in variable x. The task is accomplished by i performing SND;, ” to
send the message and j performing RCV4™ ' to receive it into variable x. This imple-
mentation denoted MT),,_. (for Message-Transmit) works fine in isolation. Composing
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two copiesﬂ of MT!~/ however, does not guarantee the same behavior as executing the
first to completion and then executing the second. Since communication is not FIFO,
the second message sent by i could be the first one received by j. On the other hand,
if MTI~/ is followed by MT/~ no such interference occurs. Moreover, no later pro-
gram can ever interfere with the first MT'~/ in this pair. Of course the second program,
MT/ ™ is still susceptible to interference, e.g., by another MT/ ™. In fact, non-trivial
programs are never safe from interference in REL. As we shall show, for any termi-
nating program P transmitting a message from i to j there is a program Q potentially
interfering with communication in P. One consequence is that no terminating program
that sends messages can be a GTCC layer.

The above discussion suggests that it is nec-

— Py I essary to inspect the next layer in order to de-
@=Cend J——>Cov ) >(Csnd )>Q  termine whether a given layer is a CCL. In fact,
l l we shall define a notion of a program Q seal-
@ e (Lsnd | Q ing its predecessor P, which will ensure that P

is a CCL in P immediately followed by Q. For
example, MT/ % seals MT"/ and vice versa. In-
Fig. 1. MT' 7 seals M1/~ tuitively, Q seals P if Q guarantees that no mes-
o sage sent after P can be received in P. Let us
consider why MT/x seals MT"~/. Suppose that a later message is sent on the channel
from i to j as in Fig.[Il This send is performed only after the message sent in the op-
posite direction has been received by i, which in turn must have been sent after the first
message has been received by j. Consequently, j’s receive event must precede i’s send-
ing of the later message. Therefore, the later message cannot compete with the earlier
one. A message transmitted in the opposite direction is often called an acknowledgment.
More interesting examples of sealing presented in Figures and[3 For a decompo-
sition of a program P into a sequence of ¢ layers L1, ... L it follows that if L*+1)
seals L) for all 1 < k < ¢ then each layer L) is a CCL in P.

In [[11] Lamport defined causality among events of asynchronous message passing
systems. Causality implies temporal precedence. As discussed above, transmitting an
acknowledgment guarantees that the receive of the first message causally precedes any
later sends on the same channel. Observe that the same effect could be obtained by other
means ensuring the intended precedence. For instance, a causal chain consisting of a
sequence of messages starting at j, going through a number of intermediate processes,
and ending at i could be used just as well. While this transitive form of acknowledgment
appears to be inefficient, a given message can play a role in a number of transitive
acknowledgments. Fig.[2(a)]illustrates a program consisting of the transmission of three
messages over three different channels. It is sealed using transitive acknowledgments
by the program displayed in Fig. 2(b)} which sends only two messages.

Indeed, we shall later show how O(n) messages can usefully substitute for Q(n?)
acknowledgments. Not all programs can be sealed. We shall later prove that program X
shown in Fig. is unsealable. The same program executed in the presence of a third
process as in Fig. B(D)]is, however, sealable. Any seal of this program will necessarily

! We omitted the subscript in MT /. Whenever a parameter is irrelevant to the point being made,
we tend to omit it.
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Fig. 2. An example of sealing
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Fig. 3. An example of a program for two processes that is unsealable unless a third process is
added

use transitive acknowledgments as discussed above. See Fig. [3(c)| for an illustration of
one way this program can be sealed.

Contributions. The first main contribution of this paper is in the presentation of a frame-
work studying safe composition of layers of distributed programs in different models
of communication. Within the framework we define notions including CCL and barri-
ers. Moreover, it is possible to define new notions such as sealing that play an important
role in ensuring safe composition. In this paper the power of the framework is illustrated
by a comprehensive study of safe composition in REL. In a companion paper [3] the
framework is used to define additional notions that are used to study safe composition
in FIFO-models with duplicating and/or lossy channels.

Our second main contribution is in identifying the notion of sealing and demon-
strating its central role in the design of CCLs in REL. We study the theory of sealing in
REL and present the following results.

— Sealable straight-line programs are completely characterized.

— A definition of the sealing signature of straight-line programs is given, which char-
acterizes the sealing behavior of a program concisely, for both purposes, sealing
and being sealed. The size of the signature is O(n?).

— An algorithm for deciding whether Q seals P based only on their signatures is
presented.
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— An algorithm for constructing seals for sealable straight-line programs is presented.
It produces seals that perform less than 3n message transmissions even though
Q(n?) channels may need to be sealed.

The restriction to straight-line programs is motivated by the undecidability of the cor-
responding problems for general programs. Specifically,the halting problem can be re-
duced to each of these problems for general programs. As far as communication closure
is concerned, straight-line programs already display most of the interesting aspects rel-
evant to the subject of sealing.

2 A Model of Distributed Programs with Layering

In this section we define a simple language for writing message-passing concurrent
programs. Its composition operator “«” is called layering. Layering subsumes the two
more traditional operators *“;” and “||” (as discussed by Janssen in [7]). The meaning
of Px Q is that each process i first executes its share of P and then proceeds directly to
execute its share of Q. In particular, layering does not impose any barrier synchroniza-
tion between P and Q. In other words, in P x Q process i need not wait for any other
processes to finish their shares of P before moving on to Q. Consequently, programs
execute between cuts rather than global states. We shall define a notion r|c,d] IF P of a
program P occurring over an interval r|c,d| between the cuts ¢ and d of a run r.

Our later analysis will be concerned with CCLs P. Thus we need to ensure that no
message crosses any initial or final cut of an interval over which P occurs. A concise
way of capturing this formally is via a new language construct, the phase operator, T.
Writing T P specifies that all communication involving P is internal to P, that is, P is a
CCL. If P is a CCL in a given larger program L then every execution of P in L is also an
execution of TP. In other words, P can be substituted for TP in L. We adopt a standard
notion of refinement to indicate substitutability of programs. Program P refines program
Q if every execution of P over an interval r[c,d] is also one of Q, regardless of what
happens before ¢ and after d. The notions of “x”, “1”, and refinement provide a unified
language for defining notions of safe composition. The programming language and its
semantics are formally defined as follows.

2.1 Syntax

Let n € N and P = {1,...,n} be a set of processes. Throughout the paper n will be
reserved for denoting the number of processes. Let (Var;);cp be mutually disjoint sets
ofs program variables (of process i) not containing the name #; which is reserved for
i’s communication history. Let Expr; be the set of arithmetic expressions over Var;. Let
L be propositional logic over atoms formed from expressions with equality “="" and
less-than “<”. We define a syntactic category Prg of programs:

i—j

Prg>P = & | x:=e | SNDg ’ | RCVI™" | [0] | TP | PxP | P+P | P®

where x € Var;, e € Expr;,i,j€P,and ¢ € L.
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The intuitive meaning of these constructs is as follows. The symbol € denotes the
empty program. It takes no time to execute. Assignment statement x := e evaluates ex-
pression e and assigns its value to variable x. The SNDg ’ statement sends a message
containing the value of e on the channel from i to j. Communication is asynchronous,
and sending is non-blocking. The RCV{™ " statement, however, blocks until a message
arrives on the channel from i to j. It takes a message off the channel and assigns its
content to x. The guard [0] expresses a constraint on the execution of the program: in
a run of the program, ¢ must hold at this location. Guards take no time to execute.
The program TP behaves the same as P, with the additional restriction that it does not
communicate with statements outside P. The operation “x” represents layered composi-
tion following Janssen et al. [8]. Layering statements of distinct processes is essentially
the same as parallel composition whereas layering of statements of the same process
corresponds to sequential composition. We tend to omit “x” when no confusion will
arise. The symbol “+” denotes nondeterministic choice. By P® we denote zero or more

(possibly infinitely many) repetitions of program rA

2.2 Semantics

A send record (fori)is atriple (i — j,v), which records sending a message with contents
v from i to the receiver j. Similarly, (j < i,v) is a receive record (for j). A local state
(for process i) is a mapping from Var; to values and from h; to a sequence of send
and receive records for i. A local run (for process i) is an infinite sequence of local
states. We identify an event (of i) with the transition from one local state in a local run
of i to the next. An event is either a send, a receive, or an internal event. A (global)
run is a tuple r = ((r;)icp,d,) of local runs — one for each process — plus an injective
matching function d, associating a send event with each receive event in r. The mapping
0, is restricted such that§

1. If 8,(e) = ¢’ and e is a receive event of process j resulting in the appending of
(j < i,v) to j’s message history then ¢’ is a send event of process i appending the
corresponding send record (i — j,v) to i’s message history.

2. Lamport’s causality relation — induced by 8, on the events of r, as defined below,
is an irreflexive partial order, hence acyclic.

The first condition captures the property that messages are not corrupted in transit. The
fact that the function §, is total precludes the reception of spurious messages, whereas
injectivity ensures that messages are not duplicated in transit. Further restrictions on
O, can be made to capture additional properties of the communication medium such as
reliability, FIFO, fairness, etc.

2 Using guards, choices, and repetition it is possible to define if ¢ then P else Q fi as an abbrevi-
ation for [0]P + [-0]Q and while ¢ do P od for ([¢]P)®[—d]. The results in this paper also hold
for a language based on if and while instead of [.], 4, and ©.

3 Our choice of execution model is closely related to the more standard one of infinite sequences
of global states, representing an interleaving of moves by processes. Our conditions on 8,
guarantee the existence of such an interleaving. In general, each of our runs represents an
equivalence class of interleavings.
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In [11] Lamport defined a “happened before” relation — on the set of events oc-
curring in a run r of a distributed system. The relation — is defined as the smallest
transitive relation subsuming (1) the total orders on the events of process i given by
the r;, and (2) the relation { (e1,e2) | 6,(e2) = e1 } between send and receive events
induced by the matching function 9,

Cuts and Channels. Write N for NU {eo}. A cut is a pair (r,¢) consisting of a run r
and a P-indexed family ¢ = (¢;);ep of Ny-elements. We write “<” for the component-
wise extension of the natural ordering on N to cuts within the same run. A cut is finite
if all its components are.

Say that an event e performed by process i is in a cut (r,¢) if e occurs in r; at an
index no larger than ¢;. A cut (r,¢) corresponds to the, possibly implausible, situation in
which the events in the cut have occurred for each process i € P. A cut (r,c) is consistent
if every — predecessor of an event in the cut is also in the cut. We define the channel
chan;_,; at a cut (r,c) to be the set of i’s send events to j and j’s receive events from i
in (r,¢) that are not matched by 9, to any event also in (r,c). Finally, a formula ¢ € £
holds at (r,c), and we write (r,c) = ¢, if ¢ holds in standard propositional logic when,
for each i € P, program variables in Var; are evaluated in the local states r;(c;) if ¢; is
finite, and are considered unspecified otherwise[d

Semantics of Programs. We define the meaning of programs by stating when a pro-
gram occurs over an interval. An interval consists of two cuts (r,¢) and (r,d) over the
same run with ¢ < d, which we denote for simplicity by r[c,d]. An event is in rlc,d] if
itis in (r,d) but notin (r,c). We define the occurrence relation I between intervals and
programs by induction on the structure of programs. The interesting cases are those of
+ and 1. Formally, program P € Prg occurs over interval rlc,d], denoted rc,d] I P, ifff]

rle,d]IFeif c=d.

rle,d] Ik x:=eifd = c[i — ¢;+ 1] and r;(d;) = ri(c;)[x — V], where v is the value of e
in ri(c;).

rle,d) Ik sNDg 7 if d = c[i = ¢; + 1] and ri(d;) = ri(ci)[hi — ri(ci) (i) - {(i — j,v))]
where v is the value of e in r;(c;).

rle,d]IFRevy 7 if d = cli— ¢;+ 1] and ri(d;) = ri(ci)[hi — ri(ci) (i) - ((i = j,v)),x —
v].

rle,d] Ik [¢0] if c =d and (r,c) = ¢.

rle,d] Ik TP if r[c,d] IF P and no communication event in r|c,d] is matched by 3, with
an event outside r[c,d].

rlc,d] IF P+ Q if there exists ¢’ satisfying ¢ < ¢’ < d such that r[c,c']IF Pand r[c’,d] I Q.
rle,d| Ik P+ Qif rlc,d] I P or rlc,d] IF Q.

rle,d] IF P if, intuitively, an infinite or finite number (possibly zero) of iterations of P
occur over r|c,d]. More formally, r[c,d] I P® if there exists a finite or infinite sequence
(c(k>)k€1 such that 7 is a non-void prefix of N, 0 =¢, k) < ) forall k< kK €1,
Ueesc® =d, and r[c® c*+D] |- P for all k,k+ 1 € 1.

4 Recall that local states assign values to local variables.
5 We shall denote by f[a +— b] the function that agrees with f on everything but a, and maps
atob.
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The program semantics is insensitive to deadlocks because deadlocking executions are
not represented by runs. We deliberately chose to ignore deadlocks to simplify the pre-
sentation and focus on the main aspects of composition. Whether a program deadlocks
can be analyzed using standard techniques [12, p. 635f].

General assumption. From now onward, we shall only consider programs that are
deadlock-free.

Refinement. We shall capture various assumptions about properties of systems by
specifying sets of runs. For instance, REL is the class of runs with reliable commu-
nication, and RELFTI is its subclass in which channels are also FIFO.

Given a set T of runs, we say that P refines Q in T, denoted P <r Q, iff r[c,d] IF P
implies r[c,d] I Q, for all r € T and ¢,d € (N4 )F. In other words, every execution of P
(in a T" run) is also one of Q, regardless of what happens before and after. Therefore, we
may replace Q by P in any larger program context. This definition of refinement is thus
appropriate for stepwise top-down development of programs from specifications. The
refinement relation on programs is transitive (in fact a pre-order) and all programming
constructs are monotone w.r.t. the refinement order.

3 Capturing Safe Composition

The phase operator T allows us to delineate the interactions that a layer can have with
other parts of the program. When combined with refinement it is useful for defining
various notions central to the study of safe composition, as we now illustrate.

CCL. We can express that the program L is a CCL in the program P x L* Q w.r.t. I" by:
T1(P+LxQ) <r PxtLxQ .

In words, any isolated execution of P Lx* Q will have the property that all communi-
cation in L is internal and hence L executes as in isolation. This definition is context-
sensitive.

Barriers. More modular would be a notion that guarantees safe composition regardless
of the program context. One technique to ensure that two consecutive layers do not
interfere with each other is to place a barrier B between them. Formally, program B is a
barrier in T if

1(PxBxQ) <r 1P*1tB*1Q ,forall programs P and Q.
TCC. Some programs can be safely composed without the need for any barrier [2/10]].

Depending on the model T', there may be programs P that safely compose with all
following layers. We say that P is tail communication closed (TCC) in I if,

1(PxQ) <r TPx*x1Q ,forall programs Q.

Thus, if P is TCC then any execution of P starting in empty channels will also end with
all channels empty. Therefore TCC programs can be readily composedﬁ It is straight-

6 TCC follows and is closely related to the notion of GTCC introduced by Gerth and Shrira [6].
The main difference is that their notion is defined w.r.t. a set of initial states.
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forward to check that the programs €, [¢], x:=e, and TP are TCC in any I". Moreover,
if P and Q are TCC in T then so are P+ Q, P x Q, and P®. Observe that every barrier B
in I"is in particular TCC inT".

Seals. In many models of interest, only trivial programs are TCC. This is the case, for
example, in REL, as shown in Section @ below. In such models, an alternative method-
ology is required for determining when it is safe to compose given programs. Next we
define a notion of sealing that formalizes the concept of program S serving as an imper-
meable layer between P and later phases such that no later communication will interact
with P. We say that S seals P in I if, for all programs Q,

T(P+S*xQ) <r TPx1(S*Q) .

Thus, if S seals P in I" then neither S nor any later program can interfere with com-
munication in P. If S seals P and Q seals S, then S will behave in T(P* S Q) as it
does in isolation. Sealing allows incremental program development while maintaining
CCL-style composition.

Lemma 1. [. Ifboth P and P’ are sealed by S in T then so is P+ P'.
2. Ifboth S and S' seal P inT then S+ S’ (properly) seals P in T.
3. If S seals P in T then S+ Q seals P inT.
4. Ifboth S seals P and S’ seals S in T, then S seals P S inT.
5. If P seals itself in T then P seals P® inT.
6. TCC subsumes sealing: P is TCC in T iff all programs seal P inT.

It follows from this lemma that, if program P can be decomposed into a sequence of ¢
layers LU, ... L) it follows that if L&) seals L®) for all 1 < k < ¢ then each layer
LW isa CCLin P.

For example, as discussed in the introduction, any program of the form MT/~ seals
any program of the form MT'~/ in REL. Consequently, a program of the form MT'~/ %
MT/~ seals itself in REL. On the other hand, the shorter program MT'~/ does not seal
itself in REL—in an execution of MT~/ * MT'~/ the two messages sent by i could be
received in the reverse order of sending.

Proper Seals. Suppose that P = {1,2} and x; € Var; for i € P. Then the program
O = while frue do (x; :=5%x2:=17) od is TCC in RELFI, a CCL in REL, and seals
any program in REL. For it necessarily diverges, that is, it occurs only over intervals
r[c,d] with non-finite d. This implies that no layer following Q has any impact on the
semantics of the whole program. It follows trivially that no communication of a later
layer can interfere with anything before. Programs such as Q are not particularly useful
as seals, in contrast to ones that seal without diverging. This motivates the following
definition. We say that S is a proper seal of P in T" if S seals P and S never diverges after
P.Thatis, forall r € T and ¢,d,d’, whenever r[c,d] |- TP, and r[d,d'] I S and d is finite
then so is d’.

For instance, since MT'~/ is a terminating program that seals MT/~/ in REL, it is in
particular a proper seal.
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4 Case Study: Safe Composition in REL

We now consider safe composition in the model REL. Communication events can cause
a program not to be TCC in REL. For example, reconsider the program MTq_J, =
SND:3 7 % RCVx . It is TCC in RELFI but not TCC in REL. That MT"/ is not TCC
in REL is no coincidence. Next we show that no terminating program performing any
communication whatsoever is TCC in REL.

Theorem 2. If rc,d] I+ P for some r € REL and finite c,d such that all channels are
empty in (r,c) and there is at least one send or receive event in r|c,d|, then P is not TCC
in REL.

Since a barrier is necessarily TCC we immediately obtain
Corollary 3. No program can serve as a barrier in REL.

Having shown that TCC and thus barriers are not generally useful notions in REL, we
turn our attention to (proper) sealing. It is instructive that not all terminating programs
can be properly sealed in REL:

Lemma 4. IfP = {1,2} then the program X = SND! % % SNDS:II *RCVLIT2 % RCV§Hl
illustrated in Fig. cannot be sealed properly in REL.

Our programming language Prg is Turing-complete. Since the halting problem for Prg
can be reduced to sealability in REL we obtain

Theorem 5. Sealability in REL is undecidable.

Given this theorem we shall restrict our attention to more tractable subclasses of pro-
grams. Program P is balanced (in REL) if, whenever r[c,d] I- P and all channels are
empty at (r,c), then every channel contains the same number of sends and receives at
(r,d). Note that balanced programs are TCC in RELFI. The following theorem shows
that in REL balance is a necessary prerequisite for being properly sealable.

Theorem 6. In REL, every non-divergent program that is properly sealable is also
balanced.

Program P is said to closes chan;_.; (in REL) if chan;_; is empty after P in any exe-
cution of P starting at a cut with empty channels. More formally this is expressed as
follows. For all r € REL and programs Q, if r[c,d’] IF ©(P x Q) and r|c,d] I+ P then
chan;_,; is empty in (r,d). A channel that is not closed is open. The state of a program’s
channels is the essential element in determining sealability.

Program P is straight-line if it contains neither nondeterministic choices nor loops
nor guards. In other words, P is built from sends, receives, and assignments using lay-
ering only. Our focus in this section is on balanced straight-line programs, or BSL for
short.

The program graph of a BSL P is a graph (V,E) that has a node for every send and
receive event in P plus an initial dummy node FST; and a final dummy node LST; for
each process i. The edge set E consists of the successor relation over events in the same
process extended to the dummy nodes plus an edge between the k’th send and the k’th
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receive on channel chan;_. ;, for all k, i, and j. All the graphs in Figures 2l and [3] are
program graphs. The size of a BSL P’s program graph is of the order of the size of the
program.

Next we investigate the connection between program graphs and Lamport causality.
We use E™ to refer to the irreflexive transitive closure of E and call edges not containing
dummy nodes normal. The subset of normal edges is denoted by Ng. In RELFI, the
normal edges induce the full causality relation on the events of the program. As we
shall show, in REL the normal edges of a program graph are also — edges.

Lemma 7. Let r € REL, let P be a BSL with program graph (V,E), and let Q be a
program. If r[c,d] |- T(P+ Q) then Ng C =,

Lemmal[7]implies that all edges in (Ng )™ will be — edges in every run r € REL of T(P *
Q). We note that (Ng)™ is the largest set of edges with this property, because (Ng)* =
(£NV?)if r € RELFL

A more concise representation than the program graph is called the signature of P
and denoted by SIG(P). It has size O(n?) while preserving the information necessary
to decide what channels are left open, respectively closed, by P. Given the program
graph (V,E) of a BSL P we can obtain SIG(P) as follows. After calculating E*, we
remove all nodes except for the dummy nodes and the first send and last receive on
each channel. The graph is further reduced by removing the node SND'~/ whenever
(FST;,sND' /) € E*. Similarly, RCV/ is removed whenever (RCV/~,LST;) € ET.
The sends and receives remaining in the signature are precisely the ones that could
interfere with receives in a preceding layer or with sends in a succeeding layer.

The complexity of computing SIG(P) is in O(]|P||*) since it requires the causality
relation obtained as the transitive closure of the edge relation of P’s program graph.
We remark that for BSLs P and Q, SIG(P * Q) can be obtained from their respective
signatures at a cost of O(n?).

Let P be a BSL and let G = (V,E) be SIG(P). Then P leaves channel chan;_,; open
iff RCV/~" € V. For instance, the program MT' "/ leaves chan;_. ; open — there is a node
RCV/ in SIG(MT'~/), which is depicted in Fig.[f(a)] As we have shown earlier, MT/
seals MT'~/ in REL, which implies that MT/~ closes chan,_.; once. Since MT/ ™ does
not re-open the channel, the RCV/ node found in SI1G(MT'~/) is not present in the
SIG(MT! 7/« MT/~") shown in Fig. @b}

(a) S16(MT' /) (b) SIG(MT 7« MT/ ™)

Fig. 4. Examples of signatures. Thin arrows denote transitive causality edges.
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4.1 Deciding Sealing

Whether one BSL seals another can be decided on the basis of their signatures. Suppose
BSL P leaves chan;_.; open and Q seals P. Then, if Q sends on that channel, then P’s
last receive RCV/ on the channel must causally precede Q’s first send SNDI~/ on it.
Otherwise, Q must ensure that any later send on chan;_; is causally preceded by P’s
last receive. This is guaranteed exactly if P’s signature contains an edge (RCV/“*, LSTy)
and Q’s signature contains an edge (FSTy, LST;), for some k € P. (See Fig.[3l)

0 G 0 O (& 0
0 o O o o
® O O (@)
(a) Channel chan;_,; left open by P (b) Sealing the channel by causality.
and a causality edge to LSTy. The dashed part accounts for Q

sending on chan;_, ;.

Fig. 5. Excerpts of the signatures of BSLs P and Q

Based on the above observation the following theorem characterizes sealing among
BSLs.

Theorem 8. Let P and Q be BSLs and let (Vp,Ep) = SIG(P) and (Vg,Eg) = SIG(Q).
Then Q properly seals P iff, for all RCVJ‘_f € Vp, there exists k € P such that (RCVIT,
Ldy) € Ep, (FSTk,LST;) € Ep, and, if SND' 7/ € V then (FSTy,SND' /) € E.

Given the theorem above, the complexity of deciding whether Q seals P, given their
signatures, is obviously determined by the size of P’s signature, which we recall is
o(n?).

4.2 A Characterization of Sealability

Observe that the set of channels closed by a BSL P when executed from a cut with
empty channels is uniquely determined by P and can be derived from its signature. We
can thus associate a closed-channel graph with each BSL . Formally, the closed-channel
graph Cp = (P,Ep) of a BSL P is given by (i, j) € Ep iff i # j and chan;_,; is closed by
P in REL. In the following we denote the undirected version of a graph G by G".

Theorem 9 (Sealability). Let P be a BSL. Then P can be sealed properly in REL iff Cp
is connected. Moreover, if P is properly sealable in REL then it can be sealed by a BSL
that transmits less than 3n messages.

Sketch of proof. We now sketch the “if”-direction of the claim. Let T C Ep such that
(P,T)" is a spanning tree of Cp and let v be its root. We construct a seal S for P in
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three phases. In the first phase we establish that for every edge (i, j) € T the channel on
this edge directed towards v is closed. This is achieved by sending an acknowledgment
should this channel not be closed already by P. The second phase consists of a con-
vergecast from all leaves of T towards the root v. Finally, the third phase is a broadcast
from v to the leaves. It follows that S closes every channel at least once and is therefore
a seal for P. Moreover, each of the three phases transmits at most n — 1 messages. O

Example 10. Consider a phase L = *;cpL;. In L each process i # 1 sends a message
to every other process k ¢ {1,i} before receiving the n — 2 messages sent to it in this
phase. Finally, process i transmits a message to process 1. We can define process i’s
program L; more formally by

L = (*ké{l,i} SNDH’C) % (*ké{l,i} Rcvi“k) % SNDI !
Process 1 in turn receives those messages sent last in the L;, that is:

Ly = *iyé] rRCV! !

Executing L beginning with empty channels leaves n> — 3n + 3 channels open. Never-
theless, L can be sealed efficiently by the program

S = k(SN TxreviTl) |

which transmits n — 1 messages. (See Fig. [l for the program graph of S.)

Rt S
O \ Q
O Cev 3>Q

Fig. 6. O(n) transmissions close Q(n?) open channels

5 Conclusion and Future Work

A subtle yet crucial issue in developing distributed applications is the safe composition
of smaller programs into larger ones. The notion of CCL captures when a program
works as if it were executed in isolation in the context of a given larger program. The
literature on CCLs focused mostly on reliable FIFO communication. In that setting
programs can be designed that are inherently CCLs in any program context.

Observe that neither termination detection nor barrier-style techniques can be ap-
plied in REL without careful inspection of the surrounding program context. Any such
mechanism will form a layer in the resulting program which in turn must be shown
to safely compose with the other layers. A popular approach to running distributed
applications on non-RELFI systems is to construct an intermediate data-link layer pro-
viding RELFI communication to the application. This typically involves sealing every
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single message transmission from interference by previous and later layers. Popular al-
gorithms for data-link achieve this by adding message headers and/or acknowledging
every single message, thereby incurring a significant overhead [[1L15]]. As we show for
REL, it is often possible to do better than that. Our analysis of sealing can be used to
add the minimal amount of glue between consecutive layers to ensure that they compose
safely, without changing the layers at all.

We have introduced a framework for studying safe program composition. It facili-
tates the formal definition of standard notions such as CCL, barriers, and TCC. Gerth
and Shrira showed that—as a context-sensitive notion—CCL is unsuitable for com-
positional development of larger systems from off-the-shelf components. As we have
shown, neither barriers nor TCC layers are useful for such development in REL, that is,
when communication is reliable but not FIFO. In another paper [3]], we use essentially
the same framework to investigate safe composition in models with message duplica-
tion or loss. Barriers and TCC layers are also absent in those models. The framework
introduced here is used to define two more notions, namely fitting after and separating,
that are more readily applicable in those models[] We illustrate our approach by ap-
plying it to the case of REL. Notably, the approach allows for seamless composition of
programs without need for translation or headers.

The central notion introduced and explored in this paper is that of one program seal-
ing another. Larger programs can be composed from smaller ones provided each smaller
program seals its predecessor. For instance, recall that MT'~/ + MT/~/ seals itself in
REL. Lemma[lB]can be used to show that a program of the form while rrue do MT ~/ %
MT/~ od can serve to transmit a sequence of values from i to j in REL. Indeed, if the
return messages from j to i are not merely acknowledgments, it can perform sequence
exchange. The notion of sealing in REL is shown to be intimately related to Lamport
causality. Based on this connection, we devise efficient algorithms for deciding and
constructing seals for the class of straight-line programs.

Acknowledgment. We would like to thank Manuel Chakravarty, Yael Moses, and Ron
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Abstract. The vast majority of papers on distributed computing as-
sume that processes are assigned unique identifiers before computation
begins. But is this assumption necessary? What if processes do not have
unique identifiers or do not wish to divulge them for reasons of privacy?
We consider asynchronous shared-memory systems that are anonymous.
The shared memory contains only the most common type of shared ob-
jects, read /write registers. We investigate, for the first time, what can be
implemented deterministically in this model when processes can fail. We
give anonymous algorithms for some fundamental problems: timestamp-
ing, snapshots and consensus. Our solutions to the first two are wait-free
and the third is obstruction-free. We also show that a shared object has
an obstruction-free implementation if and only if it satisfies a simple
property called idempotence. To prove the sufficiency of this condition,
we give a universal construction that implements any idempotent object.

1 Introduction

Distributed computing typically studies what can be computed by a system of
n processes that can fail independently. Variations on the capacities of the pro-
cesses (e.g., in terms of memory or time), their means of communication (e.g.,
shared memory or message passing), and their failure modes (e.g., crash failures
or malicious failures) have led to an abundant literature. In particular, a prolific
research trend has explored the capabilities of a system of crash-prone asyn-
chronous processes communicating through basic read-write objects (registers).

Several properties have been defined to describe the progress made by an
algorithm regardless of process crashes or asynchrony. The strongest is wait-
freedom [18], which requires every non-faulty process to complete its algorithm
in a finite number of its own steps. However, wait-free algorithms are often
provably impossible or too inefficient to be practical. In many settings, a weaker
progress guarantee is sufficient. The non-blocking property (sometimes called
lock-freedom) is one such guarantee, ensuring that, eventually, some process will
complete its algorithm. It is weaker than wait-freedom because it permits indi-
vidual processes to starve. A third condition that is weaker still is obstruction-
freedom [19], which can be very useful when low contention is expected to be the
common case, or if contention-management is used. Obstruction-freedom guar-
antees that a process will complete its algorithm whenever it has an opportunity
to take enough steps without interruption by other processes.
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Virtually all of the literature on those topics assumes that processes have dis-
tinct identities. Besides intellectual curiosity, it is practically appealing to revisit
this fundamental assumption. Indeed, certain systems, like sensor networks, con-
sist of mass-produced tiny agents that might not even have identifiers [4]. Others,
like web servers [29] and peer-to-peer file sharing systems [11]], sometimes man-
date preserving the anonymity of the users and forbid the use of any form of
identity for the sake of privacy [10]. Instead of revealing its identity to a server
that houses a shared-memory object, a process might use a trusted third party
that can itself be approximated by a decentralized mechanism [I6]. This party
forwards the process’s invocations to the server (stripped of the process’s id) and
then forwards the server’s responses back to the process. But what can actually
be done in an anonymous system? In such a system, processes are programmed
identically [BI7UBIT2I2328]. In particular, processes do not have identifiers. There
has been work on anonymous message-passing systems, starting with Angluin
[3]. The very small amount of research that has looked at anonymous shared-
memory systems assumed failure-free systems or the existence of a random oracle
to build randomized algorithms. (See Sect. [2)

We explore in this paper, for the first time, the types of shared objects that
can be implemented deterministically in an anonymous, asynchronous shared-
memory system. We assume that any number of unpredictable crash failures
may occur. The shared memory is composed of registers that are (multi-reader
and) multi-writer, so that every process is permitted to write to every register. In
contrast, usage of single-writer registers would violate total anonymity by giving
processes at least some rudimentary sense of identity: processes would know
that values written into the same register at different times were produced by
the same process. Some problems, such as leader election, are clearly impossible
in this model because symmetry cannot be broken; if processes run in lockstep,
they will perform exactly the same sequence of operations. However, we show
that some interesting problems can be solved without breaking symmetry.

We first consider timestamps, which are frequently used to help processes
agree on the order of various events. Objects such as fetch&increment and coun-
ters, which are traditionally used for creating timestamps, cannot be imple-
mented in our model, so we introduce a weaker object called a weak counter
which provides sufficiently good timestamps for our applications. We construct,
in Sect. 4, an efficient, wait-free implementation of a weak counter.

In non-anonymous systems, the snapshot object [TI2l[6] is probably the most
important example of an object that has a wait-free implementation from regis-
ters. It is an abstraction of the problem of obtaining a consistent view of many
registers while they are being updated by other processes. There are many known
implementations of snapshot objects but, to our knowledge, all do make essential
use of process identities. Wait-free algorithms generally rely on helping mecha-
nisms, in which fast processes help the slow ones complete their operations. One
of the challenges of anonymity is the difficulty of helping other processes when
it is not easy to determine who needs help. In Sect. 5, we show that a wait-free
snapshot implementation does exist and has fairly efficient time complexity. The
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timestamps provided by the weak counter are essential in this construction. We
also give a non-blocking implementation with better space complexity.

In non-anonymous systems, most objects have no wait-free (or even non-
blocking) implementation [I8]. However, it is possible to build an obstruction-
free implementation of any object by using a subroutine for consensus, which is a
cornerstone of distributed computing that does itself have an obstruction-free im-
plementation [I9]. Consensus also arises in a wide variety of process-coordination
tasks. There is no (deterministic) wait-free implementation of consensus using
registers, even if processes do have identifiers [I8/26]. In Sect. 6, we note that
an obstruction-free anonymous consensus algorithm can be obtained by simply
derandomizing the randomized anonymous algorithm of Chandra [13]. The re-
sulting algorithm uses unbounded space. We then give a new algorithm that uses
a bounded number of registers, with the help of our snapshots.

Theorem|Implemented Object |Using Space Progress Uses
iy weak counter registers O(k) wait-free

weak counter binary registers|O(k) non-blocking

[ m~component snapshot|registers m non-blocking
m-component snapshot|registers O(m+k) wait-free m
binary consensus binary registers{unbounded obs-free

[l binary consensus registers O(n) obs-free
consensus binary registers|unbounded obs-free 6] ®
consensus registers O(nlogd) obs-free

a1 idempotent object binary registers|unbounded obs-free Bl [@
idempotent object registers object-dependent |obs-free Bl [

Fig.1. Summary of implementations, where n is the number of processes, k is the
number of operations invoked, and d is the number of possible inputs to consensus

Finally, we give a complete characterization of the types of objects that
have obstruction-free implementations in our model in Sect. 7. An object can be
implemented if and only if it is idempotent: i.e. applying any permitted operation
twice in a row (with the same arguments) has the same effect as applying it once.
We use a symmetry argument to show this condition is necessary. To prove
sufficiency, we give a “universal” construction that implements any idempotent
object, using our weak counter object and our consensus algorithm.

To summarize, we show that the anonymous asynchronous shared-memory
model has some, perhaps surprising, similarities to the non-anonymous model,
but there are also some important differences. We construct a wait-free algo-
rithm for snapshots and an obstruction-free algorithm for consensus that uses
bounded space. Not every type of object has an obstruction-free anonymous im-
plementation, however. We give a characterization of the types that do. Table [T
summarizes all anonymous implementations given in this paper, indicating which
implementations are used as subroutines for others.
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2 Related Work

Some research has studied anonymous shared-memory systems when no failures
can occur. Johnson and Schneider [23] gave leader election algorithms using ver-
sions of single-writer snapshots and test&set objects. Attiya, Gorbach and Moran
[8] gave a characterization of the tasks that are solvable without failures using
registers if n is not known. The characterization is the same if n is known [I4].
Consensus is solvable in these models, but it is not solvable if the registers cannot
be initialized by the programmer [22]. Aspnes, Fich and Ruppert [5] looked at
failure-free models with other types of objects, such as counters. They also char-
acterized which shared-memory models can be implemented if communication
is through anonymous broadcasts, showing the broadcast model is equivalent to
having shared counters and strictly stronger than shared registers.

There has also been some research on randomized algorithms for anonymous
shared-memory systems with no failures. For the naming problem, processes
must choose unique names for themselves. Processes can randomly choose names,
which will be unique with high probability. Registers can be used to detect when
the names chosen are indeed unique, thus guaranteeing correctness whenever the
algorithm terminates, which happens with high probability [25/30]. Two papers
gave randomized renaming algorithms that have finite expected running time,
and hence terminate with probability 1 [15J24].

Randomized algorithms for systems with crash failures have also been studied.
Panconesi et al. [28] gave a randomized wait-free algorithm that solves the naming
problem using single-writer registers, which give the system some ability to distin-
guish between different processes’ actions. Several impossibility results have been
shown for randomized naming using only multi-writer registers [I2/T5/24]. Inter-
estingly, Buhrman et al. [12] gave a randomized wait-free anonymous algorithm
for consensus in this model that is based on Chandra’s randomized consensus al-
gorithm [I3]. Thus, producing unique identifiers is strictly harder than consensus
in the randomized setting. Aspnes, Shah and Shah [7] extended the algorithm of
Buhrman et al. to a setting with infinitely many processes.

Solving a decision task can be viewed as a special case of implementing
objects: each process accesses the object, providing its input as an argument,
and later the object responds with the output the process should choose. Herlihy
and Shavit [20] gave a characterization of the decision tasks that have wait-
free solutions in non-anonymous systems using ideas borrowed from algebraic
topology. They also describe how the characterization can be extended to systems
with a kind of anonymity: processes have identifiers but are only allowed to use
them in very limited ways. Herlihy gave a universal construction which describes
how to create a wait-free implementation of any object type using consensus
objects [I8]. Processes use consensus to agree on the exact order in which the
operations are applied to the implemented object. Although this construction
requires identifiers, it was the inspiration for our obstruction-free construction
in Sect. 7. Recently, Bazzi and Ding [9] introduced, in the context of Byzantine
systems, non-skipping timestamps, a stronger abstraction than what we call a
weak counter. (Our weak counter does not preclude skipping values.)
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3 Model

We consider an anonymous system, where a collection of n processes execute
identical algorithms. In particular, the processes do not have identifiers. The
system is asynchronous, which means that processes run at arbitrarily varying
speeds. It is useful to think of processes being allocated steps by an adversarial
scheduler. Algorithms must work correctly in all possible schedules. Processes
are subject to crash failures: they may stop taking steps without any warning.
The algorithms we consider are deterministic.

Processes communicate with one another by accessing shared data structures,
called objects. The type of an object specifies what states it can have and what
operations may be performed on it. The programmer chooses the initial state of
the objects used. Except for our weak counter object in Sect. 4, all objects are
linearizable (atomic) [2]: although operations on an object take some interval of
time to complete, each appears to happen at some instant between its invocation
and response. An operation atomically changes the state of an object and returns
a response to the invoking process. (The weak counter object can be viewed as
a set-linearizable object [27].) We consider oblivious objects: all processes are
permitted to perform the same set of operations on it and its response to an
operation does not depend on the identity of the invoking process. (Non-oblivious
objects are somewhat inconsistent with the notion of totally anonymous systems,
since processes must identify themselves when they invoke an operation.)

Some types of objects are provided by the system and all other types needed
must be implemented from them. An implementation specifies the code that
must be executed to perform each operation on the implemented object. Since
we are considering anonymous systems, all processes execute identical code to
perform a particular operation. (We refer to such an implementation as an anony-
mous implementation.) The implementation must also specify how to initialize
the base objects to represent any possible starting state of the implemented
object.

We assume the shared memory contains the most basic kind of objects: reg-
isters, which provide two types of operations. A read operation returns the state
of the object without changing it. A write(v) changes the state to v and returns
ack. Every process can access every register. If the set of possible values that
can be stored is finite, the register is bounded; otherwise it is unbounded. A bi-
nary register has only two possible states. When describing our algorithms in
pseudocode, names of shared objects begin with upper-case letters, and names
of the process’s private variables begin with lower-case letters.

4 Weak Counters

A weak counter provides a single operation, GETTIMESTAMP, which returns an
integer. It has the property that if one operation precedes another, the value
returned by the later operation must be larger than the value returned by the
earlier one. (Two concurrent GETTIMESTAMP operations may return the same
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value.) Furthermore, the value returned to any operation should not exceed
the number of invocations that have occurred so far. This object will be used
as a building block for our implementation of snapshots in Sect. 5 and our
characterization of implementable types in Sect. 7. It is used in those algorithms
to provide timestamps to different operations. The weak counter is essentially a
weakened form of a fetch&increment object: a fetch&increment object has the
additional requirement that all values returned should be distinct. It is known
that a fetch&increment object has no wait-free implementation from registers,
even if processes have identifiers [I8]. By considering our weaker version, we have
an object that is implementable, and still strong enough for our purposes.

We give an anonymous, wait-free implementation of a weak counter from
unbounded registers. A similar but simpler construction, which provides an im-
plementation that satisfies the weaker non-blocking progress property, but uses
only binary registers, is then described briefly. Processes must know n, the num-
ber of processes in the system, (or at least an upper bound on n) for the wait-free
implementation, but this knowledge is not needed for the non-blocking case.

Our wait-free implementation uses an array A[1, 2, .. .] of binary registers, each
initialized to L. To obtain a counter value, a process locates the first entry of the ar-
ray that is L, changes it to T, and returns the index of this entry. (See
Fig.[2l) The key property for correctness is the following invariant: if A[k] = T,
then all entries in A[1..k] are T. To locate the first L in A efficiently, the algorithm
uses a binary search. Starting from the location a returned by the process’s previ-
ous GETTIMESTAMP operation, the algorithm probes locations a + 1,a + 3,a +
7,...,a+2" —1,... until it finds a L in location b. (For the first operation by the
process, we initialize a to 1.) We call this portion of the algorithm, corresponding
to the first loop in the pseudocode, phase 1. The process then executes a binary
search of A[a..b] in the second loop, which constitutes phase 2.

To ensure processes cannot enter an infinite loop in phase 1 (while other
processes write more and more T’s into the array), we incorporate a helping
mechanism. Whenever a process writes a T into an entry of A, it also writes
the index of the entry into a shared register L (initialized to 0). A process may
terminate early if it sees that n writes to L have occurred since its invocation.
In this case, it returns the largest value it has seen in L. The local variables j
and t keep track of the number of times the process has seen L change, and the
largest value the process has seen in L, respectively.

Theorem 1. Fig. [A gives a wait-free, anonymous implementation of a weak
counter from registers.

Proof. We first give three simple invariants.

Invariant 1: For each process’s value of a, if @ > 1, then Ala — 1] =T.

Once T is written into an entry of A, that entry’s value will never change again.
It follows that line 14 maintains Invariant 1. Line 6 does too, since the preceding
iteration of line 3 found that A[b] = T.

Invariant 2: If A[k] = T, then A[K'] =T for all ¥’ <k.

This follows from Invariant 1: whenever line 17 is executed, we have a = b, so
Alb — 1] is already T.
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GETTIMESTAMP
1 b—a+1
2 L—Lit—¥{;j—0
3 loop until A = L
4 if LAY
5 then ¢ — L; t «— max(¢,£); j — j+1
6 if j > n then a < b+ 1; return ¢ and halt
7 end if
8 end if
9 b—2b—a+1
10 end loop
11 loop untila =05
12 mid «— %b*l > This is an integer, since b — a + 1 is a power of 2
13 if A[mid] = 1 then b — mid
14 else a «— mid +1
15 end if
16 end loop
17  write T to A[b]

18 L+ b
19 return b

Fig. 2. Wait-free implementation of a weak counter from registers

Invariant 3: Whenever a process P executes line 11 during a GETTIMESTAMP
operation op, P’s value of b has the property that A[b] was equal to L at some
earlier time during op.
This is easy to prove by induction on the number of iterations of the second loop.
Wait-freedom: To derive a contradiction, assume there is an execution where
some operation by a process P runs forever without terminating. This can only
happen if there is an infinite loop in Phase 1, so an infinite number of T’s
are written into A during this execution. This means that an infinite number
of writes to L will occur. Suppose some process () writes a value x into L.
Before doing so, it must write T into A[z]. Thus, any subsequent invocation
of GETTIMESTAMP by @ will never see Alz] = L. It follows from Invariant 3
that Q can never again write x into L. Thus, P’s operation will eventually see
n different values in L and terminate, contrary to the assumption.
Correctness: Suppose one GETTIMESTAMP operation op; completes before an-
other one, ops, begins. Let r; and ry be the values returned by op; and ops,
respectively. We must show that ro > 71. If op; terminates in line 6, then, at
some earlier time, some process wrote r1 into L and also wrote T into A[rq]. If
opy terminates in line 19, it is also clear that A[ri] = T when op; terminates.
If ops terminates in line 19, then A[ry] was L at some time during ops, by
Invariant 3. Thus, by Invariant 2, 7o > 71. If ops terminates in line 6, ops has
seen the value in L change n times during its run, so at least two of the changes
were made by the same process. Thus, at least one of those changes was made by
an operation ops that started after ops began (and hence after op; terminated).
Since ops terminated in line 19, we have already proved that the value r3 that
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ops returns (and writes into L) must be greater than r1. But opy returns the
largest value it sees in L, so 19 > 13 > 71. |

In any finite execution in which k& GETTIMESTAMP operations are invoked,
at most O(k) of the registers are ever accessed, and the worst-case time for any
operation is O(log k). An amortized analysis can be used to prove the stronger
bound of O(logn) on the average time per operation in any finite execution.
Intuitively, if some process P must perform a phase 1 that is excessively long,
we can charge its cost to the many operations that must have written into A
since P did its previous operation. (See [I7] for a detailed proof of the following.)

Proposition 2. If n processes perform a total of k invocations of the GET-
TIMESTAMP algorithm in Fig. [3, the total number of steps by all processes is
O(klogn) and O(k) registers are accessed.

If we do not require the weak counter implementation to be wait-free, we
do not need the helping mechanism. Thus, we can omit lines 2, 4-8 and 18,
which allow a process to terminate early if it ever sees that n changes to the
shared register L occur. This yields a non-blocking implementation that uses
only binary registers. The proof of correctness is a simplified version of the proof
of Theorem [l and the analysis is identical to the proof of Proposition [2.

Theorem 3. There is a non-blocking, anonymous implementation of a weak
counter from binary registers. In any execution with k invocations of GETTIMES-
TAMP in a system of n processes, the total number of steps is O(klogn) and O(k)
registers are accessed.

5 Snapshot Objects

The snapshot object [1I2l6] is an extremely useful abstraction of the problem
of getting a consistent view of several registers when they can be concurrently
updated by other processes. It has wait-free (non-anonymous) implementations
from registers, and has been widely used as a basic building block for other al-
gorithms. A snapshot object consists of a collection of m > 1 components and
supports two kinds of operations: a process can update the value stored in a com-
ponent and atomically scan the object to obtain the values of all the components.
Since we are interested in anonymous systems, we consider the multi-writer ver-
sion, where any process can update any component. Many algorithms exist to
implement snapshots, but all use process identifiers. The following proposition
can be proved using a simple modification of the standard non-blocking snapshot
algorithm for non-anonymous systems [I]. A proof appears in [17].

Proposition 4. There is a non-blocking, anonymous implementation of an m-
component snapshot object from m registers.

More surprisingly, we show that a standard algorithm for (non-anonymous)
wait-free snapshots [I] can also be modified to work in an anonymous system.
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SCAN
1 t+ GETTIMESTAMP
2 loop
UPDATE(iv :C) 3 read R1, RQ, ey Rm
1 ¢+ GETTIMESTAMP 4 if a register contained (*,v,t') with ¢ > ¢
2 v« SCAN 5 then return v
3 write (z,v,t) in Ry 6 elseif n + 1 sets of reads gave same results
7 then return the first field of each value
8 end if
9 end loop

Fig. 3. Wait-free implementation of a snapshot object from registers.

The original algorithm could create a unique timestamp for each UPDATE op-
eration. We use our weak counter to generate timestamps that are not nec-
essarily distinct, but are sufficient for implementing the snapshot object. The
non-uniqueness of the identifiers imposes a need for more iterations of the loop
than in the non-anonymous algorithm. Our algorithm uses m (large) registers,
Ry, ..., Ry, and one weak counter, which can be implemented from registers,
by Theorem [Il Each register R; will contain a value of the component, a view
of the entire snapshot object and a timestamp. See Fig.

Theorem 5. The algorithm in Fig. [3 is an anonymous, wait-free implementa-
tion of a snapshot object from registers. The average number of steps per opera-
tion in any finite execution is O(mn?).

Proof. (Sketch) See [I7] for a detailed proof. It can be shown that the regis-
ters either keep changing continually, eventually including timestamps that will
satisfy the first termination condition, or stop changing so that the second ter-
mination condition will eventually be satisfied. UPDATES are linearized when
the write occurs. If a SCAN sees n + 1 identical sets of reads, it can be shown
that these values were all in the register at one instant in time, which is used as
the linearization point. If a SCAN uses the vector recorded from another SCAN
as its output, the two SCANS are linearized at the same time. The timestamp
mechanism is sufficient to guarantee that the linearization point so chosen is
between the invocation and response of the SCAN. [ |

6 Consensus

In the consensus problem, processes each start with a private input value and
must all choose the same output value. The common output must be the input
value of some process. These two conditions are called agreement and validity,
respectively. Herlihy, Luchangco and Moir [I9] observed that a randomized wait-
free consensus algorithm can be “derandomized” to obtain an obstruction-free
consensus algorithm. If we derandomize the anonymous consensus algorithm of
Chandra [I3], we obtain the following theorem. (A proof appears in [17].)
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Theorem 6. There is an anonymous, obstruction-free binary consensus algo-
rithm using binary registers.

The construction that proves Theorem [f] uses an unbounded number of bi-
nary registers. In this section, we give a more interesting construction of an
obstruction-free, anonymous algorithm for consensus that uses a bounded num-
ber of (multivalued) registers. First, we focus on binary consensus, where all
inputs are either 0 or 1, and give an algorithm using O(n) registers.

In the unbounded-space algorithm, each process maintains a preference that
is either 0 or 1. Initially, a process’s preference is its own input value. Intuitively,
the processes are grouped into two teams according to their preference and the
teams execute a race along a course of unbounded length that has one track for
each preference. Processes mark their progress along the track (which is repre-
sented by an unbounded array of binary registers) by changing register values
from L to T along the way. Whenever a process P sees that the opposing team is
ahead of P’s position, P switches its preference to join the other team. As soon
as a process observes that it is sufficiently far ahead of all processes on the oppos-
ing team, it stops and outputs its own preference. Two processes with opposite
preferences could continue to race forever in lockstep but a process running by
itself will eventually out-distance all competitors, ensuring obstruction-freedom.

Our bounded-space algorithm uses a two-track race course that is circular,
with circumference 4n + 1, instead of an unbounded straight one. The course
is represented by one array for each track, denoted Ry[l,2,...,4n + 1] and
Ri[1,2,...,4n + 1]. We treat these two arrays as a single snapshot object R,
which we can implement from registers. Each component stores an integer, ini-
tially 0. As a process runs around the race course, it keeps track of which lap it
is running. This is incremented each time a process moves from position 4n + 1
to position 1. The progress of processes in the race is recorded by having each
process write its lap into the components of R as it passes.

Several complications are introduced by using a circular track. After a fast
process records its progress in R, a slow teammate who has a smaller lap number
could overwrite those values. Although this difficulty cannot be eliminated, we
circumvent it with the following strategy. If a process P ever observes that
another process is already working on its kth lap while P is working on a lower
lap, P jumps ahead to the start of lap k and continues racing from there. This
will ensure that P can only overwrite one location with a lower lap number, once
sufficiently many k’s have been written. There is a second complication: because
some numbers recorded in R may be artificially low due to the overwrites by slow
processes, processes may get an incorrect impression of which team is in the lead.
To handle this, we make processes less fickle: they switch teams only when they
have lots of evidence that the other team is in the lead. Also, we require a process
to have evidence that it is leading by a very wide margin before it decides. The
algorithm is given in Fig. @ where we use v to denote 1 — v.

Theorem 7. The algorithm in Fig. [{ is an anonymous, obstruction-free binary
consensus algorithm that uses 8n + 2 registers.
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PROPOSE (input)
1 v« input; j < 0; lap — 1
2 loop
3 S «— ScaN of R

4 if Sy[i] < S3[i] for a majority of values of ¢ € {1,..,4n + 1}
5 then v «— v

6 end if

7 if min  Sy[i] > max Sp[i]

8

1<i<dn+41 1<i<dn+1
then return v
9 elseif some element of S is greater than lap

10 then lap «+— maximum element of S5 j «— 1

11 else j—j+1

12 if j =4n + 2 then lap «— lap+1; j «— 1

13 end if

14 end if

15 UPDATE the value of R,[j] to lap

16 end loop

Fig. 4. Obstruction-free consensus using O(n) registers

Proof. We use 8n + 2 registers to get a non-blocking implementation of the
snapshot object R using Proposition [l

Obstruction-freedom: Consider any configuration C. Let m be the maximum
value that appears in any component of R in C. Suppose some process P runs by
itself forever without halting, starting from C. It is easy to check that P’s local
variable lap increases at least once every 4n + 1 iterations of the loop until P
decides. Eventually P will have lap > m+1 and j = 1. Let vy be P’s local value
of v when P next executes line 7. At this point, no entries in R are larger than
m. Furthermore, R,,[i] > Ry |i] for a majority of the values i. (Otherwise P
would have changed its value of v in the previous step.) From this point onward,
P will never change its local value v, since it will write only values bigger than m
to R,,, and Ry contains no elements larger than m, so none of P’s future writes
will ever make the condition in line 4 true. During the next 4n + 1 iterations of
the loop, P will write its value of lap into each of the entries of R,,, and then
the termination condition will be satisfied, contrary to the assumption that P
runs forever. (This termination occurs within O(n) iterations of the loop, once
P has started to run on its own, so termination is guaranteed as soon as any
process takes O(n?) steps by itself, since the SCAN algorithm of Proposition H
terminates if a process takes O(n?) steps by itself.)

Validity: If all processes start with the same input value v, they will never
switch to preference ¥ nor write into any component of Rj;.

Agreement: For each process that decides, consider the moment when it last
scans R. Let T be the first such moment in the execution. Let S* be the SCAN
taken at time 7. Without loss of generality, assume the value decided by the
process that did this ScAN is 0. We shall show that every other process that
terminates also decides 0. Let m be the minimum value that appears in S§.
Note that all values in S} are less than m.
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We first show that, after T', at most n UPDATES write a value smaller than
m into R. If not, consider the first n + 1 such UPDATES after T. At least two of
them are done by the same process, say P. Process P must do a SCAN in between
the two UPDATES. That SCAN would still see one of the values in Ry that is at
least m, since 4n+1 > n. Immediately after this SCAN, P would change its local
variable lap to be at least m and the value of lap is non-decreasing, so P could
never perform the second UPDATE with a value smaller than m.

We use a similar proof to show that, after T, at most n UPDATE operations
write a value into Rj. If this is not the case, consider the first n+1 such UPDATES
after T'. At least two of them are performed by the same process, say P. Process
P must do a SCAN between the two UPDATES. Consider the last SCAN that P
does between these two UPDATES. That SCAN will see at most n values in R,
that are greater than or equal to m, since all such values were written into Ry
after T. It will also see at most n values in Ry that are less than m (by the
argument in the previous paragraph). Thus, there will be at least 2n + 1 values
of ¢ for which Ry[i] > m > Ri[i] when the SCAN occurs. Thus, immediately after
the SCAN, P will change its local value of v to 0 in line 5, contradicting the fact
that it writes into R; later in that iteration.

It follows from the preceding two paragraphs that, at all times after T,

min  Rjifi] < m < max Rg[i]. Any process that takes its final SCAN
1<i<dn41 1<i<4dn+1

after T' cannot decide 1. [ |

Just as a randomized, wait-free consensus algorithm can be “derandomized”
to yield an obstruction-free algorithm, the algorithm of Theorem [ could be used
as the basis of a randomized wait-free anonymous algorithm that solves binary
consensus using bounded space.

Theorems [Gl and [ can be extended to non-binary consensus using the follow-
ing proposition, which is proved using a fairly standard technique of agreeing on
the output bit-by-bit (see [17]).

Proposition 8. If there is an anonymous, obstruction-free algorithm for binary
consensus using a set of objects S, then there is an anonymous, obstruction-free
algorithm for consensus with inputs from the countable set D that uses |D| binary
registers and log|D| copies of S. Such an algorithm can also be implemented
using 2log | D| registers and log |D| copies of S if |D| is finite.

Corollary 9. There is an anonymous, obstruction-free algorithm for consensus,
with arbitrary inputs, wusing binary registers. There is an anonymous,
obstruction-free algorithm for consensus with inputs from a finite set D that uses
(8n + 4)log | D| registers.

7 Obstruction-Free Implementations

We now give a complete characterization of the (deterministic) object types that
have anonymous, obstruction-free implementations from registers. We say that
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an object is idempotent if, starting from any state, two successive invocations
of the same operation (with the same arguments) return the same response and
leave the object in a state that is indistinguishable from the state a single appli-
cation would leave it in. (This is a slightly more general definition of idempotence
than the one used in [5].) This definition of idempotence is made more precise
using the formalism of Aspnes and Herlihy [6]. A sequential history is a sequence
of steps, each step being a pair consisting of an operation invocation and its
response. Such a history is called legal (for a given initial state) if it is consistent
with the specification of the object’s type. Two sequential histories H and H’
are equivalent if, for all sequential histories G, H - G is legal if and only if H' - G
is legal. A step p is idempotent if, for all sequential histories H, if H - p is legal
then H - p - p is legal and equivalent to H - p. An object is called idempotent
if all of its operations are idempotent. Examples of idempotent objects include
registers, sticky bits, snapshot objects and resettable consensus objects.

Theorem 10. A deterministic object type T has an anonymous, obstruction-
free implementation from binary registers if and only if T is idempotent.

Proof. (=) We assume n > 2. The special case n = 2 is deferred to the full
paper. Assume there is such an implementation of T'. Let P, Q and R be distinct
processes. Let H be any legal history and let p = (op,res) be any step such
that H - p is legal. Let a be the execution of the implementation where some
process P executes the code for the sequence of operations in H, and then @
executes op. Since the object is deterministic, @ must receive the result res for
operation op. Let 3 be the execution where P executes the code for the sequence
of operations in H, and then processes () and R execute the code for op, taking
alternate steps. Since ) and R access only registers, they will take exactly the
same sequence of steps, and both will terminate and return res. Thus, H - p-p
must be legal also.

The internal state of P is the same at the end of o and (3. The value stored
in each register is also the same at the end of these two runs. Thus any sequence
of operations performed by P after a will generate exactly the same sequence
of responses as they would if P executed them after 8. It follows that, for any
history G, H - p- G is legal if and only if H -p-p- G is legal, so T is idempotent.

(<) Let T be any idempotent type. We give an anonymous, obstruction-free
algorithm that implements 7' from binary registers. The algorithm uses an un-
bounded number of consensus objects Con[1,2,...], which have an obstruction-
free implementation from binary registers, by Corollary Bl The algorithm also
uses the GETTIMESTAMP operation that accesses a weak counter, which can
also be implemented from binary registers, according to Theorem [Bl These will
be used to agree on the sequence of operations performed on the simulated ob-
ject. All other variables are local. The history variable is initialized to an empty
sequence, and ¢ is initialized to 1. The code in Fig. [l describes how a process
simulates an operation op.

Obstruction-freedom: If, after some point of time, only one process takes
steps, all of its subroutine calls will terminate, and it will eventually increase @
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1

2 t + GETTIMESTAMP

3 (op’,t") « PROPOSE(0p,t) to Conli]

4 res + result returned to op’ if it is done after history
5 history «— history -(op, res)

6 i—i+1

7 if (op',t") = (op, 1)

8 then return res

9 end if

0 end loop

Fig. 5. Obstruction-free implementation of an idempotent object from binary registers

until it accesses a consensus object that no other process has accessed. When
that happens, the loop is guaranteed to terminate.

Correctness: We must describe how to linearize all of the simulated operations.
Any simulated operation that receives a result in line 3 that is equal to the value
it proposed to the consensus object is linearized at the moment that consensus
object was first accessed. All (identical) operations linearized at the moment
Conli] is first accessed are said to belong to group i.

The following invariant follows easily from the code (and the fact that the
object is idempotent): At the beginning of any iteration of the loop by any
process P, historyp is equivalent to the history that would result from the the
first ip — 1 groups of simulated operations taking place (in order), where ip and
historyp are P’s local values of the variables ¢ and history. Thus, the results
returned to all simulated operations are consistent with the linearization.

We must still show that the linearization point chosen for a simulated oper-
ation is between its invocation and response. Let D be an execution of Do(op)
in group 7. The linearization point 7" of D is the first access in the execution to
Conli]. Clearly, this cannot be after D completes, since D itself accesses Conl[i].
Let D’ be the execution of DO(op’) that first accesses Con[i]. (It is possible that
D = D'.) Since D is linearized in group ¢, it must be the case that op = op’, and
also that the timestamps used in the proposals by D and D’ to Conl[i] are equal.
Let t be the value of this common timestamp. Note that T" occurs after D’ has
completed the GETTIMESTAMP operation that returned ¢. If T' were before D is
invoked, then the GETTIMESTAMP operation that D calls would have to return
a timestamp larger than ¢. Thus, T is after the invocation of D, as required. W

The algorithm used in the above proof does not require processes to have
knowledge of the number of processes, n, so the characterization of Theorem
applies whether or not processes know n. Since unbounded registers are idempo-
tent, it follows from the theorem that they have an obstruction-free implemen-
tation from binary registers, and we get the following corollary.
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Corollary 11. An object type T has an anonymous, obstruction-free implemen-
tation from unbounded registers if and only if T is idempotent.

In the more often-studied context of non-anonymous wait-free computing,
counters (with separate increment and read operations) can be implemented
from registers [6], while consensus objects cannot be [I8[26]. The reverse is true
for anonymous, obstruction-free implementations (since consensus is idempotent,
but counters are not). Thus, the traditional classification of object types accord-
ing to their consensus numbers [I8] will not tell us very much about anonymous,
obstruction-free implementations since, for example, consensus objects cannot
implement counters, which have consensus number 1.

If large registers are available (instead of just binary registers), the algorithm
in Fig.[Blcould use, as a consensus subroutine, the algorithm of Theorem [finstead
of the algorithm of Theorem [6l If the number of different operations that are
permitted on the idempotent object type is d and k invocations occur, then the
number of registers needed to implement each consensus object is O(nlog(dk)),
by Proposition 8, and at most k consensus objects are needed. This yields the
following proposition.

Proposition 12. An idempotent object with a operation set of size d has an
implementation that uses O(knlog(dk)) registers in any execution with k invo-
cations on the object.
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Abstract. We consider the task of waking up an anonymous ad hoc
radio network from a single source, by a deterministic algorithm. In the
beginning only the source is awake and has to wake up other nodes by
disseminating messages throughout the network. Nodes of the network
do not know its topology and they do not have distinct labels. In such
networks some nodes are impossible to reach. A node in a network is
accessible if it can be woken up by some (possibly network-dependent)
deterministic algorithm. A deterministic wakeup algorithm for ad hoc
networks is universal if it wakes up all accessible nodes in all networks.
We study the question of the existence of such a universal wakeup al-
gorithm. For synchronous communication we design a universal wakeup
algorithm, and for asynchronous communication we show that no such
algorithm exists.

1 Introduction

A radio network is a collection of stations, which can act as transmitters or as
receivers. Stations will be referred to as nodes of the network. The network is
modeled as an undirected connected graph on the set of these nodes. An edge e
between two nodes means that transmissions of one end of e can reach the other
end. Time is divided into equal steps (time slots). In every step every node acts
either as a transmitter or as a receiver. A node acting as a transmitter sends a
message which can potentially reach all of its neighbors. An important distinction
at the receiving end is between a message being delivered and being heard, i.e.,
received successfully by a node. In the synchronous scenario, a message sent by
a node in a given step t is delivered to all neighbors in the same step. In the
asynchronous scenario, it is delivered to each neighbor in some step ¢’ > ¢, and
this choice is made by an adversary, for each neighbor.

A node acting as a receiver in a given step hears a message, if and only if, a
message from exactly one of its neighbors is delivered in this step. The message
heard in this case is the one that was delivered from the unique neighbor. If
messages from at least two neighbors v and v’ of u are delivered simultaneously
in a given step, none of the messages is heard by u in this step. In this case we
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say that a collision occurred at u. It is assumed that the effect at node u of a
collision is the same as that of no message being delivered in this step, i.e., a
node cannot distinguish a collision from silence.

A standard assumption made when considering deterministic radio commu-
nication is that nodes have distinct labels which can be parameters for a com-
munication algorithm. However, in practice, nodes of unknown identities may
join the network over time in a distributed fashion, and thus it is important
to design communication algorithms that do not depend on node identities.
Therefore in this paper we drop the assumption of distinct node identities and
consider anonymous ad hoc radio networks. In ad hoc networks (cf. [7J20]) nodes
do not know the topology of the network. In our present scenario, knowledge of
nodes is even more restricted: they know neither the topology of the network nor
their labels. We assume that there is one distinguished node called the source,
which has a wakeup message to be disseminated in the network. All other nodes
are identical. Nodes know only their status source/non-source but they do not
have any other a priori information (global or local) concerning the network:
they know neither the topology of the network nor its size, nor even their own
degree.

Waking up a radio network from a single source is the following basic task.
In the beginning, one distinguished node, called the source, is awake and all
other nodes are dormant. The source starts the wakeup process by sending a
message, which is then relayed by awake nodes. Every node that hears a message
becomes awake and can send further messages. Dormant nodes do not send
any messages, i.e. they act as receivers until being woken up. All nodes have
individual clocks that tick at the same rate, measuring time steps. The clock
of a node starts in the step when the node is woken up. Waking up is closely
related to broadcasting, which is one of the fundamental primitives in network
communication. Its goal is to transmit a message from the source of the network,
to all other nodes. Remote nodes get the source message via intermediate nodes,
along paths in the network. The difference between waking up from a single
source and broadcasting is that, in waking up, dormant nodes do not send any
messages, and in broadcasting, such spontaneous transmissions, containing some
control messages and sent before the source message reaches a given node, may
be allowed.

We consider only deterministic wakeup algorithms. In our anonymous sce-
nario it is clear that, for some networks, not all nodes can be woken up. For
example, in the 4-cycle, the node at distance 2 from the source cannot be wo-
ken up by any algorithm, due to the impossibility of breaking symmetry. Hence
we say that a node in a network is accessible if it can be woken up by some
(possibly network-dependent) algorithm. Broadcasting (whose aim is to reach
all nodes) may be impossible in anonymous networks, for the same reason as
above. Therefore, waking up anonymous networks is rather related to multicas-
ting whose goal is to transmit source information to all accessible nodes. Since
our context is that of ad hoc networks, we are interested in network-independent
wakeup algorithms. A wakeup algorithm for ad hoc networks is universal if it
wakes up all accessible nodes in all networks.
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1.1 Owur Results

We study the fundamental question of the existence of a deterministic univer-
sal wakeup algorithm. Such an algorithm, if it exists, is very general, in that
— without knowing the network — it is still capable of disseminating source in-
formation in every possible network to all nodes that can be reached by some
deterministic communication algorithm (even specifically designed for this par-
ticular network). We focus attention on feasibility of universal wakeup. It turns
out that the existence of a universal wakeup algorithm depends on the synchrony
of communication. For synchronous communication we design a universal wakeup
algorithm, and for asynchronous communication we show that no such algorithm
exists.

1.2 Open Problems

Since we show a universal wakeup algorithm in the synchronous setting and
refute its existence in the asynchronous setting, it is natural to ask if a universal
wakeup algorithm exists in the partially synchronous setting, in which there is an
upper bound ¢ on the delay between sending and delivery of a message, and ¢ can
be used as an input to the algorithm. On the other hand, in this paper we focus
attention on feasibility of universal wakeup and not on its efficiency. It remains
open if there exists a universal wakeup algorithm (in the synchronous or partially
synchronous setting), which wakes up all accessible nodes in all networks in time
polynomial in the size of the network.

1.3 Related Work

Models used in the literature about algorithmic aspects of radio communication
differ mostly in the amount of information about the network that is assumed
available to nodes. However, all previous results concerning deterministic algo-
rithms for radio communication assume that nodes have distinct identities, and
each node knows its identity.

Deterministic centralized broadcasting assuming complete knowledge of the
network was considered, e.g., in [6], where a O(D log? n)-time broadcasting al-
gorithm was given for all n-node networks of radius D. This was improved to
O(Dlogn + log?n) in [21]. In [I6], O(D + log® n)-time broadcasting was pro-
posed. This was improved to O(D + log*n) in [I5]. On the other hand, in [I]
the authors proved the existence of a family of n-node networks of radius 2, for
which any broadcast requires time 2(log? n).

One of the first papers to study deterministic distributed broadcasting in ra-
dio networks whose nodes have only limited knowledge of the topology, was [3].
The authors assumed that nodes know only their own label and labels of their
neighbors. Many authors [BI78T2/T3] studied deterministic distributed broad-
casting in radio networks under the assumption that nodes know only their own
label (but not labels of their neighbors). In [7] the authors gave a broadcasting
algorithm working in time O(n) for arbitrary n-node networks, assuming that
nodes can transmit spontaneously, before getting the source message. For this
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model, a matching lower bound §2(n) on deterministic broadcasting time was
proved in [19] even for the class of networks of constant diameter. On the other
hand, in [5] a lower bound £2(Dlogn) was proved for n-node networks of radius
D, if spontaneous transmissions are not allowed.

In [7U8IT2IT4] the model of directed graphs was used. Increasingly faster
broadcasting algorithms working on arbitrary (directed) radio networks were
constructed, the currently fastest being the O(nlog?® D)-time algorithm from
[14]. On the other hand, in [13] a lower bound {2(nlog D) on broadcasting time
was proved for directed n-node networks of radius D.

Randomized broadcasting algorithms in radio networks were studied, e.g.,
in [3123]. For these algorithms, no topological knowledge of the network was
assumed, and no distinct identities of nodes were supposed. In [3] the authors
showed a randomized broadcasting algorithm running in expected time
O(Dlogn + log?n). In [23] it was shown that for any randomized broadcast-
ing algorithm and parameters D < n, there exists an n-node network of radius
D requiring expected time 2(Dlog(n/D)) to execute this algorithm. It should
be noted that the lower bound £2(log® n) from [I], for some networks of radius
2, holds for randomized algorithms as well. A randomized algorithm working
in expected time O(Dlog(n/D) + log?n), and thus matching the above lower
bounds, was presented in [20] (cf. also [I4]).

The wakeup problem in radio networks was first studied in [I7] for single-
hop networks (modeled by complete graphs), and then in [11[9] for arbitrary
networks. In [I8] the authors studied randomized wakeup algorithms for radio
networks. In all these papers it was assumed that a subset of all nodes wake up
spontaneously and have to wake up other (dormant) nodes.

In all the above papers communication was carried out in the synchronous
model, in which a message is delivered to a neighbor in the time step in which
it is sent. Asynchronous radio communication was first considered in [10], where
the authors studied an efficiency measure of an asynchronous broadcasting al-
gorithm called the work (the total number of messages sent). They used various
adversaries to model asynchrony of radio communication. The model of asyn-
chrony used in the present paper was called edge adversary in [10].

To the best of our knowledge, the present paper is the first to study determin-
istic communication algorithms for anonymous ad hoc radio networks. Various
computational tasks in anonymous networks of different nature were studied,
e.g., in [2422].

2 Preliminaries

2.1 Algorithms and Histories

Since in our setting networks are anonymous and nodes are not aware of the
topology, the decision made by a node in a given step, whether it should transmit
or not, can be based solely on the messages previously heard by this node. Hence
a (deterministic) wakeup algorithm can be viewed as a function that takes the
communication history of a node before the given step and returns a message
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to be sent in a given step or the decision to send no message. From the point of
view of node accessibility we can restrict attention to algorithms that instruct
nodes to send a particular type of messages: when, according to its history, a
node is supposed to send a message in a given step, the message is the entire
history of the node before this step. Since the history is the only information
based on which decisions are made, any wakeup algorithm can be simulated
by an algorithm sending entire histories, and hence, if a node in a network is
accessible by any algorithm, it is accessible by an algorithm whose messages are
entire histories.

In what follows we formally define the notions of history and of a wakeup
algorithm that correspond to the above intuitions. The history of a node v in
step 4, denoted by H(i,v), is a finite sequence of symbols 1,[,]. It corresponds
to what the node heard until step ¢ and is inductively defined as follows. H(0,v)
is the sequence [1] (where 1 is the one-bit wakeup message of the source), if v is
the source, and it is the sequence [ | otherwise. The latter sequence is denoted
by € and is called the empty history. Suppose that H(j,w) is defined for all j < i
and all nodes w. Consider a node v and step i > 0.

— If node v heard a message m in step ¢ then H (i, v) is the concatenation of
H(i — 1,v) and of the sequence [m].

— If node v did not hear any message in step i and v is awake then H(i,v) is
the concatenation of H (i — 1,v) and of the sequence | |.

— If node v is dormant (i.e., it is not the source and did not hear any message
in any step j <) then H(i,v) is the sequence [ ].

In particular, this definition formalizes the intuition that nodes other than
the source start counting steps from the time of their waking up by the first
message they hear, and the source starts counting steps from the beginning.
Histories of dormant nodes are all the same in all steps and equal to e.

Let ‘H denote the set of all histories. A wakeup algorithm is any function
A :H — {0,1}, such that A(e) = 0. Intuitively A(H) = 1 means that algorithm
A instructs a node with history H to act as a transmitter in a given step and
send a message containing H, while A(H) = 0 means that algorithm .4 instructs
a node with history H to act as a receiver and thus not send any message.

In the above definitions, histories of nodes depend on messages heard, and al-
gorithms give instructions about sending. The notion of an execution of a wakeup
algorithm in a given communication environment gives the relation between the
above. Fix a wakeup algorithm A and a network G with source s. In the case
of asynchronous communication also fix an adversary A, which, for every step i,
every node v, such that v sends a message in step i, and for every neighbor w of
v, determines the step j > ¢ in which the message is delivered to w (not neces-
sarily heard by w). Similarly as in [I0] we do not allow amalgamating messages
sent in different steps by a node, i.e., if two messages were sent by a node v in
distinct steps, they must be delivered at each neighbor of v in distinct steps as
well. In the case of synchronous communication we assume that the adversary
always determines step j = 14, i.e., it delivers a message in the step in which
it is sent. The execution of algorithm 4 in (G, s), under adversary A, defines
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the message heard in any step ¢ by any node. It is the notion of execution that
captures both the role of collisions, and the role of the adversary in successful
receiving of messages. Fix a node v and a step ¢, in which v acts as a receiver,
according to A. If a message m from exactly one neighbor w of v is delivered at
v in step ¢ then v hears m in step i. Otherwise v hears nothing. It follows from
the above that if a node v hears a message in step ¢ then this message must be
H(j,w), for some j < i and some neighbor w of v, and in the case of synchronous
communication it must be H(i — 1,w). A node other than the source is awake
when it already heard some message.

Suppose that a network G with source s and an adversary are fixed. For
any wakeup algorithm A, any time step ¢ and any node v of this network, the
execution of A defines a history of the algorithm .4 in node v at time 4. This
history is denoted by H (i, v, A).

2.2 Node Accessibility

A node of a network G with source s, for adversary A, is accessible if there
exists a wakeup algorithm .4 such that the execution of A in this network, under
adversary A, causes node v to hear a message in some step. Note that this
algorithm may be tailored specifically to wake up this particular node, and thus
may depend on the network and even on the specific node v.

As mentioned in the introduction, some nodes in some networks are not
accessible, as witnessed by the example of the 4-cycle. Below we give a simple
sufficient condition for inaccessibility of a node, exploiting the symmetry of the
network. Consider a network G = (V, E') with source s. Nodes w and w’ are called
similar if there exists a graph automorhism f of the graph G (i.e., a bijection
f:V — V such that u is adjacent to v iff f(u) is adjacent to f(v)) for which
f(s) =s and f(w) =w'. A node v is called blocked if v is not the source and if,
for every u adjacent to v, there exists a node u’ # u adjacent to v and similar
to wu.

Proposition 1. In synchronous communication, every blocked node is inacces-
sible.

Proof. We first prove by induction on step ¢ that similar nodes have identical
histories in all steps 7 in the synchronous execution of any wakeup algorithm.
Fix a wakeup algorithm A. For i = 0 this property is obvious. Suppose that
it holds for ¢ > 0 and let u and ' be similar nodes. Let f : V. — V be
an automorphism of G, for which f(s) = s and f(u) = «/. We want to prove
H(i+1,u,A) = H(i+1,u, A). By the inductive hypothesis we have H (i,u, A) =
H(i,u', A). If none of the nodes u, u’' hears any message in step ¢ + 1, we are
done. Hence we may assume, without loss of generality, that u hears a message
in step ¢ + 1. Let v be the neighbor of u from which u heard this message.
The node f(v) is a neighbor of «/, similar to v. By the inductive hypothesis we
have H(i,v, A) = H(i, f(v), A). Hence algorithm A causes f(v) to transmit the
same message as v in step 7 + 1. If w’ hears this message, we are done. Hence
assume that v’ does not hear any message in step 7 + 1. This means that either
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Fig. 1. A network with a non-blocked inaccessible node

u’ itself or some neighbor w # f(v) of «’ transmits in this step. In the first case
w also transmits in this step because H(i,u, A) = H(i,u,.A), which contradicts
the assumption that u hears a message in step ¢ + 1. In the second case, the
neighbor f~!(w) of node u is similar to w and, by the inductive hypothesis,
we have H (i,w, A) = H(i, f~*(w),A). Consequently, f~!(w) transmits in step
i+ 1, since w does. However, node f~!(w) is a neighbor of u different from v,
which contradicts the fact that uw hears the mesage from v in step ¢ + 1. Thus
we got contradiction in both cases and the property is proved by induction.

Now suppose that a blocked node v # s is accessible, and let A be a wakeup
algorithm whose synchronous execution causes v to hear a message for the first
time in step j. Suppose that this message comes from neighbor u of v. Since v is
blocked, there exists a neighbor v’ # u that is similar to u. Hence histories of u’
and u are identical up to step j — 1. Consequently, if u sends a message in step 7,
so does u’. This prevents v from hearing any message in step j. Contradiction.
O

The sufficient condition for node inaccessibility from Proposition [l permits
to establish this feature of nodes in many cases. For example, consider a square
grid of odd size with the source in the center of the grid. Symmetries with
respect to each of the diagonals are clearly automorphisms of the grid that fix the
source. It follows that every node of the diagonal is blocked, and consequently
it is inaccessible, for the synchronous adversary. However, the condition from
Proposition [ is not necessary for inaccessibility. Consider the network from
Fig. 1. It is easy to see that nodes w and v are not similar, and hence node
t is not blocked. However, it is inaccessible for the following reason. Nodes w
and w’ have identical histories in all steps in the synchronous execution of any
wakeup algorithm. Consequently they cannot inform node v of their existence
and hence the symmetry between nodes v and v cannot be broken. These nodes
have identical histories in all steps in the synchronous execution of any wakeup
algorithm, hence no algorithm can wake up node t.

3 A Universal Synchronous Wakeup Algorithm

In this section we consider the synchronous setting, in which every message is
delivered to neighbors of a sending node in the same step in which it is sent. In
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this setting we can define the notion of time of any nonempty history H, denoted
by T(H). This is the number of the time step (counted from the start of the
wakeup process), in which the history is taken. T'(H) can be easily computed,
given H. It is clear how to do it for time step 1. Suppose that it is computed for
histories in time steps j < i, and consider a history H in step i. Consider the
subsequence H' of H corresponding to the first message forming H. The sequence
H' is some history at a time j < i, hence by induction T'(H’) can be computed.
Every step after j is reflected in the sequence H either by a subsequence | ]
if no message was heard in this step, or by a subsequence [m], where m is the
message heard in this step. The number z of these subsequences (easy to identify
by pairing parantheses [ and ]), added to T'(H'), gives T'(H).

Ezample 1. Consider the history H = ([ |[H'|[H1][ ][ |[H2][ ][H3]). The first
segment [ | codes the fact that the node is not the source. The next segment
[H'] means that the first heard message was H'. Suppose that T'(H'), computed
recursively, is 5. The end segment [Hi][ ][ ][Hz][ ][H3] of the sequence H means
that the node heard message H; in step 6, no message in steps 7 and 8, message
H, in step 9, no message in step 10, and message Hs in step 11. Thus T'(H) = 11.

Consider any wakeup algorithm A and any time step i¢. The truncation of
A to i, denoted Ali, is the restriction of the function A to the set of those
histories H for which T'(H) < i. Let X; be the set of all truncations to i.
For each integer ¢, X; is a finite set. Enumerate all elements of all sets X; by
distinct positive integers (since truncations are functions from a set of sequences
to {0,1}, a canonical enumeration could be, e.g., the lexicographic ordering of
these functions). For any truncation Ali, let $(Ali) denote the positive integer
associated to Alé in this enumeration. Call it the code of truncation Ali. By
definition, distinct truncations have distinct codes.

We are now ready to define the algorithm U/ that will be proved universal.
The idea of the algorithm is the following. Let p; denote the jth prime number.
For any truncation A|i with code j, algorithm I/ simulates decisions of algorithm
A made in steps k < i by making identical decisions in steps p;?. This idea is
formalized as follows.

Let H be a history and j a positive integer. We define the jth projection of
H, denoted II;(H), by induction on T'(H). We have II;([]) = ([]) and II;([1]) =
([1]). Suppose that IT;(H’) is defined for all histories with T'(H') < T'(H). Let
H* be the subsequence of H corresponding to time steps that are powers of p;.
Let H* = ([H1|[H2]...[H;]), where H; are either histories or empty sequences.
Now II;(H) is defined as ([I1;(H1)][II;(H2)]...[;(H,)]). Intuitively, IT;(H)
extracts from H the part that happened in time steps which are powers of p;.

Now the algorithm U/ is defined as follows. Let H be a nonempty history. If
T(H) is not p;? — 1, for any j and k, then U(H) = 0, i.e., nodes do not transmit
in time steps that are not powers of primes. If T(H) = p;? — 1, for some j and k,
then let Al be a truncation with code j. If k£ <4 then U(H) = A(II;(H)), i.e.,
U simulates the decision of (the truncation of ) A. If k > i then U(H) = 0 (the
simulation of the truncation .A|i is finished).
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This concludes the definition of the wakeup algorithm U. It remains to prove
its main property.

Theorem 1. The wakeup algorithm U is universal.

Proof. Consider an accessible node v in a network G with source s. Let u1, us,...,
U be neighbors of v. Denote v = ug. Suppose that a wakeup algorithm A wakes
up node v in step . Hence v hears the message from some neighbor u, in step
i. Let j be the code of truncation Ali. Consider the step t = p; Let H,., for
r=0,1,...,m, be the history of node w, in time step ¢ — 1, under algorithm U,
ie, H. = H(t—1,u,,U), and let H, be the history of node w, in time step ¢ — 1,
under algorithm A, i.c., H, = H(i—1,u., A). Hence H, = II;(H,). Since v was
woken up by u, in algorithm A, we have A(ﬁq) = land A(H,) =0, for all r # q.
By the definition of algorithm U we have U(H,) = A(IT;(H,)) = A(H,). Hence
U(Hy) =1andU(H,) = 0, for all r # g. Consequently, v hears the message from
Uq in time step ¢. It follows that all accessible nodes are woken up by algorithm
U, and hence this algorithm is universal. O

4 Impossibility of Universal Asynchronous Wakeup

In this section we prove that a universal wakeup algorithm does not exist if
communication is asynchronous. We will show this impossibility result even for
a restricted adversary that cannot amalgamate messages: messages sent by a
neighbor w of v in different steps have to be delivered at v in different steps.
In order to carry out our impossibility argument, we first define the following
class NV of networks. Networks of this class are indexed by finite nondecreasing
sequences. Let r = (r1,...,7%) be such a sequence, where r; < --- < 7. The
network N, is defined as follows. The source s has neighbors u1,..., ug, which
have another common neighbor ¢, at distance 2 from s. Moreover, to each node
U, & path of length r,, is attached, and all paths are pairwise disjoint and do

Fig. 2. The network N(; 22 3)
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not contain s or t (see Fig.[2). A network N, is called leading, if the largest term
of the sequence r is unique (i.e., if 75 > r3_1). Thus the network N 52 33) is
leading and the network N(j 3 3 3) is not.

We first prove the following fact.

Lemma 1. In every leading network every node is accessible.

Proof. Let N, be a leading network,